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Violation of these terms may result in legal action against you.
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Regulatory Notices

Intertek
40 B Commerce Way Totowa, NJ (07512

Denticard Systems, Inc. Premysis Access Control System (w/two enclosures)  Date of Test: 03/24/2008

VERIFICATION OF COMPLIANCE
Report No. 3144542NYNM-002

Vertfication 15 hereby 1ssued to the named APPLICANT and 15 VALID ONLY for the
Equipment identified hereon for use under the mles and regulations listed below.

Equipment under Test: IDenticard System
Model No.: Premysis Access Control System (w/two enclosures)
Serial No.: Mot assigned
Applicant: Denticard Systems, Inc.
Contact: Mr. Aaron Henderson
Address: 40 Citation Lane PO Box 5349
Lancaster, PA 17606, USA
Tel. number: (717) 560-5797
Fax number: (717) 569-2300
Applicable Regulation: FCC 47CFE Part 15, Subpart B: Unintentional

Fadiators, Industry Canada ICES-003 Issue 4

Equipment Class: Class B

Date of Test: 03/24/2008

We attest fo the accuracy of this repori:

M/ i
WA jramak— M—-/

Engineer: Walrer Regal Reviewer: Anatoly Getman
Senior Project Engineer

This roport i for the exclusive woe of Inarmk's Clisnr a=d is provided parsmaz: to the agreamant berngen Interssk and its Clisnt. Intartak s rasponsibiliny azd liability ars Hmited 1o the tems

and comditioms of the agrssmsnt. Inkartel 25wmmes o Lk

te amy party, othsr then to the Cliscr in accerdames with the: agresment, for axy less, sapemse o dammage oocasiomed by the usm
is uport and tean ozly i= ity aodracy. Amyuse of the Intmek zame o oze of it nzarks for the s2le or adventismmant of the

tring by Ineartak. The observasdions and ses rewalts i this rapor ame ralewant o=y to the sezople tested. This rapors by 2self doss

of this repect. O=ly the Client i autherized to copy o dist
tested material, product er ssrvics zoast fiest be appreved in

mot uply dhet the materizl, product, o servics 5 or bas eves besn under 2= Interick certifcation program.

Al services wndectaken zre sject to the following geoamal pelicy: Reports ere sbenitted for axclusive use of the clisnt to whesa they are addresssd. Thedr signiBicancs s subdect to the
adaquacy 2=d rapresextztive charactar of the samplss and to the comprebsxsivensss of the tests, examinzsions or surveys mads. This seport shall not be reprodncad except in full, without
writen comsent of Interii
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Mounting, Power and PC Requirements

Preparing the Site

You need the following:

e Dedicated power lines and grounded outlets

e Power conditioning equipment

e UPS system

e Static electricity protection

e LAN and/or WAN network connections if installing a client-server system or a
system using TCP/IP for communications between the host computer and the
system controller(s)

You can install and wire hardware before you install the PremiSys™ software.

Using Power-Conditioning Devices and Backup Power Sources

CAUTION! Power-conditioning equipment and filters must be
used on all power lines connected to the PremiSys server PC and
all other PremiSys equipment.

Use a regulating uninterruptible power supply (UPS) to power PremiSys system
computers, controllers and boards. Along with providing 10-20 minutes of backup
power for use in the event regular power fails, UPSes may protect against damage and
data loss caused by power surges or voltage spikes. The UPS provides time to
implement backup procedures necessary to maintain secure access during the power
outage. A UPS is not intended to keep the system running for hours.

The backup batteries included with power supplies ordered from IDenticard are 12-
VDC, 7 amp-hour batteries. Their backup duration depends on the current draw of the
components in your system. As a general rule, however, these backup batteries can
keep a system running longer than a UPS can.

Guard against minor voltage spikes, electrical noise and other power irregularities in
your PremiSys system by connecting all hardware components through line-surge
suppressors. An AC line filter that suppresses EMI, RFl and surge interference must be
used. PremiSys hardware components, such as the One-Reader Board require a
filtered power source.

CAUTION! These devices cannot protect against large power
A surges or preserve data in RAM if there is a total power failure.

Preparing PremiSys Server Computers

Please visit the IDenticard® Resource Center to learn the latest PC Requirements for
PremiSys. Paste the URL below into your browser to see the specifications. This Web site

Rev. April 2012
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is protected by a login. Follow the instructions on the Login page to obtain a login if you do
not now have one. Please read all of these specifications before you begin the installation or
upgrade process for this version of PremiSys.

http://www.identicard.com/dmdocuments/PremiSys/v2.0/Prem_PC_Req.pdf

Follow the instructions on the PremiSys system CD box to run the PremiSys installation
program. ltis strongly recommended that you install the PremiSys server on a computer
that is connected to the Internet. An Internet connection greatly simplifies the activation
of the PremiSys licenses.

Mounting PremiSys Enclosures

Choosing the Enclosure Locations

IMPORTANT! Mount PremiSys enclosures in secure and easily
A accessible locations.

WARNING!
A e Do not mount any PremiSys enclosure within six feet of
high-voltage transformers.

e Do not run high AC voltage into any enclosure.

e Do not mount ANY auxiliary power supplies, transformers,
relays, etc., inside any PremiSys enclosure. We
recommend the use of the Altronix® 10Amp P/S w/8
Isolated Outputs, which has its own enclosure. However,
if this power supply is not used, any auxiliary power
supplies (e.g., for door strikes, proximity readers, isolation
relays, etc.) must be installed in separate enclosures.

e Ground the PremiSys enclosure to an earth ground.

Keep these considerations in mind when choosing locations for enclosures:

¢ Enclosures containing PremiSys controllers should be near the power supply or
supplies and where connections can easily be made to PremiSys components that
are not in the same enclosure as the controller.

¢ PremiSys enclosures must be in areas protected from moisture and temperature
extremes (see “Part C — PremiSys Hardware Component Specifications” in this
manual for environmental specifications).

e Allow at least four inches of space around all enclosures to provide adequate
space for incoming wires and cables that connect the reader, input and output
boards.

© 2012 IDenticard Systems, Inc. Rev. April 2012
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¢ \WWhen choosing the enclosure location, be sure to allow space for the enclosure
door to swing open to the left of the enclosure.

IMPORTANT! Adhere to all applicable municipal, regional or
national codes and industry standards in all wiring and
installation procedures. Assess the constraints that any
required conduit or cabling run equipment may have on
enclosure placement.

Rev. April 2012
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Large Enclosure — Interior
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Large Enclosure — Inside Door

O Knockout for
—_— .
optional lock
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3

Door
Inside View
'y
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Side
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IDenticard” PremiSys Large Enclosure
Item Code PREM-ENCLG

ERO0E-2009 Brady Worlcwice, Inc. All nghts resarved

21.38 inches (54.31 em)

i

o

18,38 inches (46,69 om)

Mounting the Large Enclosure

The Large Enclosure is depicted on the preceding pages, where its dimensions are
shown. It has five knockout holes on its top, bottom and back wall for cable access and

other wiring. All knockouts are 0.875 inches (2.2 cm) in diameter.

Enclosures are provided with set screws to secure the door. Optional door locks are

available from IDenticard Systems for installation on enclosures.

Rev. April 2012
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iz | To mount a Large Enclosure:

1. Refer to the illustrations of the Large Enclosure for locations and
dimensions of the four keyholes on its back. Mark the locations of the
mounting holes on the wall and double-check their accuracy by placing the
enclosure in position. Do all drilling with the enclosure removed from the
wall. Never drill using the enclosure holes to guide the drill bit.

2. Select your drill bit and fasteners as appropriate for the wall surface and the
total weight to be secured. The enclosure weightis 17.8 pounds (8.1 kg).
Add to this weight the total weight of all controllers and boards to be
mounted inside the enclosure.

3. Drill the four mounting holes in the wall.

4. Punch out any knockouts you need on the back of the enclosure. Enlarge
any of the holes, if needed. Affix any strain reliefs you need.

5. Screw in anchors appropriate for the wall type so that the screw heads
stand off from the wall slightly.

6. Slip the wide part of the keyholes in the enclosure over the anchors and
carefully slide the enclosure down to secure it. Check that all four points are
securely held and then tighten the screws.

Large Enclosure Specifications

Dimensions and Weight of the Large Enclosure

Enclosure Width 18.38 inches (46.69 cm)
Enclosure Height 21.38 inches (54.31 cm)
Enclosure Depth 4.56 inches (11.58 cm)
Enclosure Weight 17.8 pounds (8.1 kg)

© 2012 IDenticard Systems, Inc. Rev. April 2012
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Small Enclosure — Interior

Front View
(enclosure door not shown)
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Small Enclosure — Door

Door
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IDenticard® PremiSys Small Enclosure
Item Code PREM-ENCSM

E2008-2008 Brady Worldwide, Inc. All ights. resarved.

- 10.50 inches (26,67 cm)

v

Mounting the Small Enclosure

The Small Enclosure is depicted on the following pages, where its dimensions are
shown. It has two knockout holes on its top and bottom and one on its back wall for
cable access and other wiring. All knockouts are 0.875 inches (2.22 cm) in diameter.

Enclosures are provided with set screws to secure the door. Optional door locks are
available from IDenticard Systems for installation on enclosures.

SE | To mount a Small Enclosure:

1. Refer to the illustrations on the following pages for locations and
dimensions of the four keyholes on the back of the small enclosure. Mark
the locations of the mounting holes on the wall and double-check their
accuracy by placing the enclosure in position. Do all drilling with the
enclosure removed from the wall. Never drill using the enclosure holes to
guide the drill bit.

2. Select your drill bit and fasteners as appropriate for the wall surface and the
total weight to be secured. The enclosure weight is 3.5 pounds (1.6 kg).
Add to this weight the weight of the controller or board to be mounted.

© 2012 IDenticard Systems, Inc. Rev. April 2012



18

PremiSys Hardware Installation Guide

<. Drill the four mounting holes in the wall.

4. Punch out the knockout on the back of the enclosure if you need it. Enlarge
the hole, if needed. Affix a strain relief if you need it.

5. Screw in anchors appropriate for the wall type so that the screw heads
stand off from the wall slightly.

6. Slip the wide part of the keyholes in the enclosure over the anchors and
carefully slide the enclosure down to secure it. Check that all four points are
securely held and then tighten the screws.

Small Enclosure Specifications

Dimensions and Weight of the Small Enclosure

Enclosure Width 10.50 inches (26.67 cm)
Enclosure Height 8.5 inches (21.59 cm)
Enclosure Depth 2.08 inches (5.28 cm)
Enclosure Weight 3.5 pounds (1.6 kg)

Preparing the PremiSys Power Supply

PremiSys components can be powered by the Altronix® 10Amp P/S w/8 Isolated
Outputs Power Supply, the Ten-Amp Power Supply or the Three-Amp Power Supply.

These power supplies can incorporate optional backup batteries to maintain power to
the system for a period of time to allow for an orderly shutdown of your PremiSys
system. You are responsible for ensuring that your system has sufficient backup power.
You cannot connect backup batteries directly to PremiSys controllers.

Altronix 10-Amp Power Supply w/8 Isolated Outputs

The PremiSys™ Altronix® 10Amp P/S w/8 Isolated Outputs is a power supply/controller
module rated at 12 VDC and 10 amps supervised (AC & battery). It accepts 115VAC
60Hz 1.9 amp input voltage, has eight power-limited outputs and is UL Listed for
Access Control System Units (UL 294). This power supply features eight independently
controlled fail-safe and/or fail-secure power outputs.

The PremiSys Altronix 10Amp P/S w/8 Isolated Outputs Power Supply consists of these

Rev. April 2012
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parts:

¢ Enclosure
e Power Supply Board
¢ Power Control Board

An optional backup battery is available to allow for an orderly shutdown of your
PremiSys system in the event of a power outage. You are responsible for ensuring that
your system has sufficient backup power.

WARNING! The Altronix 10 Amp P/S w/8 Isolated Outputs Power
Supply is intended for use in a PremiSys system to provide
power for PremiSys hardware. This power supply can also be
used to power door locks and other auxiliary hardware.
Exercise care to comply with design and engineering standards
to prevent, for example, flyback voltage from door strikes and
other potential electromagnetic interference.

Use of other features of this power supply not supported within
the PremiSys software is beyond the scope of any PremiSys
system and this documentation. For complete instructions and
specifications regarding the installation and use of this power
supply refer to the manufacturer’s documentation on its Web
site:

http://altronix.com/index.php?
pid=2&model_num=AL1012ULACMCB
Follow ALL requirements and cautions mentioned in that
documentation. Guidelines given in this manual are not meant
to substitute for those instructions.

DANGER! DO NOT POWER ANY CONTROLLER OR BOARD UNTIL
A ALL NECESSARY WIRING CONNECTIONS HAVE BEEN MADE AND

ALL ENCLOSURES HAVE BEEN GROUNDED!

CAUTION! If you require a weatherproof housing for outdoor

installation, you are responsible for verifying and ensuring that

the housing you use is adequate and safe for use with PremiSys

components.

© 2012 IDenticard Systems, Inc. Rev. April 2012
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Power Supply Specifications

FEATURES

e Eight independently controlled fail-safe and/or fail-secure power outputs.

e Automatic switch over to optional stand-by battery when AC fails — zero voltage
drop

e Thermal and short circuit protection with automatic reset

e Filtered and electronically regulated output to the power controller

¢ LED indicators for AC input and DC output

e Room in enclosure for an optional 12-AH battery

e Built-in charger for sealed lead acid or gel-type batteries

SPECIFICATIONS

Certifications for the Ten-Amp Power Supply w/8 Isolated Outputs

UL Listed for Access Control System Units (UL 294) — UL File # BP6714
CUL Listed — Evaluated to CSA Standard C22.2, No0.205-M1983 — Signal
Equipment

Dimensions and Weight of the Ten-Amp Power Supply w/8 Isolated Outputs

Enclosure Width 12.0 inches (30.5 cm)

Enclosure Height 15.5 inches (39.4 cm)

Enclosure Depth 4.5inch (11.5 cm)

Enclosure Weight | 9.8 pounds (4.4 kg)
with Power Supply
and Power
Controller

Environmental Specifications

© 2012 IDenticard Systems, Inc. Rev. April 2012
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A CAUTION! The unit is designed for indoor use only.

Rev. April 2012
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Power Specifications

IMPORTANT! This unit provides power-limited output for Class
2, low-voltage devices.

Input Voltage to Unswitched 115 VAC, 60 Hz, 1.9 A

the Unit
Output Voltage 12 VDC, 10 A total, output to 8 independently controlled
from the Unit fail-safe and/or fail-secure power outputs. Each output up

to 2.5 A. Total output at all ports not to exceed 10A.

IMPORTANT!: You must determine the load of each board in the
loop to ensure that the current draw does not exceed 2.5 A per
output port and that the total current draw on the power supply
does not exceed 10 A.

Wiring Requirements

CAUTION! A minimum of 0.25 inch spacing must separate all
power-limited-wiring from non-power-limited wiring (AC input
and battery wires).

AC Input 14 AWG (2.08 mm2) or larger

DC Output 18 AWG (0.823 mm?2) or larger
Power-Limited 18 AWG (0.823 mm2) - 22 AWG (0.325 mm?)
Circuits

© 2012 IDenticard Systems, Inc. Rev. April 2012
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Backup Battery (Optional)

A NOTE: Backup batteries must be purchased separately.

Voltage 12 VDC
Capacity 12 AH
Maximum 0.7 amp
charge current

Fuses

Power Supply

Input fuse: 3.5 amp/250V

Power Controller

Main fuse: 10 amp

Indicators

Power Supply

One red, single-color LED indicating DC power status
One green, single-color LED indicating AC power status

Power Controller

Eight red, single-color LEDs indicating energized relays
One green, single-color LED indicating FACP alarm
condition

Ten-Amp Power Supply

DANGER! DO NOT POWER ANY CONTROLLER OR BOARD UNTIL
ALL NECESSARY WIRING CONNECTIONS HAVE BEEN MADE AND
ALL ENCLOSURES HAVE BEEN GROUNDED!

CAUTION! Provide separate enclosures or housings for all non-
PremiSys components such as additional relays, etc. Do not
power non-PremiSys equipment or door hardware with this
power supply. If you require a weatherproof housing for
outdoor installation, you are responsible for verifying and
ensuring that the housing you use is adequate and safe for use
with PremiSys components.
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The PremiSys Ten-Amp Power Supply (see detail illustration below) is a power supply/
charger module rated at 12 VDC and 10 amps supervised (AC & battery). It accepts
115 VAC, 60 Hz input, and has two power-limited outputs.

WARNING! Refer to the manufacturer’s documentation on its
A Web site:

http://altronix.com/index.php?pid=2&model_num=0LS200
For complete instructions and specifications regarding the
installation and use of this power supply! Follow ALL
requirements and cautions mentioned in that documentation.
Guidelines given in this manual are not meant to substitute for
those instructions.

© 2012 IDenticard Systems, Inc. Rev. April 2012
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Connect relay wiring if used and the backup battery as instructed in the manufacturer’s
documentation. Refer to that documentation and the schematics for your controller in

this manual to connect the

DC wiring to the controller. When ready to power hardware,

be sure switch on power supply is turned ON.

The AC-Input LED glows green when AC input power is normal. This LED is off when
AC power is lost. The DC-Power LED glows red when main DC is on. This LED is off

if there is no DC power output.
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0.7 amp) here.

Ten-Amp Power Supply Specifications

Dimensions (approximate) and Weight of the Ten-Amp Power Supply

Board Width

8.1 inches (206 mm)

Board Height

4.1 inches (104 mm)

Board Depth

2.4 inch (61 mm)

Board Weight

13.1 ounces (371 g)

Power Specifications for the Ten-Amp Power Supply
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AC Input Voltage 115 VAC via three-pin terminal block for “Line,” “Neutral” and

Rating “Earth Ground”

DC Output Voltage (12 VDC

Rating

Battery Type Gel or lead-acid type only, 12 VDC, maximum charge rate
0.7 amp

© 2012 IDenticard Systems, Inc.
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Wiring Requirements for the Ten-Amp Power Supply

AC Power Input

Three-conductor, 12 AWG (3.309 mm2) to 18 AWG (0.823
mm2)

DC Power Output

Two-conductor, 18 AWG (0.823 mm2) or larger

Power-Limited
Circuits

22 AWG (0.325 mm2) to 18 AWG (0.823 mm2)

AC Status Output
Relay

Use wire and gauge as required by load.

Indicators on the Ten-Amp Power Supply

Visible

AC-Input indicator: one green LED
DC-Power indicator: one red LED

Three-Amp Power Supply

DANGER! DO NOT POWER ANY CONTROLLER OR BOARD UNTIL
A ALL NECESSARY WIRING CONNECTIONS HAVE BEEN MADE AND
ALL ENCLOSURES HAVE BEEN GROUNDED!
CAUTION! Provide separate enclosures or housings for all non-
PremiSys components such as additional relays, etc. Do not
power non-PremiSys equipment or door hardware with this
power supply. If you require a weatherproof housing for
outdoor installation, you are responsible for verifying and
ensuring that the housing you use is adequate and safe for use
with PremiSys components.

The PremiSys Three-Amp Power Supply (see detail illustration below) is a power
supply/charger module rated at 12 VDC and 4 amps supervised (AC & battery). It
accepts 115 VAC, 50/60 Hz input, and has two power-limited outputs.

WARNING! Refer to the manufacturer’s documentation on its

Web site:

http://www .altronix.com/index.php?pid=2&model num=0LS120

For complete instructions and specifications regarding the
installation and use of this power supply! Follow ALL
requirements and cautions mentioned in that documentation.
Guidelines given in this manual are not meant to substitute for
those instructions.
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Connect relay wiring if used and the backup battery as instructed in the manufacturer’s
documentation. Refer to that documentation and the schematics for your controller in
this manual to connect the DC wiring to the controller.

The AC-Input LED glows green when AC input power is normal. This LED is off when
AC power is lost. The DC-Power LED glows red when main DC is on. This LED is off if

there is no DC power output.
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Three-Amp Power Supply Specifications

0.5 amp) here.

Dimensions (approximate) and Weight of the Three-Amp Power Supply

Board Width

7.6 inches (193 mm)

Board Height

4.2 inches (107 mm)

Board Depth

2.5 inch (64 mm)

Board Weight

10.5 ounces (298 g)

Power Specifications for the Three-Amp Power Supply

AC Input Voltage
Rating

115 VAC via three-pin terminal block for “Line,” “Neutral” and
“Earth Ground”

© 2012 IDenticard Systems, Inc.
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DC Output Voltage
Rating

12VvDC

Battery Type

Gel or lead-acid type only, 12 VDC, maximum charge rate
0.5amp
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Wiring Requirements for the Three-Amp Power Supply

AC Power Input Three-conductor, 12 AWG (3.309 mm2) to 18 AWG (0.823
mm2)

DC Power Output | Two-conductor, 18 AWG (0.823 mm2) or larger

Power-Limited 22 AWG (0.325 mm2) to 18 AWG (0.823 mm2)
Circuits

AC Status Output | Use wire and gauge as required by load.
Relay

Indicators on the Three-Amp Power Supply

Visible AC-Input indicator: one green LED
DC-Power indicator: one red LED

Grounding

IMPORTANT! All controllers must be at the same ground
potential.

Grounding is necessary to minimize the chance of damage, data loss or improper
operation from electrical interference, including static electricity. Ground all enclosures
to a good earth ground using a 12-gauge wire to connect the earth ground to the
grounding lug inside the enclosures. The drain wires of all shielded cables should be
grounded by connecting the wires to the grounding stud.

Detecting a Ground Loop

Taking steps to prevent ground loops are necessary when connecting controllers to
boards or connecting boards to other boards. The Ethernet connections used among
ACM Controllers eliminate the concern for ground loops when connecting ACM
Controllers to each other.

Ground loops occur when there is a large difference in voltage between the local ground
and a distant ground. This may result when controllers are located a great distance
away from each other and are powered by separate electrical services, which is
common in large buildings. A ground loop causes current to flow through the ground
wire, which may burn it and interfere with data communications. If you connect a ground
wire and see a spark, the current is too great and a ground loop exists. A ground loop
can be detected with a VOM (volt-ohm meter) as detailed below:

1. With the VOM set on AC volts, check for voltage between the two grounds that you
plan to connect. If there is a voltage of 5 volts or greater, there may be a ground
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loop. Setthe meter on DC volts and recheck.

2. Connect the grounds, and watch for sparks. Sparks indicate a high current flow in
the ground wire. If sparks occur, you may have chosen a poor ground for the
controller enclosure. Options to remedy the situation:

¢ Check to see if there is an alternate ground and use that ground.
e Animproper ground at the electrical service entrance may be causing the
ground loop. Contact an electrician or the electric company to see if it can be

corrected.
¢ If the problem cannot be resolved, “float” the controller by removing the local

ground and use a ground from another controller.

Connecting the Altronix 10-Amp Power Supply w/8 Isolated Outputs to
PremiSys Controllers and Boards

IMPORTANT!: The Altronix Power Supply Control panel contains

A eight individual power outputs. Each output can supply up to
2.5A @ 12 VDC. However, the total output amperage on all 8
ports cannot exceed 10 A. You must determine the load of
each board in the loop to ensure that the current draw does not
exceed 2.5 A per output port and that the total current draw on
the power supply does not exceed 10 A.
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= Observe polarity for all DC wiring
o @12VOC—— | (ico twisted pair, 18 AWG (0.823 mm2) wire
Two-Reader Contraller | TB1 n@&mr‘d
wo-Reader Controller o @ Each of & power outputs up to 2.5 A @ 12
IP Cantralier | TB1 VDG, Total output amperage on all 8 poris
e @ not to exceead 10 A
One-Reader Board TBZ ‘_\ >
o - L
@ Twisted palr, 18 AWS (0823 mm*} wire ,\;I-d @!:z'
=} @ & dg
=
. o o 0 0 0 0 O O
Power to PremiSys Two-Reader Controller, IP NG G NG COM NG G NG COM
Controller, One-Reader Board using optional NSNS
Altronix® Power Supply '
Y
_@@ '\éa Expandable Controller | TB4
F @qp? Compact Controller | TEA
o o o o o o O O Each of 8 power outputs up to 2.5 A& 12 VDC. Total Two-Reader Board | TBT
HCOC MO COM NG C MO cOM|  output amperage on all 8 ports not to exceed 100A,
,@ @ @ @ @ @. Input and Qutput Beards | TEB11
[ We recommend no mare t_han 2
Twisted palr, 18 AWG (0,823 mm?) wire Cutput Boards powered via one

power supply output.
+  Observe polarity for all DG wiring
*  Use twisted pair, 18 AWG (0,823 mm2) wire

Power lo PremiSys Expandable Controller, e [
Compact Controller, Two-Reader Board, Input Board, Output NotUsed () o
Board using optional Altronix® Power Supply ——— Gund | o
o A
2 g@a . ..
a5 mt? »  Ohserve polarity for all DC wiring
< +  Lse twisted pair, 18 AWG (0,823 mm2) wire
v LS e o 2 S| Eachof 8 power outputs up to 2.5 A @ 12 VDC. Total
@ @@ ®® @@@ output amperage on all 8 ports not to exceed 10 A,
i TB1
H2VOC | (A o
Twisted pair, 18 AWE (0823 mmi}mre Mot Used @ Q
Ground @ o
Power to PremiSys Four- and Eight-Channel MUX Boards
using optional Altronix® Power Supply
& ) @F‘@‘ Wik ground to COM
&,{d@ d:;i‘ o T unswitched, wire positive to C (shown)
= *  If switched, wire positive to NC for fail-safe,

wire positive to NO for fail-secure

@ 9 & 8 o 9 O | Fahofpower outputs provides up lo 25A @12« Use twisted pair, 18 AWG [0.823 mnt) wi
MO G MO COM MG B MO COM ype, Tetal output amperacge on all § pons not 1o = istaE Pt E ) Wi
'@ @@@@@@ excead 10 A
Ground =
+12VDC =
Twisted palr, 18 AWG (0,823 mm’} wire —
=
Power to PremiSys PoE One-Door Reader Controller and
PoE One-Door Reader Board PoE One-Door Controller | TB4
using optional Alfronix® Power Supply PoE Ons-Door Baard | TBS
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Connecting the Ten-Amp Power Supply to PremiSys Controllers and Boards

«  Obsarve polarity for all DC wiring
o (@[H12V0C —— +  Usa twistad pair, 18 AWG (0.823 mm2) wira
o @ [Grourd
Two-Reader Contraller | TB1
o
IP Controller | TB1 @
One-Reader Board ° @ RAC
- TB2 A& @@\.
o - 55
@ Twisted pair, 18 AWG (0,823 mm?} wire & &
o @ =g

Power to PremiSys Two-Reader Controlfer, IP
Canitroller, One-Reader Board using optional Ten-
Amp Power Supply

«  Observe polarity for all DG wiring Expandable Centreller | TB4
s Lse twisted pair, 18 AWG (0,823 mm2) wire

Cempact Controller | TB1

Two-Reader Board | TBT

Input and Output Boards | TBA11

We recommend no more than 2
Twisted pair, 18 AWG (0.823 mm’} wire Output Boards powerad via one
power supply output.

Power to PremiSys Expandable Controller, HADC @) o
Compact Controller, Two-Reader Board, Input Board, Output NotUsed | o
Board using optional Ten-Amp Power Supply —— G |@ o
AN
S \S‘@ «  Observe polarity for all DC wiring
& oF «  Use twisted pair, 18 AWG (0.823 mm2) wire
—=
TB1
HVEC | () o
Twisted palr, 18 AWG (0,823 mm?} wire Mot Used @ o
Ground | () ©

Power to PremiSys Four- and Eight-Channel MUX Boards
using optional Ten-Amp Power Supply

=  Observe polanty for all DC wiring
=  Use twisted pair, 18 AWG (0.823 mm2) wire

Twisted pair, 18 AWG (0823 mm® | wire ﬁzm:';; %
=
=
Power fo PremiSys PoE One-Door Reader Coniroller and
PoE One-Door Reader Board PoE One-Deor Controller | TB4
using optional Ten-Amp Power Supply PoE Ong-Door Board | TBS
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Connecting the Three-Amp Power Supply to PremiSys Controllers and
Boards

s«  (Obsaerve polarity for all DC wiring
«  Use twisted pair, 18 AWG (0823 mm2) wire

DC Qutput
o (@ [12VC ——— 4A@12VDC
o (#) (Gound
Twa-Reader Contraller | TB1 o @
IP Contraller | TEA o @
Twisted pair, 18 AWG (0823 mm’ | wire
° @
° @

Power to PremiSys Two-Reader Controller, IP Coniroller, One-
Reader Board using optional Three-Amp Power Supply

+  (Observe polarity for all DC wiring
s Use twisted pair, 18 AWG (0.823 mm2) wire

DC Cutput
4 A@12VDC

+12DC @ o Expandabla Controller | TB4
Mot Used | () o Compact Controlier | TB1

Twisted pair, 18 AWG (0,822 mm’} wire
Ground | () o Two-Reader Board | TBY

Input and Oulput Boards | TB11

Power to PremiSys Expandable Controller,
Compact Gantroller, Two-Reader Board, Input Board, Output Board
using optional Three-Amp Power Supply

\.'-f\ = (Obsarve polarity for all DC wiring
& = Use twisted pair, 18 AWG (0.823 mm2) wire
DC Output
4 A@12VDC
TB1
20T @ Q
Twisted pair, 18 AWS (0,823 mm’} wire Mot Used () o
Ground @ a
Power to PremiSys Four- and Eight-Channel MUX Boards
using optional Three-Amp Power Supply
o »  Observe polarity for all DC wiring

s Use twisted pair, 18 AWG (0.823 mm2) wire

DC QOutput
4A@ 12VDC

PoE One-Door Controller | TB4

PaE One-Door Board | TBS

Ground
+12V0C

Twisted pair, 18 AWG (0,823 mm®} wire

HEH

Power fo PremiSys PoE One-Door Reader Controller and
PoE One-Door Reader Board
using optional Three-Amp Power Supply
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Connecting PremiSys Controllers and Boards to Monitor for UPS Power Loss

Two-Reader Coniroller

IP Controller

AL Status

+2VDC| o @ 3-Amp, 10-Amp or Output Relay
Ground| o @ Altronix 10-Amp NC C NO
o @ Power Supply ®®®
TB1 o @
TB1 ATl o @
18-22 AWG [D.823-0.325 mm’) wire
Gourd| © (D)

Power Alarm to PremiSys Two-Reader Coniroller
or IP Controller

3-Amp, 10-Amp or
Altronix 10-Amp
Power Supply

NC C NO

AC Bfatus

@ @ @ Dutput Relay

SIS

Ground

18-22 AWG [D.823-0.325 mm®) wire

Input 2
Ground

SN

Input 1

Power Alarm to PremiSys Expandable Controller Expandsble Controlior| TBS
or Compact Controller Compact Contreller| TB2
3-Amp, 10-Amp or NS C MO - o e @ o|cT
Altronix 10-Amp |SQ &) cuiput retay @ o |eno
Power Supply @ o |BA
18-22 AWG (0.823-0.325 mm®) wirs @ eND
o
Power Alarm to PremiSys Input Board outBoara | TB8
or Qutput Board perer— T
3-Amp, 10-Amp or gég AC Stalus @ o [P
Altronix 10-Amp ]_;IDUU‘U[ Ralay @) o |GND
Power Supply _ @ o |PRL
18-22 AWG (D.823-0.325 mm*) wire @ o |ano
Power Alarm to PremiSys Two-Reader Board | R R |
o-Reader Boar

Note: The PremiSys One-Reader Board, the PoE One-Door

Reader Board and the PoE One-Door Reader Controller do not

have dedicated power alarm inputs.

Maintaining Batteries

The backup batteries connected to the power supplies should be maintained and
replaced as instructed in the power-supply manufacturer’s instructions.
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Installing PremiSys Controllers and Boards

IMPORTANT! Complete all drilling for mounting and enlarge any
knockout holes before installing controllers and boards in any
enclosure. Never allow bits of metal from drilling, filing or punching to
come into contact with controllers or boards.

A PremiSys™ system may consist of any of the hardware components and other

equipment listed in the table below.

PremiSys controllers and boards must be mounted in PremiSys enclosures. The
Network Card must be securely mounted directly on the controllers inside these
enclosures. Install Network Cards on controllers before mounting controllers inside

enclosures.

IP Controller

This controller offers optional built-in Ethernet
communication to the host computer, along with
nearly 18 MB total memory of which more than 15
MB is dedicated for card information. This
controller offers optional redundant host
communications using serial or Ethernet wiring.

Two-Reader Controller

This controller offers optional built-in Ethernet
communication to the host computer along with two
built-in reader ports, four outputs and eight inputs. It
has more than 8 MB of total memory of which more
than 6 MB is dedicated for card information. This
controller offers optional redundant host
communications using serial wiring.

PoE One-Door Reader
Controller

This controller is a Power-over-Ethernet intelligent
controller with an onboard Ethernet port and two
reader ports designed for use as alternate or
paired readers for one door. Itincorporates two
input points, two output relays and 16MB memory.
Once the system databases are loaded into the
controller memory, the POE One-Door Reader
Controller can perform interface and management
functions independent of a host computer and
without use of external /O boards.

Expandable Controller

This controller has1 MB of memory expandable to 4
or 8 MB total memory and offers optional Ethernet
communication using TCP/IP to the host computer,
along with optional hardwired redundant host
communications.

© 2012 IDenticard Systems, Inc.
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Compact Controller

This controller has 512 KB of memory
(nonexpandable) and offers optional Ethernet
communication using TCP/IP to the host compuiter.

Network Card

This card is plugged into the Expandable or
Compact Controller to permit connection to the host
over the Ethernet. The physical connection s via
an RJ-45 (10/100Base-T) connector provided on
the card. This card is programmed using a
separate software utility.

PoE One-Door Reader
Board

This board is a Power-over-Ethernet interface
between any IDenticard® PremiSys controller and
two card readers intended as alternate or paired
readers for one door. The board also incorporates
four input points and two output relays that can be
used for door functions such as door-position
monitoring, request-to-exit, a door lock and an
alarm output. The PoE One-Door Reader Board
supports ABA-and Wiegand-format readers ina
wide variety of reader types, including smart-card
and biometric readers, as well as keypads.

One-Reader Board

This board can connect to one reader, and
provides two input points and two relays. The One-
Reader Board’s reader port supports connection to
ABA and Wiegand format readers in a wide variety
of reader types, including smart-card and biometric
readers, as well as keypads.

Two-Reader Board

This board can connect to two readers, and
provides eight input points and six relays. The
Two-Reader Board’s reader ports support
connection to ABA and Wiegand format readers in
a wide variety of reader types, including smart-card
and biometric readers, as well as keypads.

Input Board

This board provides 16 supervised input points and
two relays.

Output Board

This board provides 16 relays. Relays typically are
used for door and elevator control as well as for
general facility control.
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The MUX Boards are multiplexers that expand a
single communications port on a controller into
multiple data channels for connection to /O boards
Eight-Channel MUX Board in the system. Common uses are fo.r.star-topology
& wiring arrangements or home-run wiring.

i The Eight-channel MUX Board provides eight data
Four-Channel MUX Board channels for RS-485 communications.
The Four-channel MUX Board provides four
optically isolated data channels for RS-485
communications.

Three-Megabyte Expansion | Installing the Three-Megabyte Expansion Card on
Card the Expandable Controller expands the RAM
available on the controller from the 1-MB standard
to a total of 4 MB.

Seven-Megabyte Installing the Seven -Megabyte Expansion Card on
Expansion Card the Expandable Controller expands the RAM
available on the controller from the 1-MB standard
to a total of 8 MB.

Large Enclosure This enclosure has eight positions available for a
controller and/or other boards and/or a power
supply.

Small Enclosure This enclosure can hold one controller or other
board.

This power supply provides 12 VDC at 4 amps with
provision for use of a backup battery. It accepts
115 VAC, 50/60 Hz input voltage and has a power-
limited output.

Three-Amp Power Supply

This power supply provides 12 VDC at 10 amps
with provision for use of a backup battery. It
accepts 115 VAC, 60 Hz input voltage and has a
power-limited output.

Ten-Amp Power Supply

This power supply/controller module is rated at 12
VDC and 10 amps supervised (AC & battery). It
accepts 115VAC 60Hz 1.9 amp input voltage, has
Supply eight power-limited outputs and is UL Listed for
Access Control System Units (UL 294.) This power
supply features eight independently controlled fail-
safe and/or fail-secure power outputs.

Altronix® 10Amp P/S w/8
Isolated Outputs Power

The following components all have the same footprint and can be mounted directly onto
the mounting pems in the Large and Small Enclosures:

e Two-Reader Controller
e Expandable Controller
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e Two-Reader Board

e Input Board

e Output Board

¢ Four-Channel MUX Board
¢ Eight-Channel MUX Board

The IP Controller, Compact Controller and One-Reader Board each have smaller
footprints and must be mounted onto a PremiSys Adapter Plate. This adapter plate is
then mounted onto a set of four pems in a Large or Small Enclosure. You receive an
adapter plate when an IP Controller or Compact Controller is ordered with a Large or
Small Enclosure. Contact IDenticard Systems Customer Service at 800-233-0298 for
additional adapter plates.

Use 6-32 screws (included) to secure all controllers or boards to pems in the enclosures
or on the adapter plate.

The PoE One-Door Reader Controller and the POE One-Door Reader Board must be
mounted in three-gang junction boxes with optional magnetic tamper switches.

PremiSys Controller Feature Matrix

The chart below lists some of the features for PremiSys™ controllers. The " v "
indicates that the feature is available for the controller. See also the list of important
notes below the chart.

IMPORTANT! Verify all jumper settings on the controllers. Also enter
all necessary information in the software as indicated in the PremiSys
Software Help Manual. The information configured on the controller

hardware must match the information entered for each controller in

the PremiSys software.

IP Two-Reader PoE
Controller | Controller | Controller
Host Communications:
On-board Ethernet port v v v
RS-232 capable (4-wire) v v
RS-485 capable (2-wire) v
Serial redundancy capability v v
Ethernet redundancy capability v
Addressable via Web Configuration v v v
Manager
I/O Board Communications:
RS-485 capable (2-wire) v v v
Number of /O ports available 2 1 1
Number of /O boards connectable 64 32 16*
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Memory:
Standard total memory 32 MB 16 MB 16 MB
Firmware flash upgradeable v v v
Other Features:
Dedicated power-loss input v v
Dedicated tamper input v v v
On-board reader ports v v

*This number does not count the on-board /O. See the sections of this manual treating
connection of the POoE One-Door Reader Controller to various /O boards for important
details and restrictions.

IMPORTANT!

e The number of controllers connectable to an Ethernet network is
limited by the number of IP addresses available, capacity of the server,
bandwidth of the network and any other factors that affect network
capacity.

e RS-232 communications are limited to 50 total cable-feet (15 total
cable-meters.)

¢ RS-485 communications are limited to 4000 cable-feet (1219 cable-
meters) total copper, including drops, for all controllers on one
channel.

e If you are using serial RS-232 you must create each controller under its
own channel in the PremiSys software. See the topic "Understanding
Channels" in the PremiSys Online Help for details.

e If you are using serial RS-232 you can connect only one controller per
physical port on your PC.

e You must give each controller a physical address regardless of the type
of host communication. Physical addresses for the IP, Two-Reader and
PoE controllers are set via the Web Configuration Manager. See the
topic in this manual titled "Configuring PremiSys Ethernet Controllersfiia
." Physical addresses for the Expandable and Compact controllers are
set using their DIP switches. See the topics in this manual titled "
Expandable Controller DIP Switches...hs" and "Compact Controller DIP
Switches...[1s2," respectively.

e Ethernet communication requires an IP address. IP addresses for the IP
and Two-Reader controllers are set via the Web Configuration
Manager. IP addresses for Network Cards used on Expandable and
Compact controllers are set via Devicelnstaller™ software. See the
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topic and subtopics in "Using a Network Card with PremiSys Software"

in the PremiSys Online Help for details.

e Make sure that all Web Configuration Manager settings and all DIP
switch settings on all controllers in the system are also entered in the
relevant controller setup windows in the PremiSys software. See the
topic and subtopics in "Understanding Controllers” in the PremiSys

Online Help for details.

¢ When using the Network Card for Ethernet communications, if power
to a controller is cycled off and then on you must press the reset
button on the Network Card. See the topic in this manual titled "
PremiSys Network Cardbs!" to view a drawing of the Network Card and

the reset button location.

PremiSys Ethernet Controllers

The PremiSys controllers in this section are equipped with embedded Ethernet ports.
See the instructions in the section titled "Configuring PremiSys Ethernet Controllershaal’

for instructions to log into, readdress, and change network settings for each of these

Ethernet-style controllers.

 PremiSys IP Controller|s3)

 PremiSys Two-Reader Controller|e4)

e PremiSys PoE One-Door Reader Controllerfss]
e Configuring PremiSys Ethernet Controllers|i12
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PremiSys IP Controller
° TB1| o (A +2viC
3V Lithium - o (#)| Goud
BRZ525 Reset Switch a @ o E_II:IG|EIEIJF\E
BR2330 (52) If not wiring the Powar Rg‘,ﬁr
CR2330 Fallure or Enclosure o % GHD (MG}
Tanper alarms yau missl |
—I— " Replaca this short-wire the unused pins, @ FLT E%';lh:;;
Battery annually. @ '@ GND | inC)
Backup
DIP Battery sPD
e (8T1) Ethernet
p— Connect
N Used for
wiE aptional Green LED ACT
e Netwaork indicates mhwmt—-"fu
Card. \-Jﬂ communication
1 i ‘.
',H TB2 | o (Al
? _” LED 1 — Heartbeat Sat these |umpers b FED
2 nkr LED 2 - Host communkation o rgl;m Por 1 wﬂl:img. o @ Port 1 -
P LED 384 = I'D communication using Ethamet, sa1 thesa - " RTS :
4 'ﬁ LEL TMP — Enclosure tampar alarm lumgpers for 5232 ot 4?:? e @ I ?t?‘:—iamﬁf
s LED: 546 - Unassigned m sl | o (@D
] Install jumpars io angage
o R5-485 EOL tarmination: / D e @
J10 for Port 1 WGID
JatePor2— 4 TB3 Part 2 -
JE Tor Porl 3 D @ @ TR2- t2-Wire
Mot RS-485
. o Ground
Ussd o PremiSys™ IP Controller \ @ —
Ma +
set | ltem Code PREM-CTLRIP z TB4|o @ Port3-
M D o (F)|TR3- b2 Wire
mee 2008 Brady Worldwice, Inc. All fghts reserved. @ Ground RS-485
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Sample General Configuration for a PremiSys IP Controller Connected to other
PremiSys Boards, a Reader and Auxiliary Equipment

Ethanmat
Conneciion

FramiSys
Pawer
Supply

Upto 16
inputs
avallable

PramiSys

Reader 1 I Readar 2

& outputs
avallable

<5455

IP Controller Specifications

Certifications for the IP Controller

UL: recognized to UL 294: Access Control System Units - component
CE: EN55022, EN50082-1, IEC801-2, IEC801-3 and IEC801-4

Dimensions and Weight of the IP Controller

Controller Width

5.0 inches (127 mm)

Controller Height

6.0 inches (152.4 mm)

Controller Depth

1.0 inch (25 mm)

Controller Weight

4.1 ounces (115 g) (nominal)

Environmental Specifications for the IP Controller

Temperature

32°F to 158°F (0°C to 70°C) operating
-67°F to 185°F (-55°C to 85°C) storage

Relative Humidity

0 to 95% RH noncondensing
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Power Specifications for the IP Controller

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

Input Voltage 12 — 24 VDC = 10%, 300mA maximum
12 VDC @ 240mA (325mA with Network Card) nominal
24 VDC @ 135mA (175mA with Network Card) nominal

Memory Backup Lithium coin cell, 3.0 V, type BR2325, BR2330, CR2330

IMPORTANT! Replace the coin cells (memory backup) used in the
controllers annually. Use three-volt, lithium coin cell batteries of the
types BR2325, BR2330 or CR2330 as replacements.

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Wiring Requirements for the IP Controller

Power to IP Controller

Twisted pair, 18 AWG (0.823 mm?).

Primary Port — Category 5 cable
Ethernet to Host

Port 1 — RS-485, Ethernet

RS-232 or Ethernet to Category 5 cable
Host RS-232

Twisted pair, 22 AWG (0.325 mm?), with overall shield
Maximum cable length: 50 feet (15.2 meters) of wire,
total copper, including drops

RS-485
Twisted pair, 22 AWG (0.325 mm?), with overall shield,
120 ohm
Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

Port 2 — RS-485 to
/O boards

Twisted pairs, 22 AWG (0.325 mm?), with overall shield
Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

Port 3 — RS-485 to

Twisted pairs, 22 AWG (0.325 mm?), with overall shield

/O boards Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops
Alarm Inputs Twisted pair, 30 ohms maximum
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Communications Specifications for the IP Controller

Primary Port

Ethernet, 10/100Base-T interface

Port 1

Ethernet, 10/100Base-T interface;

RS-232, DTE or Two-wire RS-485
2,400-38,400 bps, asynchronous
9,600-115,000 bps, asynchronous

Port 2 and Port 3

Two-wire RS-485
2,400-38,400 bps, asynchronous

Access-Control Specifications for the IP Controller

Memory

17.7 MB assigned as follows:
15.7 MB for card information
1 MB for configuration data
1MB for transactions

Alarm Inputs

tamper and power loss

Two unsupervised, dedicated alarm inputs for enclosure

Indicators on the IP Controller

Visible

6 red, single-color LEDs

1 dual-color LED for Ethernet connection

IP Controller Jumper Settings

Jumpers Set At Selected
232 Primary Port (Ethernet) is used or
J7, 38,39 Port 1 is RS-232 or Ethernet
485 Port 1 is RS-485
OFF Port 1 RS-485 EOL Terminator is not on
10 ON Port 1 RS-485 EOL Terminator is on
OFF Port 2 RS-485 EOL Terminator is not on
. ON TR2 RS-485 EOL Terminator is on
OFF Port 3 RS-485 EOL Terminator is not on
% ON Port 3 RS-485 EOL Terminator is on
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IP Controller DIP Switches — Chart

See the section "Logging into the Configuration Manager for the First Time"15 for more

information on when and why you change DIP switch settings on a controller.

You can configure the operating mode of the controller by setting the DIP switches
before you apply power to the controller. Avoid changing the switch settings while the
PremiSys™ IP Controller is powered, except when noted to do so. If youdo change a
setting while the controller is powered, cycle power off, and then on again for the setting
to take effect. However, there is a point in the bulk erasing process when power must

never be cycled. See the instructions for bulk erasing for details. s3]

IMPORTANT!: The first time you program this controller or after the
controller has been bulk erased, the default communication parameters
are in effect. The DIP switches may be set to "OFF, OFF, OFF, OFF" to
program the controller. You then contact the controller using the
default IP address "192.168.10.20" to program it. See the section titled
"Configuring Ethernet Controllershia" for complete information on how
to program an Ethernet controller for use in your PremiSys system.

Switches

Functions 1 2 3 4
Initial Configuration Mode - Use this setting after a bulk
erase, when a bulk erase is needed.
Normal Operating Mode - Use this setting after the off | Off | Off | Off
controller is programmed and is ready for normal
function.
Pre-Bulk-Erase Mode - Use this setting before
beginning a bulk erase. See the instructions for bulk On | On* | Off | Off
erasing for full details.hssl

*After you initially program your controller communication settings through the
Configuration Manager, you may leave SW1 and SW 2 "Off" unless you need to
perform a bulk erase and go through the initial configuration again.
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DIP Switch Examples

e SW1 is On - Default username and password CAN log into the Configuration
Manager, regardless of the "Disable Web Server" setting.

e SW 1is Onand "Disable Web Server" is enabled - Custom usernames and
passwords CANNOT log into the Configuration Manager.

e SW 1is Onand "Disable Web Server" is disabled - Custom usernames and
passwords CAN log into the Configuration Manager.

e SW 1 is Off and "Disable Web Server" is disabled - Custom usernames and
passwords CAN log into the Configuration Manager, the default username and
password CANNOT log into the Configuration Manager.

e SW 1is Off and "Disable Web Server" is enabled, NO username and passwords
work can log into the Configuration Manager. To configure the controller while the
Disable Web Server is selected you must move switch 1 to "On."

Note: See the PremiSys™ Online Help for instructions about setting
A other IP and communication addresses as well as other configurations.

Setting End-of-Line (EOL) Resistance for the PremiSys IP Controller

Install jumpers J4 and J5 on the PremiSys™ IP Controller to set RS-485 EOL when
needed for ports 2 and 3.

In the diagram below:

Controller “C”
¢ J10 is set because Controller C is the last controller in the serial line
¢ J5 is set because at least one /O board (C1 through C4) is an end-of-line
board on the controller's Port 3. In this example, C1, C2 and C4 are all end-of-
line boards.
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Wiring an IP Controller to a Power Supply

Cz Dutput

Board
Inatall jurnper

EQL

o sel RE-485

C4 Input )

Install pmper .1
to set RS-485
EOL

41

One- Y 2 :?r’c‘ e e
Reader
Board |

Install jumper J4
1o el RS-485

—

Ca Twia-

Readaer
Board

Mo EQOL
jumper settings
naadad

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Two-Reader Cantraller | TB1 - Wire gmnd ta COM - o
IP Controller | TBA - If unswitched, wire positive to C (shown) W 4..z,\
- If switched, wire positive to NG for fail-safe, wire positive &‘0 &F
One-Reader Board | TB2 ta NO for fail-secure ) ol &
- Use twisted pair, 18 AWG (0.823 mm®) wire
o o 0 0 0 0 o o

< @*IEVDC— MEC C MO COM NG C NO COM
° (@) [Gromd SIS
o @ I
o @ Twisted pak, 18 AWG (0.623 mm?) wirs
° @
o @ Each of & power outputs provides

upto 2.5 A@ 12 VDC. Total

. t I8 t
Power to PremiSys Two-Reader Controller, P Aperage on all & ports o
IP Controller, One-Reader Board using optional
Altronix® Power Supply
s« Ohbserve polarity for all DC wiring
o Use wisted pair, 18 AWG (0.823 mm’) wire
DC Output
o (H2vec 10A @ 12 VDC
o @ WGround
Two-Reader Contraller | TB1 o @ |
IP Controller | TBA ° @
One-Reader Board | TB2 @ Twigtad pair, 18 AWG (0.B23 mm®) wire
Q
° @

Power to PremiSys Two-Reader Controller, IP Conirofler, One-
Reader Board using optional Ten-Amp Power Supply

«  Observe palarity for all DC wiring
- Use twisted pair, 18 AWG (0.823 mm®) wire

(= f;j
iy

o,
0%_%

DC Qutput 1
o (@12voc 4A@ 12VDC @
o (F)|Ground i |
Tweo-Reader Controller | TB1 ° @
IP Contraller | TB1 o @
One-Reader Board | TB2 o @ Twisted pair, 18 AWG (1823 mm?) wire
.

Power to PremiSys Two-Reader Controller, IP Controller, One-
Reader Board using optional Three-Amp Power Supply

© 2012 IDenticard Systems, Inc.

Rev. April 2012



52 PremiSys Hardware Installation Guide

Power Specifications for the IP Controller

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

Input Voltage 12 — 24 VDC = 10%, 300mA maximum
12 VDC @ 240mA (325mA with Network Card) nominal
24 VDC @ 135mA (175mA with Network Card) nominal

Memory Backup Lithium coin cell, 3.0 V, type BR2325, BR2330, CR2330

IMPORTANT! Replace the coin cells (memory backup) used in the
controllers annually. Use three-volt, lithium coin cell batteries of the
types BR2325, BR2330 or CR2330 as replacements.
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Verifying power and operation:

When a controller is first powered up, the pattern of the LEDs’ flashing indicates proper
powering and response.

The IP Controller has red LEDs, 1-6 and D7 as well as one %Iow and one green LED
on the Ethernet port. See the schematic of the IP_Controller|+3] at the beginning of this
section to view the location of the LEDs. See the table at the end of this topic for
information indicating the status of the controller based on the LEDs.

e As you begin to power up, all LED's are off.

¢ While the controller is initializing, the LEDs have the following meanings:

e LEDs 1 through 6 are sequenced during initialization.

e LED's 1, 3, and 5 are turned ON for approximately 4 seconds after the hardware
initialization has completed,

e The application code is then initialized. The amount of time the application takes to
initialize depends on the size of the database, about 3 seconds without a card
database. Each 10,000 cards will add about 3 seconds to the application
initialization.

IMPORTANT! When LED's 1, 2, 3 and TMP flash at the same time, data
is being read from or written to flash memory, do not cycle power
when in this state.

If the sequence stops or repeats, perform one of the steps below.

e Power-up and tag database as invalid:
o Remove input power to the controller
o Place aninsulator under the battery clip and wait 5-10 seconds
o Remove insulator and reapply input power.

e Power-up without loading database into RAM:
o Remove input power to the controller
o Set DIP switches to a default mode (in a default mode, the database is not
loaded into RAM)
o Reapply input power.
¢ Erase all of the configuration and databases (also erases card database for

security reasons.) See "Bulk Erasing Ethernet Controllershsal" for instructions to
erase all information on the controller.

If clearing the memory does not correct the initialization problem, contact technical
support.
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After initialization is complete the IP Controller's LEDs have the following meanings
while in run mode:

LED ON 20/80 Flash | 80/20 Flash | Double Flash
1 Offline Online Low battery
Port1l
2 communication
to host
Port 2
3 communication
to I/Os
Port 3
4 communication
to I/Os
5 Unassigned
6 Unassigned

Ethernet Port

LEDS FE ON FLASH
Red LED (D7) No data transmitting Dat.a'
transmitting
100Mb/S
Yellow LED 10Mb/S Ethernet speed Ethernet N/A
speed
Green LED No link Good link Ethernet activity

Wiring an IP Controller to Monitor for UPS Power Loss

AC Status

2G| 0 @ 3-Amp, 10-Amp OF Cuiou! Relay

Gound| o () Altronix 10-Amp NC © NO

Power Suppl

Two-Reader Controller | TB1 : % PRIy @@@

IF Contraller | TB1 ATl o @
18-22 AWG [D.823-0,325 mm’”} wire

Gourd| © (@)

Power Alarm to PremiSys Two-Reader
Controller or IP Controller
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Alarm Inputs Twisted pair, 30 ohms maximum
TB1| o (A|+12vDC
o @ Ground
If not wiring the Power o @. TMP
Failure or Enclosure Tamper o (@|cND
alarms you must shurt-u:.fire o @ T Power
the unused pins, Failure
° @GN Alarm
(N.C
Wiring an IP Controller for Enclosure Tamper
Alarm Inputs Twisted pair, 30 ohms maximum
TB1| o @A |+12vDC
o @ Ground
If not wiring the Power o .@ TMP Enclosure
Failure or Enclosure Tamper o @|onD ngfrﬁr
alarms you must short-wire o @t (N.C.)
the unused pins.
o @|cND

Wiring an IP Controller to the Host

IMPORTANT! Make sure that all pertinent jumper and DIP switch
settings on all controllers in the system are also entered in the
relevant controller setup window in the PremiSys™ software. See the
PremiSys Online Help for details.

IP Controller via Ethernet to Host

Hub (Optional)

shermat: 5l = Eshemat:
[p— Flug Ethemst
I cable directy inta
" :_ .. thvia mvabwonk port or
. -, use the oplional
HHHH =TT Metwork Card,

P plugged inta J&.

=2 485 |0 @

[ ar|a @ L Port 1

el @ Mot Used
o @

o |JE

Sal thaese jumpars
for RS-232

PremiSys IP Controller
Ethernet To Host
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Port

Primary

Cat5 cable direct plug in

Notes:

e The number of PremiSys IP Controllers you can connect to an
Ethernet network is limited by the number of IP addresses available,
capacity of the server, bandwidth of the network and any other
factor that affects network capacity.

e The Ethernet can be directly plugged into the Primary Port on the IP
Controller.

e Each controller connected via the Ethernet must be configured in
the software to have its own channel.

e Be sure to set Jumpers J7, J8 and J9 for RS-232 when you use
Ethernet communications.
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IP Controller via Four-Wire RS-232 to Host

RS-232 communications are limited to 50 total cable-feet (15 total cable-meters.)

Cable To Host PC
Port 1

DB-a ||De-25
162 FE Pins || Pins

=] @ THED1 /TR1+ :::'. ll'. - 3 a3

o (P|RO1TRI. a—F _ 3 2

o RTS1 : - 7 4

232 485 @ |
| @t - o ||
Set '“H:-;r;\'gggé- '[ . j: o () |Signal Ground \ '." 5 7
PremiSys IP Controller =
Four-Wire RS-232 To Host

TB2

GND

CTS/R1-

Port1 |RTS/R1+

RXD / TR1-

TXD / TR1+

Notes:

¢ You can connect one IP Controller per serial channel.

e Be sure to set Jumpers J7, J8 and J9 for RS-232 when you use RS-
232 communications.
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IP Controller via Two-Wire RS-485 to Host

RS-485 communications are limited to 4000 cable-feet (1219 cable-meters) total
copper, including drops for all controllers on one channel.

................................. . Bus to
Set J7.J9,J8 for RS-485 Converter
- communication. : Port 1
e e e e mm e mmem e mm ey TE 2 ;'fh".l
o oma 485 1/ TR+
P _ s [o @R —e—f s
© Install jumper J10 to engage  © 0 iy n | o @ RX01 7 TRI- . i [
© RS5-485 EOL termination . (5] Jus
if needed for Port 1. o (@) Mot Used
................................... a @ Nt Used LEI ‘.:
o @ Signal Ground
T
PremiSys IP Controller =

Two-Wire RS-485 To Host

TB2
Port1 |GND

CTS/R1-

RTS /R1+

RXD / TR1-

TXD / TR1+

Notes:

e You can connect one IP Controller per serial channel.

¢ Be sure to set Jumpers J7, J8 and J9 for RS-485 when you use RS-
485 communications.

Wiring an IP Controller to the PoE One-Door Reader Board

Communication from the PremiSys™ IP Controller to the PremiSys PoE One-Door
Reader Board is handled via the Ethernet, while power to the board can be handled via
the Ethernet or via a separate power supply.
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Note: You can connect up to 32 PoE One-Door Reader Boards to
one IP Controller.

Ethermeat
o) 9
Ethernet
Port %J I-E
Etharnat
Port
PremiSys

PoE One-Door
Reader, IP and PremiSys

Two-Reader [PGE Dne-Door]

Controllers Reader Board

IMPORTANT! You cannot address the PoE One-Door Reader Board using
jumpers; you must assign a range of IP addresses to the Ethernet
controller. The controller then assigns one of those IP addresses to the
PoE One-Door Reader Board. Enter the MAC address of the PoE One-
Door Reader Board when you add the board to your Ethernet controller
through your PremiSys™ software. The controller links the MAC address
to an IP address from the range of reserved IP address.
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Wiring an IP Controller to the One-Reader Board

PremiSys
IP and PremiSys
Two-Reader One-Reader
Controllers Board
L . - _-"1\1 @
o4 : ",_ P o |TR+
P 2 Wire
< @ o TR RS-485
:.- @ o |Ground
T r TB1
@ ° TR 2-\Wira %
@ @ " RS-485
|_ :ﬁ o |Ground

IP Controller | TB3 or TB4
Two-Reader Controller TB3

On the PremiSys™ IP Controller, terminal blocks TB3 (Port 2) and TB4 (Port 3) are

used for connection to /O boards.

Port 2 or3 (TB 3 or4)
on the IP Controller —
RS-485 to TB1 on the
One-Reader board

shield

Two-wire RS-485 2,400-38,400 bps, asynchronous
Twisted pairs, 22 AWG (0.325 mmz2), with overall

Maximum cable length: 4000 feet (1219 meters) of
wire, total copper, including drops

Notes:

A e You can connect up to 32 I/0 boards per port for a maximum of 64
I/0 boards connectable to one IP Controller.

¢ All data wiring between the IP Controller and I/0s is two-wire RS-

485.
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Wiring an IP Controller to the Two-Reader Board

PremiSys
IP and PremiSys
Two-Reader Two-Reader
Controllers Board
< i (7 o |TR+
‘ :I WO o 2.1
-WWre
@ © | Mot Usad RS-485
o |TR+ @ o |NotUsed
2-Wire VoS
@ o |TR- RS.485 Lo @ o |Ground
{@ o |Ground l _ B6
e Inatall.._-"""--—..,_
IP Controller | TB3 or TB4 J3~ ., dumperJ3 on the Two-
ontroller or - Reader Board for 2-wire
Two-Reader Controller TE3 RS5-485 communications
on TEG.

Onthe PremiSys™ IP Controller, terminal blocks TB3 (Port 2) and TB4 (Port 3) are
used for connection to /O boards.

Port 2 or 3 (TB 3 or 4) | Two-wire RS-485 2,400-38,400 bps, asynchronous

on the IP Controller — Twisted pairs, 22 AWG (0.325 mmz2), with overall
RS-485 to TB6 on the shield
Two-Reader board Maximum cable length: 4000 feet (1219 meters) of wire,

total copper, including drops

Notes:
A ¢ You can connect up to 32 I/0 boards per port for a maximum of 64
I/0 boards connectable to one IP Controller.
¢ All data wiring between the IP Controller and I/0s is two-wire RS-
485.
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Wiring an IP Controller to the Input Or Output Boards

-

PremiSys :

IP and PremiSys
Two-Reader Input or
Controllers Qutput

) Board
|fl..."
< f () o |TR
< p— @) o |TR
@ o lpe 2-Wire
D ? RS-485
o |TR+ . ; o |R-
@ o |TR- 2Wle S @ o |Ground
RS-485 L
rin o |Ground :L _ TB10
Install T
IP Controller | TB3 or TE4 8 jumper J3
Two-Reader Controller TB3 a J3 1o use 2-wire RS-485

communications an TB10.

IMPORTANT! Install Jumper J3 exactly as illustrated here! You cannot
A use four-wire RS-485!

TB 10 - Input or Output Board

TB10-1 | TR+

TB10-2 | TR-

TB10-3 Not Used

TB10-4 Not Used

TB10-5 Ground

Onthe IP Controller, terminal blocks TB3 (Port 2) and TB4 (Port 3) are used for
connection to /O boards.

Port 2 or 3 (TB 3 or 4) | Two-wire RS-485 2,400-38,400 bps, asynchronous

on the IP Controller — Twisted pairs, 22 AWG (0.325 mmz2), with overall
RS-485 to TB6 on the shield
Two-Reader board Maximum cable length: 4000 feet (1219 meters) of wire,

total copper, including drops
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Notes:
A e You can connect up to 32 I/0 boards per port for a maximum of 64
I/0 boards connectable to one IP Controller.
¢ All data wiring between the IP Controller and I/0s is two-wire RS-
485.

IP Controller LEDs

After initialization is complete the PremiSys™ IP Controller's LEDs have the following
meanings while in run mode:

LED ON 20/80 Flash | 80/20 Flash Double Flash

1 Offline Online Low battery
Port 1

2 communication
to host
Port 2

3 communication
to I/Os
Port 3

4 communication
to I/Os

5 Unassigned

6 Unassigned

Ethernet
Port LEDS OFF ON FLASH
Red LED " Data
(D7) No data transmitting ransmitting
Yellow LED 10Mb/S Ethernet speed 100Mb/S N/A
Ethernet speed
Green LED No link Good link Ethernet activity
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PremiSys Two-Reader Controller

P ) o (#)| +2v0C
2 ¥ Lk Reset Switch TB1| o (P Gound
s :ﬂf BR2330 (52) @ @ TP | Encosure Tamper
P CRZ330 Raplace this battery a GhD Allarrn e
FLT -] A
* + annually o AT Power Fallure
R Alarmn {N.C.}
Re Backup ° @eo
Battery SPD
LED 1 = Hearibaat (BT1)
LED 2 — Host communication Ja Etharnet
LED % — 13 communication Mol Uiset Connection
LED TMP - Enclosure tampar alarm
LED FLT - Pawer failure alarm
LED R1 & R2 - Raader aciivity Dlﬁ_ J2 |acT
~ =2 DIP
r ]
= |Switch
=511 (s1)
o
Ground| (g} - @ 0
Data { Data 0| (%) o . —
Reader | Clock/Data 1| €) o PremiSys Two-Reader Controller o @ro RS-232
gl Buzze @ o Item Code PREM-CTLR2RDR TB2 |0 @|rrs aliemae
LED| ® o ER009 Brady Workdwide, Inc, All ights resarved o @ CTS
Voltage Oul (%) o TBS “ D_@.m
Install jurmpar J& o & Eg TR+ 2.\Wire
— engage RE-485
Ground @ 2 | TB9 EOL termination TB3 | o @ TR- F%g'f}gs
Data( Data 0| (7} o for port on TB3. o (P |Ground|| boards
Reacer | Godk/Data 1 @) ~N
2 < B Input
uzzer| @ o ° @ 1
LED) @ o | = TB4
Valtage Out @ o g o e @ Ingut
(Voo oul@ o | £ 8 ° @
0]|@ o |Er Comnect283iouse12VDC,or o Q)
ﬂ connect 1 & 2 to pass through panel Ingut
Relay 1 @ @ : input voliage, as the output voltage at -]
Cl @ o both reader ports (afler bridge rectifier), TBS
s TB10 @ Input
: @ o Lit LEDs indicata active o 4
Relay 2 @ o relays and Inp:l':s o ot
- @ ° 1M1 ﬂ‘- o E
ol@ o H;Iw zém; RsFtay 1 C(K1} e TB6 | | }_Ingut
arm m .
Relay 3 @ ° SA@30VDC|| 5A@30VDC| . N ; %)
.C. @ =] o i . T =] Ingut
) @ o | | Relay 4 (K4) Relay 3 (K3) ﬁ * o
Relay 4 o Form C Form C K3 G TB7
¥ . . e Input
|@ o || sr@xwc) sa@aovoc| |, N7 EE o B
:$ NE R
TEN Sl
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Sample General Configuration for a PremiSys Two-Reader Controller
Connected to a PremiSys Two-Reader Board, a Reader and Auxiliary

Equipment
HOSt PC Upioa
r inpuis
avallable
— I
Il et ]
0000000

= . Connaction Ingsiit 2

PramiSys
Power

Supply

PremiSys
Two-Reader
Controller

Upta g
autputs
awvallable

Qutput 1| avallable

Two-Reader Controller Specifications
Certifications for the Two-Reader Controller

UL: recognized to UL 294: Access Control System Units - component
CE: EN55022, EN50082-1, IEC801-2, [IEC801-3 and IEC801-4

Dimensions and Weight of the Two-Reader Controller

Controller Width 8.0 inches (203 mm)
Controller Height 6.0 inches (152.4 mm)
Controller Depth 1.0 inch (25 mm)
Controller Weight 9 ounces (255 g) (nominal)

Environmental Specifications for the Two-Reader Controller

Temperature 32°F to 158°F (0°C to 70°C) operating
-67°F to 185°F (-55°C to 85°C) storage

Relative Humidity 0 to 95% RH noncondensing
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Power Specifications for the Two-Reader Controller

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

Input Voltage 12 — 24 VDC £ 10%, 500 mA maximum (reader current not
included)

12 VDC @ 250mA (plus reader current) nominal

24 VDC @ 150mA (plus reader current) nominal

Memory Backup Lithium coin cell, 3.0 V, type BR2325, BR2330, CR2330

IMPORTANT! Replace the coin cells (memory backup) used in the
controllers annually. Use three-volt, lithium coin cell batteries of the
types BR2325, BR2330 or CR2330 as replacements.

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Wiring Requirements for the Two-Reader Controller

Power to Two-Reader | Twisted pair, 18 AWG (0.823 mm?).
Controller

Primary Port — Category 5 cable
Ethernet to Host

Port 1 — RS-232 or Ethernet
Ethernet to Host Category 5 cable

RS-232
Twisted pair, 22 AWG (0.325 mm?), with overall shield
Maximum cable length: 50 feet (15.2 meters) of wire,
total copper, including drops

Port 2 — RS-485 to VO | Twisted pairs, 22 AWG (0.325 mm?), with overall shield
boards Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

Alarm Inputs Twisted pair, 30 ohms maximum
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Communications Specifications for the Two-Reader Controller

Primary Port Ethernet, 10/100Base-T interface

Port 1 RS-232
9600; 19,200; 38,400 or 115,200 bps

Port 2 Two-wire RS-485
2,400-38,400 bps

Access-Control Specifications for the Two-Reader Controller

Memory 8.2 MB assigned as follows:
6.2 MB for card information
1 MB for configuration data
1MB for transactions

Alarm Inputs Two unsupervised, dedicated alarm inputs for enclosure
tamper and power loss

Indicators on the Two-Reader Controller

Visible 6 red, single-color LEDs
1 dual-color LED for Ethernet connection

Two-Reader Controller DIP Switches — Chart

See the section "Logging into the Configuration Manager for the First Time"[15 for more
information on when and why you change DIP switch settings on a controller.

You can configure the operating mode of the controller by setting the DIP switches
before you apply power to the controller. Avoid changing the switch settings while the
PremiSys™ IP Controller is powered, except where noted to do so. If you do change a
setting while the controller is powered, cycle power off, and then on again for the setting
to take effect. However, there is a point in the bulk erasing process when power must
never be cycled. See the instructions for bulk erasing for details. s3]

IMPORTANT!: The first time you program this controller or after the
A controller has been bulk erased, the default communication parameters
are in effect. The DIP switches may be set to "OFF, OFF, OFF, OFF" to
program the controller. You then contact the controller using the
default IP address "192.168.10.20" to program it. See the section titled
"Configuring Ethernet Controllersfia" for complete information on how
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to program an Ethernet controller for use in your PremiSys system.

Switches

Selection 1 2 3 4
Initial Configuration Mode - Use this setting after a bulk
erase, when a bulk erase is needed.
Normal Operating Mode - Use this setting after the Ooff | Off | Off | Off
controller is programmed and is ready for normal
function.
Pre-Bulk-Erase Mode - Use this setting before
beginning a bulk erase. See the instructions for bulk On [ On* | Off | Off
erasing for full details.hs3)

*After you initially program your controller communication settings through the
Configuration Manager, you may leave SW1 and SW 2 "Off" unless you need to
perform a bulk erase and go through the initial configuration again.

© 2012 IDenticard Systems, Inc.
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DIP Switch Examples

e SW1 is On - Default username and password CAN log into the Configuration
Manager, regardless of the "Disable Web Server" setting.

e SW 1is Onand "Disable Web Server" is enabled - Custom usernames and
passwords CANNOT log into the Configuration Manager.

e SW 1is Onand "Disable Web Server" is disabled - Custom usernames and
passwords CAN log into the Configuration Manager.

e SW 1 is Off and "Disable Web Server" is disabled - Custom usernames and
passwords CAN log into the Configuration Manager, the default username and
password CANNOT log into the Configuration Manager.

e SW 1is Off and "Disable Web Server" is enabled, NO username and passwords

work can log into the Configuration Manager. To configure the controller while the
Disable Web Server is selected you must move switch 1 to "On."

Note: See the PremiSys Online Help for instructions about setting other
A IP and communication addresses as well as other configurations.

Two-Reader Controller Jumper Settings

Jumpers Set At Selected
. OEF Er(])rt 2 RS-485 EOL Terminator is not
ON Port 2 RS-485 EOL Terminator is on
PASS Pass-through voltage to reader ports
V! 12V 12VDC at reader ports
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Wiring a Two-Reader Controller to a Power Supply
Two-Reader Controller | TE - Wire ground to GOM . -
IP Controller | TB1 - If unswitched, wire positive to G {shawn} )
- I switched, wire positive to NC for fail-safe, wire pasitive 4 E'qu‘\
One-Reader Board | THZ to NO for fail-secure Q¥

- Use twisted pair, 18 AWG (0.823 mm®) wire e 6 0 0 0 0 O O
@ @”2“}3— MG NO COM NG C NO COM
° (@ [Ground SIS
° @
o @ Twistad pak, 18 AWG (0.823 mm®) wire
° @
o @ Each of 8 power cutputs provides

upto 2.5 A @ 12 VDC. Total

- t Il & ports not
Power to PremiSys Two-Reader Controller, G e on Al poris o
IP Controller, One-Reader Board using optional
Altronix® Power Supply
«  Observe polarity for all DC widng
s Use wisted pair, 18 AWG (0,823 mim’ ) wire
DC Output
o (@2vec 10A@ 12VDC
o (@) |Ground
Two-Reader Contraller | TB1 ° @ |
IF Controller | TB1 o @
One-Reader Board | TB2 @ Twigtad pair, 18 AWGE (0.B23 mm®) wire
Q
° @

Power to PremiSys Two-Reader Controller, IP Controller, One-
Reader Board using optional Ten-Amp Power Supply

«  Observe polarity for all DC wiring
e Use twisted pair, 18 AWG (0,823 mm®) wire

DC Output

—
o @[n2vec 4A@ 12 VDC
o () |Ground ]
Two-Reader Controller | TB1 o @
1P Controller | TB1 o @
One-Reader Board | TB2 o @ Twisted pair, 18 AWG (0.823 mm?) wire
° @

Power to PremiSys Two-Reader Controller, IF Controller, One-
Reader Board using optional Three-Amp Power Supply

CAUTION! The processor in this component is intended for use only in a

Class 2, low-voltage circuit!

© 2012 IDenticard Systems, Inc.
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Input Voltage 12 — 24 VDC £ 10%, 300 mA (reader current not included)
12 VDC @ 250mA (plus reader current) nominal
24 VDC @ 150mA (plus reader current) nominal

Memory Backup Lithium coin cell, 3.0 V, type BR2325, BR2330, CR2330

IMPORTANT! Replace the coin cells (memory backup) used in the
controllers annually. Use three-volt, lithium coin cell batteries of the
types BR2325, BR2330 or CR2330 as replacements.

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Verifying Power and Operation:

When a controller is first powered up, the pattern of the LEDs’ flashing indicates proper
powering and response.

The Two-Reader Controller has red LEDs, 1-3, TMP, FLT, R1, R2, IN1 — IN8 and D16
as well as one yellow and one green LED on the Ethernet port. See the schematic of
the Two-Reader Controllerfs41 at the beginning of this section to view the location of the
LEDs. See the table at the end of this topic for information indicating the status of the
controller based on the LEDs.

As you begin to power up, all LED's are off.

While the controller is initializing, the LEDs have the following meanings:

e LED's 1, 2,3, TMP, FLT, R1, R2, IN1, IN2, IN3, IN4, IN5, IN6, IN7 and IN8 are
sequenced during initialization.

e LED's 1, 3, and TMP are turned ON for approximately 4 seconds after the
hardware initialization has completed,

e The application code is then initialized. The amount of time the application takes to
initialize depends on the size of the database, about 3 seconds without a card
database. Each 10,000 cards will add about 3 seconds to the application
initialization.

IMPORTANT! When LED's 1, 2, 3 and TMP flash at the same time, data
is being read from or written to flash memory, do not cycle power
when in this state.

If the sequence stops or repeats, perform one of the steps below.

e Power-up and tag database as invalid:
o Remove input power to the controller
o Place aninsulator under the battery clip and wait 5-10 seconds
o Remove insulator and reapply input power.

e Power-up without loading database into RAM:
o Remove input power to the controller
o Set DIP switches to a default mode (in a default mode, the database is not
loaded into RAM)
o Reapply input power.
¢ Erase all of the configuration and databases (also erases card database for
security reasons.) See "Bulk Erasing Ethernet Controllershs3¥' for instructions to
erase all information on the controller.

If clearing the memory does not correct the initialization problem, contact technical
support.
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After initialization is complete the Two-Reader Controller’'s LEDs have the following
meanings while in run mode:

Reader LEDs FLASH
Clock/Data or D1/D0 Reader 1 receiving data
R1
RS-485 Mode Reader 1 transmitting data
Clock/Data or D1/D0 Reader 1 receiving data
R2
RS-485 Mode Reader 1 transmitting data
Ethernet Port
LEDS OFF ON FLASH
Red LED (D16) | No data transmitting Data transmitting
vellow LED 10Mb/S Ethernet 100Mb/S Ethernet N/A
speed speed
Green LED No link Good link Ethernet activity
Inputs
OFF ON FLASH
IN1 Input 1 inactive Input 1 active Trouble oninput 1
IN2 Input 2 inactive Input 2 active Trouble oninput 2
IN3 Input 3 inactive Input 3 active Trouble oninput 3
IN4 Input 4 inactive Input 4 active Trouble oninput 4
INS Input 5 inactive Input 5 active Trouble oninput 5
ING6 Input 6 inactive Input 6 active Trouble oninput 6
IN7 Input 7 inactive Input 7 active Trouble oninput 7
IN8 Input 8 inactive Input 8 active Trouble oninput 8
OFFE ON
K1 Relay 1 de-energized | Relay 1 energized
K2 Relay 2 de-energized | Relay 2 energized
K3 Relay 3 de-energized | Relay 3 energized
K4 Relay 4 de-energized | Relay 4 energized
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Wiring a Two-Reader Controller to Monitor for UPS Power Loss

AC Status

H2VIC| o (@) 3-Amp, 10-Amp or Cuiput Relay

Gound| o () Altronix 10-Amp NC C NO

o Power Suppl

Two-Reader Canlraller | TB1 o % PPy ®®®

IF Controller | TB1 ATl o @
18-22 AWG (0.823-0,325 mm"} wira

Gourd| @ (@)

Fower Alarm to PremiSys Two-Reader
Controller or IP Controller

Alarm Inputs Twisted pair, 30 ohms maximum
TB1| o (H|+12vDC
o @- Ground
If not wiring the Power o (@|™vP
Failure or Enclosure Tamper o (@|cND
alarms you must shurt-m..rire o @t Power
the unused pins. Failure
o (| enD Alarm
(M.C.)
Wiring a Two-Reader Controller for Enclosure Tamper
Alarm Inputs Twisted pair, 30 ohms maximum
TB1| o (H|+12vDC
o @- Ground
If not wiring the Power o .@ ™F E_Fclosure
; amper
Failure or Enclosure Tamper o @ GND Alarm
alarms you must short-wire o @ (N.C.)
the unused pins, FLT
o (@|GND

Wiring a Two-Reader Controller to the Host

IMPORTANT! Make sure that all pertinent jumper and DIP switch
settings on all controllers in the system are also entered in the
relevant controller setup window in the PremiSys™ software. See the
PremiSys Online Help for details.

Two-Reader Controller via Ethernet to Host
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Etharnes.

Etharnet

Hub (Optional)

PremiSys Two-Reader Confroller
Ethernet To Host

Mo pmper sellings
required for host I

communication. —_——— E.

Sy
-

v A
= @
,B} Port 1
. @
® A

T

Mot Usad

..
M
= Flug Etharmst

cable directly Inta
natwark por

Notes:

e The number of Two-Reader Controllers you can connect to an
Ethernet network is limited by the number of IP addresses available,
capacity of the server, bandwidth of the network and any other
factor that affects network capacity.

e The Ethernet can be directly plugged into the Primary Port on the
Two-Reader Controller.

e Each controller connected via the Ethernet must be configured in
the software to have its own channel.

Two-Reader Controller via Four-Wire RS-232 to Host

RS-232 communications are limited to 50 total cable-feet (15 total cable-meters.)

Mo jumpser setbings
required for host
communication.

Port 1
B 2

SIS

PremiSys Two-Reader Controller
Four-Wire RS-232 To Host

THD1/TR1+
RxD1/ TR1-
RTS1
CTs1

Signal Graund

Cable To Hast PC

DB-3 |[DB-25
P Pins || Pins
i 1
Y - Z 3
- I_-' 3 2
-i | 7 | 4
- .' 8 || 5
) i 5 7
LY 5 .(.-'

Primary Port —
Ethernet to Host

Category 5 cable
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Port 1 — RS-232 Twisted pair, 22 AWG (0.325 mm2), with overall shield
Host Maximum cable length: 50 feet (15.2 meters) of wire, total
copper, including drops

Notes:

¢ You can connect one Two-Reader Controller per serial channel.

¢ You cannot connect the Two-Reader Controller to the host via RS-
485 and you cannot use a MUX board between the Two-Reader
Controller and the host since the Two-Reader Controller does not
accept RS-485 communication on Port 1, the host communication
serial port.

Setting End-of-Line (EOL) Resistance for the Two-Reader Controller

Install jumper J5 on the PremiSys™ Two-Reader Controller to set RS-485 EOL when
needed for port 2 used to connect to auxiliary boards. The Two-Reader Controller does
not have a jumper for EOL serial communication with the host.

In the diagram below:
Controller “G”

e Jumper J5 is set to signify there is an EOL board on Port 2. Board C4 is an
end-of-line board on Port 2 of Controller G.
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————FEthemet——
HOST

On-board
Ethernet

port

Two-Reader
Controller

Reader 1

Readar 2 Port 2 Hﬂ—dﬂﬂ AWG 22

Install 5 for RS-485 EQL
an pon 2 {TB3).

C4 one-

Raadar

Board

Install pmpar J4
o sat RS-485
EQL

Cc3 Cutput Cc2 mput [

Board Board

N EQIL jumpser Mo ECL jumper
s&itings neadad sattings nesded

Twia-
Readar
Board

M EOL pmper
sattings needed
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Wiring a Two-Reader Controller to Wiegand and ABA Readers

black TBS8 or TB9
- green — @ @ |Ground
HID ProxPoint L § o |pawm/Daao
Reader white (5 © |Clock/Data1
(Wiegand) @ o [Buzzer
orange @ o |LED
Calor-Coded Pigiail from Reader red & o |Voltage Out
(Insulate urused wires fram
others.)
= | Proceed LED TBE or TBY
o @ o
Ground
i Data
I:‘E::,::SEMSAR'TI @ Clock L %) o |Data/Datal
eria = L @l o | Clock / Data 1
Number Reader by ® o |Buzzer
ABA ©
( } - Ground @ ® |LED
o +DC Power ] ® o |Woliage Out
Terminal Block
on Reader
yellow & black TB8 or TB9
Bar-Code ABA puple . ——1®&) ¢ |Ground
Reader L (%) o |pata/Datan
(ABA) gresn (% © [Clock/ Data 1
W0 10000 &) o |Buzzer
brown @ o |Lep
Color-Coded Pigtail from Reader red - @ o |Voltage Out
(Insulate unused wires from IMPORTANT. Wie o 1000 & gl
others,) rasistor between the Data and Wokage Out pins /
and anather 1000 O pulup resistor betassn he
Clack snd Voltage Out pins
brawn or black TBG or TBY
yellow @ @ [Ground
Flush-Mount L & o |Daa/Daao
Track 2 Reader Shllil %) o |Clock/Data 1
{ABA} @ © |Buzzer
range @ o |Lep
Color-Caded Pigtail from Reader L B At &) o |Voltage Out
{Insulate unused wires fram T lad wire 1o boarat
others. )
P LED TB& or TB9
St & @ @ | Ground
round
= @ o |Data/Data D
Surface-Mount ] & o |Clock/Data 1
Track 2 Reader N — Q ols
Clock uzzer
(ABA) - Q o o
Terminal Block Cannect Pin 3 o +5 VOG
on Reader 'ﬂ?pur?,f NEVER conmect @ 9 |Voltage Out
Fin 3 o board!
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Wiring a Two-Reader Controller to Reader with Door Strike, REX, Alarm DPIP and Alarm

Relay

Sample Door

Reader Hardware and Connections
@o[—‘.mund = —_‘_‘“"‘---—-__.__
@ & |Data/Data 0 TB8 g 8
© o [clock/Data1 | Ragder HIE "
@ o |Buzzer 1 ;@‘———-
© o [ED e T84
@ o [Voltage Out In?ul ° @

: o
@ o | Ground Input| © -
@ o |DataiData0 TB9 L IS @t
@ o |Clock/Data 1 | Reader o (@
@ o | Buzzer 2 { Ingul o @
@ o |LED ) @
@ o Voltage Out { InEui e (@
@ o TBS
@ - PremiSys
@ o NG Two-Reader
@ ° no. Controller
—Th@ e (reader and other
—TH@ o selected ports only)

Door-Lock Stike ... ... Doar
(separate power "Positio
SoUnce required) Door Inpq.:i ! REX

Alarm (separate

power source

required)

" Note: When wiring a REX and a DPIP
. as a pair, always wire the REX to the
input point with the lower number.
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Wiring a Two-Reader Controller to Door Strike and Magnetic Lock

Use an |Denticard Suppressor Kit
“if the door lock does not have .
.transient clamping. The kit should :

Fail-SGGl'.IFE be located as close to the load as
Door Strike | possible (within 12 inches).
: PremiSys
Two-Reader
Controller
Black Lead ® e no
&) o [com Relay
® o|NC
® o [no.
- + &%) o [cOM > Relay
DC Power @ @ NC
Supply TB10 or TB11
CAUTION! Make sure that lock
equipment does not exceed relay
contact ratings: 5A @ 28 VDC
Fail-Safe PremiSys
Mag-Lock Two-Reader
Controller

Red Lead

M.,
COmM Relay
MW.C

I—_ Black Lead

e o - <+

‘Use an IDenticard Suppressor Kit -
tif the door lock does not have : DC Power TB10 or TB11
“transient clamping. The kit should : Supply
‘be located as close to the load as  ©

possible (within 12 inches).

Relay

Ll
oo O”G- o Ol

Wiring Supervised Input Points on the Two-Reader Controller
Supervised inputs such as these can be used for door-position input points or any other
input that requires supervision.

PremiSys™ hardware supports only the standard “1 K normal, 2 K active” and “2 K
normal, 1 K active” supervision modes depicted here.
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IMPORTANT! Inputs on a single board are normally processed in
ascending numeric sequence when they change state simultaneously
or nearly simultaneously. Consequently, if wiring a REX input point
and a door-position input point in a pair on a Two-Reader Controller,
make sure that the door-position input point has a higher input

number than the REX point paired with it.

Input circuits require one twisted pair per input and are rated at 30 ohms maximum.

Wiring Unsupervised Input Points on the Two-Reader Controller

PremiSys
Two-Reader
Controller
i 3
Input Point
- g F— TB4-7
Standard L,WJ % : } Ingut
1K Normal, e K ohm @ o\ input
2K Active @ } ;
. o
PremiSys
Two-Reader
Controller
I’ 3
Input Point
—~ TE4-T7
Standard @ o} Input
2K Normal, @ oy
1K Active @ o } Ingut
\ v, @ =

Unsupervised inputs such as these can be used for REXes, general-purpose input
points or any other input that does not require supervision. See the topic "Wiring a
Supervised Input Point to the PremiSys Two-Reader Controller(s:T to wire inputs that

require supervision.

Input circuits require one twisted pair per input and are rated at 30 ohms maximum.
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PremiSys
Two-Reader
p \ Controller
Input Point
. — TB4-7
Normally Closed % : } et
(Unsupervised) @ :‘ Input
\ ) i
PremiSys
Two-Reader
Controller
' h _D\
Input Point
_ TB4-T7
Normally Open % :} e
(Unsupervised) @ o gt
k J o

Wiring a Two-Reader Controller to the PoE One-Door Reader Board

Communication from the PremiSys™ Two-Reader Controller to the PremiSys PoE
One-Door Reader Board is handled via the Ethernet, while power to the board can be
handled via the Ethernet or via a separate power supply.

Note: You can connect up to 32 PoE One-Door Reader Boards to
one Two-Reader Controller.
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Ethermeat

o Y

Ethernet
Port %J I-E
Etharnet
Port
PremiSys

PoE One-Door
Reader, IP and PremiSys

Two-Reader PoE One-Door

Controllers [ Reader Board ]

IMPORTANT! You cannot address the PoE One-Door Reader Board using
jumpers; you must assign a range of IP addresses to the Ethernet
controller. The controller then assigns one of those IP addresses to the
PoE One-Door Reader Board. Enter the MAC address of the PoE One-
Door Reader Board when you add the board to your Ethernet controller
through your PremiSys™ software. The controller links the MAC address
to an IP address from the range of reserved IP address.
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Wiring Two-Reader Controller to the One-Reader Board

PremiSys
IP and PremiSys
Two-Reader One-Reader
Controllers Board
L. = _--‘\1 @
o4 : P a |TR+
< N [ -
:.- Qa o |Ground
@ o |® L T
2 —
@ o |TR- R5.485 N
|_ [i) o |Ground

IP Controller | TB3 or TB4
Two-Reader Controller TB3

Port 2 on the Two- Two-wire RS-485 2,400-38,400 bps, asynchronous

Reader Controller — Twisted pairs, 22 AWG (0.325 mmz2), with overall
RS-485to TB 1 onthe shield
One-Reader board Maximum cable length: 4000 feet (1219 meters) of wire,

total copper, including drops

Notes:

e You can connect up to 32 I/0 boards to one Two-Reader
Controller.

¢ All data wiring between the Two-Reader Controller and I/Os is two-
wire RS-485.
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Wiring a Two-Reader Controller to the Two-Reader Board

PremiSys
IP and PremiSys
Two-Reader Two-Reader
Controllers Board
< — » () o |TR+
‘ — WO o 2
@ 2 | Mot Used H_S_;Eh;
o TR+ { @ o | Mot Usad
2-Wira v
@- o |TR- RS-485 — @ o | Ground
12:_: o |Ground l —_— TBE
2 wire IHEtH".'_"'-..____‘_..-‘_
13 ~ jumper J3 on the Two-
IP Controller | TB3 or TB4 - Reader Board for 2-wire
Two-Reader Controller TE3 R5-485 communications

on TBG.

Port 2 on the Two-
Reader Controller —
RS-485 to TB 6 on the
Two-Reader board

Two-wire RS-485 2,400-38,400 bps, asynchronous
Twisted pairs, 22 AWG (0.325 mmz2), with overall

shield

Maximum cable length: 4000 feet (1219 meters) of
wire, total copper, including drops

Notes:

e You can connect up to 32 I/0 boards to one Two-Reader

Controller.

¢ All data wiring between the Two-Reader Controller and I/Os is two-

wire RS-485.
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Wiring a Two-Reader Controller to the Input Or Output Boards

-

PremiSys
IP and PremiSys
Two-Reader Input or
Controllers Output
Board
et
< p— () o TR+
< ) o TR
2-Wi
@ o |Rrs RS-485
@ o [TR+ @ o |r
@ o |TR- RE'SI"I_":LEE —F @ o |Ground
r@@rmnd :_L _,_TEI‘"]

Install =
IP Controfler | TB3 or TE4 ﬁ\ jumper J3

3
Two-Reader Controller TB3 m J3 to use 2-wire RS-485
communications on TB10.

IMPORTANT! Install Jumper J3 exactly as illustrated here! Four-wire
A RS-485 cannot be used!

TB 10 - Input or Output Board

TB10-1 | TR+

TB10-2 | TR-

TB10-3 Not Used

TB10-4 Not Used

TB10-5 Ground

Port 2 on the Two- Two-wire RS-485 2,400-38,400 bps, asynchronous
Reader Controller — Twisted pairs, 22 AWG (0.325 mmz2), with overall
RS-485to TB 10 on shield
the Input or Output Maximum cable length: 4000 feet (1219 meters) of
boards wire, total copper, including drops

Notes:

e You can connect up to 32 I/0 boards to one Two-Reader

Controller.
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¢ All data wiring between the Two-Reader Controller and I/Os is two-
wire RS-485.

Two-Reader Controller LEDs

After initialization is complete the PremiSys™ Two-Reader Controller's LEDs have the
following meanings while in run mode:

Reader LEDs FLASH
Clock/Data or D1/D0 Reader 1 receiving data
R1
RS-485 Mode Reader 1 transmitting data
Clock/Data or D1/D0 Reader 1 receiving data
R2
RS-485 Mode Reader 1 transmitting data
Ethernet Port
LEDs OFF ON FLASH
Red LED (D16) | No data transmitting Data transmitting
vellow LED 10Mb/S Ethernet 100Mb/S Ethernet N/A
speed speed
Green LED No link Good link Ethernet activity
Inputs
OFF ON FLASH
IN1 Input 1 inactive Input 1 active Trouble oninput 1
IN2 Input 2 inactive Input 2 active Trouble on input 2
IN3 Input 3 inactive Input 3 active Trouble oninput 3
IN4 Input 4 inactive Input 4 active Trouble oninput 4
IN5 Input 5 inactive Input 5 active Trouble oninput 5
IN6 Input 6 inactive Input 6 active Trouble on input 6
IN7 Input 7 inactive Input 7 active Trouble oninput 7
IN8 Input 8 inactive Input 8 active Trouble oninput 8
OFFE ON
K1 Relay 1 de-energized | Relay 1 energized
K2 Relay 2 de-energized | Relay 2 energized
K3 Relay 3 de-energized | Relay 3 energized
K4 Relay 4 de-energized | Relay 4 energized
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PremiSys PoE One-Door Reader Controller

Important note about I/O boards used with the PoE One-Door Reader Controller:
Connect downstream /O boards to the RS-485 and ground pins on TB2, When using I/0s,
Reader 2 effectively becomes Reader 1 and is the only reader that can be connected to the
cantroller itself, In this case, the power and ground pins an TB2 can be used for the reader,

The power and ground pins on TB4 are then available for auxiliary use,

Reader1
or
IO Boards Reader 2 N
(if 140 boards not 25
o connected) < E
25 A, 8o
0 5 ¢
5 g9 g E 5 |52
< Ca =E s |83
4 @m2eq D oo 2 DIEE
T A EEEIE R cBl38 -2 Eni
N1 IN2 IEI:!‘-';+:F‘S. (= EEEE B6HG5 000
O ﬁ -? ?I O : J3 I_l *I I?O
Q T,
m “CAUTION! Mewvear K2
@ apply Power cver Farm G ="
JT . Etherret unless this 2M @ 3I0VDC
Ta"ﬁ'ﬂf:‘mh jumper is set for FoE SPDT
IDenticard” PremiSys FurmKé L
PoE One-Door Reader Controller 2 A @ 30 VDG
Item Code PREM-CTLR1POE SPDT
Rechargeable
o BEUBF}' D2006-2011 Brady Worldwide, Inc. All rights reserved.
LEDs LED 1 — Heartbeat & Online
OO0 B B8 LED2-10Communication & IP Request LS
6 5 4 3 7 1 LED3—Reader{Combined)
LED 4 — Input 1
Reset 4321 LED 5 - Input 2 I_E
Button _ e
| | ‘H H H H| LED B — Input 3 Ethernat”
. Port
O 2 O O

Important note about powering door locks from the PoE One-Door Reader Controller:
Pins 1 and 2 on TB 4 can be used to power a door lock, as long as the strike is rated for 12
volts and the total current required on both parts (for the reader and door lock) does not
exceed 650 mA. Cable gauge must be factored in when calculating the current requirements.
Wiring a door lock, however, takes away this reader port, so only one reader can be connected
{on TB2) when this option is used, Connecting a reader on the Reader 1 block prevents the
connection of any downstream RS3-485 1/0s.

So you cannot power a lock, connect downstream 1/0s AND connect a reader,
all on the same PoE One-Door Reader Controller.
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Sample General Configuration for a PremiSys PoE One-Door Reader Controller
Connected to a Reader and Auxiliary Equipment

D . :
-
1 O
iz

Ethernet

Host PC Z

autputs Ethamet

Powear Supply

[For UL Complianca} P iSys

2 inpuls
available

PoE One-Door Reader Controller Specifications

Certifications for the PoE One-Door Reader Controller

UL: recognized to UL 294: Access Control System Units - component. [Note: For
UL installations, power for POE devices must be provided by a UL 294 listed source

(12 VDC)]

CE: Compliant, FCC Part 15 Class A, NIST Certified Encryption

Dimensions an

d Weight of the POE One-Door Reader Controller

Without Bracket With Bracket
Controller 5.5 inches (140 mm) 5.5 inches (140 mm)
Width
Controller 2.75 inches (70 mm) 3.63 inches (92 mm)
Height
Controller .75 inch (19 mm) 1.25 inch (32 mm)
Depth
Controller 3.5 ounces (100 g) (nominal) 4.6 ounces (132 g) (nominal)
Weight

Environmental

Specifications for the POE One-Door Reader Controller

Temperature

32°F to 158°F (0°C to 70°C) operating
-67°F to 185°F (-55°C to 85°C) storage

Rev. April 2012



Installing PremiSys Controllers and Boards 91

Relative Humidity

10% to 95% RH noncondensing

© 2012 IDenticard Systems, Inc.
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Power Specifications for the PoOE One-Door Reader Controller

A

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

Input Voltage PoE Power Input 12.95W, compliant to IEEE 802.3af

(two inputs) OR
12 VDC * 10%, 900 mA maximum
Note: For UL installations, POE powered devices cannot be
used at this time; power for these devices must be provided
by a UL 294-listed source (12 VDC)

Relay Ratings 2Aat30VDC

(two relays)

Relay Contact Type | Form C

Relay Configuration | Single-pole double-throw (SPDT)

Card Reader 12 VDC + 10%, from PoE, regulated 150 mA maximum each

Power reader

(each of two OR

readers) 12 VDC + 10%, from 12-VDC power to controller (input
voltage passed through), 150 mA maximum each reader

Auxiliary Device 12 VDC % 10%, 650 mA maximum

Power Note: This power is available on Pins 1 and 2 on TB4 and
may be used to power a door strike, as long as the strike is
rated for 12 volts and the total current required on both ports
(reader and auxiliary) does not exceed 650 mA. Be certain
to accommodate cable gauge when calculating current
requirements.

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Wiring Requirements for the POE One-Door Reader Controller

Ethernet Connection | Category 5 cable
to PremiSys Host
PC

Connection to Use wire and gauge as required by load.
Relay-Controlled
Devices

Connection to Input- | One twisted pair per input, 30 ohms maximum
Point Devices

Connection to Six-conductor, 18 AWG. Maximum cable length: 500 feet
Reader (150 m), total copper

Connectionto /O RS-485, 24 AWG, twisted pair(s) with overall shield, 4000-
Board(s) foot
(1,219 m) maximum, total copper, including drops

Communications Specifications for the POE One-Door Reader Controller

To PremiSys Host | Category 5 cable via network
PC

© 2012 IDenticard Systems, Inc. Rev. April 2012
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Access-Control Specifications for the POE One-Door Reader Controller

Memory

1 MB battery-backed (rechargeable) Static Random Access
Memory (SRAM)

16 MB Synchronous Dynamic Random Access Memory
(SDRAM)

16 MB Flash-capable memory

Input - Dedicated

Optional magnetic tamper switch for enclosure tamper alarm

Inputs — Assignable

Two supervised input points with end-of-line (EOL) resistors,
1K / 2K ohm 1% ¥, watt standard

Reader LED Output

TTL-compatible; high>3 V, low<0.5V;
5 mA source/sink maximum

Reader Data Inputs

TTL-compatible inputs

Indicators on the POE One-Door Reader Controller

Visible

6 red, single-color LEDs
1 green and 1 yellow LED for Ethernet connection

PoE One-Door Reader Controller DIP Switches — Chart

See the section "Logging into the Configuration Manager for the First Time"h1s for more

information on when and why you change DIP switch settings on a controller.

You can configure the operating mode of the controller by setting the DIP switches
before you apply power to the controller. Avoid changing the switch settings while the
PremiSys™ IP Controller is powered, except where noted to do so. If you do change a
setting while the controller is powered, cycle power off, and then on again for the setting
to take effect. However, there is a point in the bulk erasing process when power must
never be cycled. See the instructions for bulk erasing for details. ks3]

IMPORTANT!: The first time you program this controller or after the
controller has been bulk erased, the default communication parameters
are in effect. The DIP switches may be set to "OFF, OFF, OFF, OFF" to
program the controller. You then contact the controller using the
default IP address "192.168.10.20" to program it. See the section titled
"Configuring Ethernet Controllers[.." for complete information on how

to program an Ethernet controller for use in your PremiSys system.

Switches

Selection 1 2 3 4
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Initial Configuration Mode - Use this setting after a bulk
erase, when a bulk erase is needed.

erasing for full details. =3l

Normal Operating Mode - Use this setting after the off | Ooff | Off | Off
controller is programmed and is ready for normal

function.

Pre-Bulk-Erase Mode - Use this setting before

beginning a bulk erase. See the instructions for bulk On | On* | Off | Off

*After you initially program your controller communication settings through the
Configuration Manager, you may leave SW1 and SW 2 "Off" unless you need to
perform a bulk erase and go through the initial configuration again.

© 2012 IDenticard Systems, Inc.
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DIP Switch Examples

e SW1 is On - Default username and password CAN log into the Configuration
Manager, regardless of the "Disable Web Server" setting.

e SW 1is Onand "Disable Web Server" is enabled - Custom usernames and
passwords CANNOT log into the Configuration Manager.

e SW 1is Onand "Disable Web Server" is disabled - Custom usernames and
passwords CAN log into the Configuration Manager.

e SW 1is Off and "Disable Web Server" is disabled - Custom usernames and
passwords CAN log into the Configuration Manager, the default username and
password CANNOT log into the Configuration Manager.

e SW 1 is Off and "Disable Web Server" is enabled, NO username and passwords
work can log into the Configuration Manager. To configure the controller while the
Disable Web Server is selected you must move switch 1 to "On."

Note: See the PremiSys Online Help for instructions about
setting other IP and communication addresses as well as other

configurations.

PoE One-Door Reader Controller Jumper Settings

Jumpers Set At Selected
One-Door Reader Controller powered from the
PoE .
Ethernet connection
J3 One-Door Reader Controller powered from an
12V external 12-VDC power source connected to
TB4-3 (VIN) and TB4-4 (GND)
J7 On Enclosure tamper jumper
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Wiring a PoE One-Door Reader Controller to a Power Supply

~
o _ﬁe-\“ »  Wire ground to COM
\{éz' @?" » [ unswitched, wire positive to C (shown)
Qc'b < = |f switched. wire positive to NC for fail-safe,
wire positive to MO for fail-secure
e o e Con e+ nocowl  ® Use twisted pair, 18 AWG (0.823 mm’) wire
Each of 8 power outputs provides up to 2.5 A @ 12
VDC. Total cutput amperage on all 8 ports not to B4
exceed 10 A
Twistad pair, 18 AWG (0823 mm”) wire HEVOE

Power to PremiSys PoE One-Door Reader Controller
using optional Altronix® Power Supply

»  Observe polarity for all DC wining )
s Use twisted pair, 18 AWG (0.823 mm®) wire

DC Qutput
10 A @ 12VDC

Twistad pair, 18 AWG (0623 mm’} wire
P ! L H2VDC

Fower to PremiSys PoE One-Door Reader Controller
using optional Ten-Amp Power Supply

& Observe polarity for all DC wiring
. Use twisted pair, 18 AWG (0.823 mm®) wire

DC Output
4 5@ 12VDC

Ground
+HZVOC

Twisted pair, 18 AWS (0.623 mm?) wire

HEHH

Power to PremiSys FoE One-Door Reader Controller
using optional Three-Amp Power Supply

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!
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Input Voltage 12 - 24 VDC £ 10%, 300 mA (reader current not included)
12 VDC @ 250mA (plus reader current) nominal
24 VDC @ 150mA (plus reader current) nominal

Memory Backup Embedded, rechargeable battery for SRAM backup

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Verifying Power and Operation:

When a controller is first powered up, the pattern of the LEDs’ flashing indicates proper
powering and response.

The PremiSys™ PoE One-Door Reader Controller has red LEDs, 1-3, TMP, FLT, R1,
R2,IN1 —IN8 and D16 as well as one yellow and one green LED on the Ethernet port.
See the schematic of the Two-Reader Controller[s4] at the beginning of this section to
view the location of the LEDs. See the table at the end of this topic for information
indicating the status of the controller based on the LEDs.

As you begin to power up, all LED's are off.

While the controller is initializing, the LEDs have the following meanings:

e LED's 1, 2,3, TMP, FLT, R1, R2, IN1, IN2, IN3, IN4, IN5, IN6, IN7 and IN8 are
sequenced during initialization.

e LED's 1, 3, and TMP are turned ON for approximately 4 seconds after the
hardware initialization has completed,

e The application code is then initialized. The amount of time the application takes to
initialize depends on the size of the database, about 3 seconds without a card
database. Each 10,000 cards will add about 3 seconds to the application
initialization.

IMPORTANT! When LED's 1, 2, 3 and TMP flash at the same
time, data is being read from or written to flash memory, do
not cycle power when in this state.

If the sequence stops or repeats, perform one of the steps below.

e Power-up and tag database as invalid:
o Remove input power to the controller

e Power-up without loading database into RAM:
o Remove input power to the controller
o Set DIP switches to a default mode (in a default mode, the database is not
loaded into RAM)
o Reapply input power.
¢ Erase all of the configuration and databases (also erases card database for

security reasons.) See "Bulk Erasing Ethernet Controllershsal' for instructions to
erase all information on the controller.

If clearing the memory does not correct the initialization problem, contact technical
support.
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After initialization is complete the POE One-Door Reader Controller's LEDs have the
following meanings while in run mode:

Reader LEDs

FLASH

Clock/Data or D1/D0 Reader 1 receiving data
R1
RS-485 Mode Reader 1 transmitting data
Clock/Data or D1/D0 Reader 1 receiving data
R2
RS-485 Mode Reader 1 transmitting data
Ethernet Port
LEDS OFF ON FLASH
Red LED (D16) | No data transmitting Data transmitting
vellow LED 10Mb/S Ethernet 100Mb/S Ethernet N/A
speed speed
Green LED No link Good link Ethernet activity
Inputs
OFF ON FLASH
IN1 Input 1 inactive Input 1 active Trouble oninput 1
IN2 Input 2 inactive Input 2 active Trouble oninput 2
OFF ON
K1 Relay 1 de-energized | Relay 1 energized
K2 Relay 2 de-energized | Relay 2 energized

Wiring a PoE One-Door Reader Controller for Enclosure Tamper

Wire a magnetic tamper switch to Jumper J7 on the PremiSys™PoE One-Door Reader
Controller , as shown below, to activate an input point if the cover is removed.
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Junction Box \

PoE One-Door
Readar Controller

!

N __H__é’&

_T: Magnetic
L Tamper Switch
\ d —
/
Mounting Plate Cover Plate
Alarm Inputs Twisted pair, 30 ohms maximum

Wiring a PoE One-Door Reader Controller to the Host

IMPORTANT! Make sure that all pertinent jumper and DIP switch
settings on all controllers in the system are also entered in the
relevant controller setup window in the PremiSys™ software. See the
PremiSys Online Help for details.

PoE One-Door Reader Controller via Ethernet to Host

lthEr Eshemet:
Hub (Optional)

DEHREE AHRE

Me jumpear sallings
requirad for host
communication.

PremiSys FoE One-Door Reader
Controller Ethernet To Host

-

"

Plug Ethernatl
cabla directly into
natwork port.
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Notes:

e The number of PoE One-Door Reader Controllers you can connect
to an Ethernet network is limited by the number of IP addresses
available, capacity of the server, bandwidth of the network and any

other factor that affects network capacity.

e The Ethernet can be directly plugged into the Primary Port on the

PoE One-Door Reader Controller.

e Each controller connected via the Ethernet must be configured in

the software to have its own channel.

Primary Port —
Ethernet to Host

Category 5 cable
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Wiring a PoE One-Door Reader Controller to Wiegand and ABA Readers
[~ 1—Proceed LED—
od GND
. ! WVIN
IDentiSMART i T & o
MIFARE Serial - w vo
Number Reader ©
(ABA) - e
o +DC Powe Data / Data 0
The readers on the PoE — ‘“lﬂc-b e Clock (Data 1 | Reader
One-Door Reader Controller © Terminal Black e Buzzer roe
are intended foruseas on Reader — dliep
paired or alternate readers to
control one door. =1 —proceed LED = Ground
(8] Data/ Data 0
IDentiSMART g J_ Clodk[Data 1, Reader
MIFARE Serial e neesr
Number Reader £ Ground——— ﬁ o
LI
(ABA) -
2 f—Dc Pawe
Terminal Black
""" on Reader
GMND
HID ProxPoint 3 VIN
Reader black = GND
(Wiegand) 8 Vo
reen S[=m
The readers on the PoE hite. [] [Pata/ Data 0
One-Door Reader Controller 2 [ [Clock / Data 1 Reazder
are intended for use as % Buzzer
paired or alternate readers to Color-Caded Pigtsi orang LED
control one door. (Insulate unused wires
fram others.) bla —] Ground
— | Data / Data 0
HID ProxPoint qreen T | Clock / Data 1 Reader
Reader || Buzzer !
{Wiegand} whiter = LED
Wollage Qut
range
e
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Terminal Black
on Reader

[ [snD
T3] Proceed LED E ]E VIN
Ground
Surface-Mount N 50 Power I % %D
Track 2 Reader ™ paa
(ABA) - 1 3=y
— -
—‘ o ] Data f Data 0
The readers on the PoE o o Clock / Data 1 . Reader
One-Door Reader Controller P ———T = Buzzer 2
are intended for use as e eruieiacll [l — LED
paired or alternate readers to
control one door. ) o
| Proceed LED = Data/ Data 0
< | —Ground « ||| Clock / Data 1 \ Reader
Surface-Mount oy (-+DC Power P || suzzer 1
Track 2 Reader oy —Daa i |=l|Lep
(ABA} — Clock = Woltage Out
Tarminal Block Cmn‘:;'.l Fin 3 i +5 VOO
on Reader “‘“;n’ﬁffbgﬁ‘““
GND
WIN
Flush-Mount brown or blasrk —— GND
Track 2 Reader ] =i MEVER connect Yo
(ABA) llow:
qreen Data / Data 0
The readers on the PoE Clock /Data 1| Reader
One-Door Reader Controller Buzzer 2
are intended for use as p—— orange LED
paired or alternate readers to | pigtai from
Readar
control one door. (Insulate unused —
wires from brown or black———— Data / Data 0
others.)
Flush-Mount . euaw__/"/ N Glock /Data 1| Reader
Track 2 Reader / = Buzzer 1
(ABA) green LED
/'/J Vaoltage Qut
range
Connect red bo +5VDC
T "] SUPRY' MEWER connect
reed ware: 3o boand|

Rev. April 2012



Bar-Code ABA

Reader
(ABA)

The readers on the PoE
One-Door Reader Controller
are intended for use as
paired or alternate readers to
control one door.

Bar-Code ABA

Reader
(ABA)
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IMPORTANT: Wire cne 1000 & puliup
rasisior babwean tha Data and Yokaga Out pins GND
and ancther 1000 O pulup resisior bebwesen the
Clock and Voltage DUl pins, E WIN
= GMD
yellow & blac! | Vo
SE=9
Data / Data 0
Calor-Caded oo Clock / Data 1 Reader
Pigtail from [ 2
Reader Buzzer
{Insulate unused LED
wires from
others.)
Reader

IMPORTANT: wire ore 1000 0 puilp
resistor bessesn the Data and Vokage Out pins

and anather 1000 O pullup resisior besseen the
Clock and Veltaga Out pins

Ground
yellow & black Data / Data 0
SBM . Clock [ Data 1
o WD 000G = E Buzzer
Brown. 1 LED
red— Woltage Out

© 2012 IDenticard Systems, Inc.

Rev. April 2012




106 PremiSys Hardware Installation Guide

Wiring a PoE One-Door Reader Controller to Reader with Door Strike, REX, Alarm DPIP and
Alarm Relay

Sample Door
Hardware and Connections

Alarm {separate NC EJ I-E
power source I 2C Output2
required) IE NG
a MC
1-Cc Output 1 =
NO b
N Ground E11F1,irrzet
g Voltage In
See detail below for Alternate le- Ground CAUTION! Never
alternate wiring for Reader 4 +12WDC Out apply Power over
an auxiliary device ___,---"' Ethemet unless this
keadoorleck. | ——™ | | .- o jumper is sat for PoE.
= E‘F
12v PoE
] Data / Data 0
. Clock/Datal | %
oy E
I'— Buzzer o
| LED .
Reader ] Ground
Data f Data 0
- Clock /Datad | %
Im =
= Buzzer ]
LED -
+12VDC Out PremiSys
_ PoE One-Door
_ Z nput2 Reader
o _ Controller
Z  Ihput? {reader and other
L

selected ports only)

Mote: When wiring 2a REX and a DPIP
. as a pair, always wire the REX to the

Doar-Lock Strike . L 5 input paint with the lower number. -
{separate power -7 B R B ’
source may be Door IP{E“'C’"
reguired) nput
Auxiliary Device CAUTION! If wiring for door strike power, verify that
Detail strike is rated for 12 VDC, total current draw (reader
and strike) does not exceed 650 mA and voltage
Ground suppression is used on strike relay circuit. Factar
Connect to door- Voltage In cable gauge into current-requirement calculations.
strike power input, Ground
ele. See Caution +12 VDG Out

alert at right!
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Wiring a PoE One-Door Reader Controller to Door Strike and Magnetic Lock
Use an IDenticard Suppressor Kit
* if the door lock does not have :
Fail-S - transient clamping. The kit should :
all-S€CUre | ' pe |ocated as close to the load as ( P S h
Door Strike | ' possible (within 12 i : remioys
" possible (within 12 inches). : PoE
: One-Door
Red Lead Reader
| Controller |
Black Lead =] |nC
=|2c Relay
| b=
] ;
= [ nc
- + @ 1-C Relay
[ |no
DC Power
Supply
CAUTION! Make sure that lock
equipment does not exceed relay
contact ratings: 5A @ 28 VDC
[ PremiSys
PoE
Fail-Safe One-Door
Mag-Lock Reader
| Controller |
+ — Red Lead E NG
@=|2c Relay
- I— Black Lead E E :E
. =|-c Relay
__________________________________________ Sl =+ [ No
: Use an IDenticard Suppressor Kit
. if the door lock does not have DC Power
: transient clamping. The kit should : Supply
: be located as close to the load as

possible (within 12 inches).

See the previous page for guidelines on powering a door lock from the controller.

Wiring Supervised Input Points on the PoE One-Door Reader Controller

Supervised inputs such as these can be used for door-position input points or any other

input that requires supervision.
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PremiSys™ hardware supports only the standard “1 K normal, 2 K active” and “2 K
normal, 1 K active” supervision modes depicted here.

IMPORTANT! Inputs on a single board are normally processed in
ascending numeric sequence when they change state simultaneously
or nearly simultaneously. Consequently, if wiring a REX input point
and a door-position input point in a pair on a PoE One-Door Reader
Controller, make sure that the door-position input point has a higher
input number than the REX point paired with it.

Input circuits require one twisted pair per input and are rated at 30 ohms maximum.

PremiSys PoE
One-Door Reader
Controller

s )
Input Point

—

Standard

E} Ingut
1K Normal, SRR Input
2K Active .| @_} ¥

TB1

PremiSys PoE
One-Door Reader
Controller

i A

| t Point
npuﬁ oin \ _ Jﬂ} -

Standard
@-} Inﬁ:ut

TB1

2K Normal,

1K Active
. v,

Wiring Unsupervised Input Points on the PoE One-Door Reader Controller

Unsupervised inputs such as these can be used for REXes, general-purpose input
points or any other input that does not require supervision. See the topic "Wiring a
Supervised Input Point to the PremiSys Two-Reader Controllerfe1 T to wire inputs that
require supervision.
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Input circuits require one twisted pair per input and are rated at 30 ohms maximum.

PremiSys PoE
One-Door Reader
r ) Controller
Input Point
~ ppe—

Normally Closed @} Ingut

(Unsupervised) & .
\ J H IE]} {

PremiSys PoE
One-Door Reader

\ Controller
{ ™
O

Input Point
Normally Open @_} Ingut
(Unsupervised) &
\ J _@.} gt

Wiring a PoE One-Door Reader Controller to the PoE One-Door Reader Board

Communication from the PremiSys™ Two-Reader Controller to the PremiSys PoE
One-Door Reader Controller is handled via the Ethernet, while power to the board can
be handled via the Ethernet or via a separate power supply.

IMPORTANT! You can connect up to 16 PoE One-Door Reader Boards
to a single PoE One-Door Reader Controller. The total number of
possible doors (readers) that can be connected to one PoE One-Door
Reader Controller is 17: 16 doors on PoE One-Door Reader Boards,
plus one on-board door (reader) on the PoE One-Door Reader
Controller.
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[ m—
o Y
Ethernet
Port gj LIE
Ethernet
Port
PremiSys
PoE One-Door
Reader, IP and PremiSys
Two-Reader [PoE Dne-Door]
Controllers Reader Board

IMPORTANT! You cannot address the PoE One-Door Reader Board using
jumpers; you must assign a range of IP addresses to the Ethernet
controller. The controller then assigns one of those IP addresses to the
PoE One-Door Reader Board. Enter the MAC address of the PoE One-
Door Reader Board when you add the board to your Ethernet controller
through your PremiSys™ software. The controller links the MAC address
to an IP address from the range of reserved IP address.

Wiring a PoE One-Door Reader Controller to the One-Reader Board

IMPORTANT! You can connect up to eight One-Reader Boards (or
other downstream RS-485 I/0 boards) to a single PoE One-Door
Reader Controller. Once that limit is reached, up to eight PoE One-
Door Reader Boards can be connected for a maximum total of 16 I/0
boards. The maximum number of possible doors (readers) that can be
available on one PoE One-Door Reader Controller is 17: 16 doors
from all connected I/0 boards, plus one on-board door (reader) on
the PoE One-Door Reader Controller.
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é ] 0]
g - ko 5 B P i
eBEFF2 remiSys
— PoE One-Door PremiSys
B2 Reader One-Reader
Iﬂ@@@@@ Controller Board
I < M) o [TR .
o — O ofm
@ o |Ground
T TB1
TB2 onthe POE | Two-wire RS-485
One-Door Twisted pair(s), 24 AWG (0.2047 mmz2), with overall shield
Reader Maximum cable length: 4000 feet (1219 meters) of wire, total

Controller — RS- copper, including drops
485t0 TB 1 on
the One-Reader
board

Wiring a PoOE One-Door Reader Controller to the Two-Reader Board

IMPORTANT! You can connect up to eight Two-Reader Boards (or
other downstream RS-485 I/0 boards) to a single PoE One-Door
Reader Controller. Once that limit is reached, up to eight PoE One-
Door Reader Boards can be connected for a maximum total of 16 I/0
boards. The maximum number of possible doors (readers) that can be
available on one PoE One-Door Reader Controller is 17: 16 doors
from all connected I/0 boards, plus one on-board door (reader) on
the PoE One-Door Reader Controller.
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+
%
g o
]
I IEFE
Eo 2 % F 3
= PremiSys
Two-Reader
[ 0 A I Board
- K - - » (D o |TR+
PremiSys < M@ o |TR
PoE One-Door 2-Wire
'@' o | Mot Used RS-485
Reader Vo @ o |NotUsed
Controller @ o |Gound
T
2w install <=
J3 jumiper J3 on the Two-

-- Reader Board for 2-wire
RS-485 communications
an TBE.

IMPORTANT! Install Jumper J3 exactly as illustrated here! Four-wire
A RS-485 cannot be used!

TB2 on the PoE One-
Door Reader Controller
— RS-485t0 TB 6 on
the Two-Reader board

Two-wire RS-485
Twisted pair(s), 24 AWG (0.2047 mmz2), with overall
shield
Maximum cable length: 4000 feet (1219 meters) of
wire, total copper, including drops

Wiring a PoE One-Door Reader Controller to the Input Or Output Boards

IMPORTANT! You can connect up to eight Input or Output Boards (or
other downstream RS-485 I/0 boards) to a single PoE One-Door
Reader Controller. Once that limit is reached, up to eight PoE One-
Door Reader Boards can be connected for a maximum total of 16 I/0
boards. (The maximum number of possible doors (readers) that can
be available on one PoE One-Door Reader Controller is 17: 16 doors
from all connected I/0 boards, plus one on-board door (reader) on
the PoE One-Door Reader Controller.)
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o 20AZ1+

o o
- 5 Q -
i ] PremiSys
— ]
TB2 Input or
QOutput
BB A HHH Board
L/t _‘ \',II ._@ o | TR+
PremiSys < @ o |TR 2-Wire
PoE One-Door @ o |R+ i
Reader @ o |Rr
Controller @ o |Ground
_ . TB10
Install .._‘_'“"--...
z jurmper J3
& Ja o use Z-wire RS-485

communications on TE10

IMPORTANT! Install Jumper J3 exactly as illustrated here! Four-wire
A RS-485 cannot be used!

TB 10 - Input or Output Board

TB10-1 | TR+

TB10-2 | TR-

TB10-3 Not Used

TB10-4 Not Used

TB10-5 Ground

TB2 on the PoE One-
Door Reader Controller
— RS-485t0 TB 10 on
the Input or Output
boards

Two-wire RS-485
Twisted pairs, 24 AWG (0.2047 mm?2), with overall
shield
Maximum cable length: 4000 feet (1219 meters) of
wire, total copper, including drops

PoE One-Door Reader Controller LEDs

After initialization is complete the PremiSys™ PoE One-Door Reader Controller's
LEDs have the following meanings while in run mode:

Ethernet

OFF ON FLASH

© 2012 IDenticard Systems, Inc.
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Port LEDs
Yellow LED 10Mb/S Ethernet speed 100Mb/S N/A
Ethernet speed
Green LED No link Good link Ethernet activity
LED
1 Heartbeat and online status indicator
2 "On" indicates /O communication or IP address request
3 "On" indicates reader activity on either reader
4 "On" indicates Input Point 1 in Alarm
5 "On" indicates Input Point 2 in Alarm
6 "On" indicates Input Point 3 in Alarm (tamper-switch jumper)

Configuring PremiSys Ethernet Controllers

Each Ethernet controller (IP, Two-Reader and PoE Controllers) that you install on the
site's network must be have a unique IP address on that network. However, all Ethernet
controllers come programmed from the factory with the same default address, so you
must reprogram each controller with the unique IP address it requires. The IT personnel
at the site need to provide the addresses that are available for use. They also need to
let you know if there are subnet masks and default gateways to include as part of
programming each controller.

This reprogramming is done by connecting each controller to the network one at a time
and opening its Configuration Manager through a web browser on a client PC. You use
the Configuration Manager built into each controller to assign a new, unique address
and optionally set other parameters for the controller.

Your client PC needs to initially communicate with the Configuration Managers on the
Ethernet controllers. So, the PC must have an IP address in the same subnet as the
controller’'s default IP address and be compatible with your network's security settings.
Use one of the two methods given below to achieve compatible PC-controller IP
addresses and initially communicate with your Ethernet controller so that you can
configure the controller for use with your PremiSys™ software on the network at the site.

e On the network - If your network allows your PC to communicate with the IP
address 192.168.10.20, you can go ahead and connect to the controller over the
network. This address is the default IP address given to all controllers at the
factory.

e Off the network - If your network blocks communications with the IP address
192.168.10.20, you must connect to the controller from a PC that is off the network
and use a Category 5 cable (you may use a standard or crossover cable) plugged
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in directly between the PC and the controller. You must temporarily change the
PC's IP address so that it is in the same subnet (192.168.10) as the controller's
default address of 192.168.10.20 while you configure the controller. Consult
Windows® documentation for instructions on temporarily changing the PC's IP
address.

The complete PremiSys default communication parameters for the controllers are
shown below.

PremiSys Default Communication Parameters:

Network: static IP address = 192.168.10.20
Communication address: 0

Primary Host port: IP server, no encryption, port 6005
Alternate Host port: Disabled

IMPORTANT!: These default communication parameters given above
must be used the first time you program the controller or if you have
bulk-erased the controller. To communicate with the controller using
these default parameters you should set the controller's DIP switches to
"OFF, OFF, OFF, OFF."

Logging into the Configuration Manager for the First Time

If you are configuring the controller for the first time or after a bulk erase, set the DIP
switches to the "OFF, OFF, OFF, OFF" positions so that you can contact the controller
using the default IP address and other default communication settings. For additional
information about bulk erasing your controller, see the topic titled "Bulk Erasing the
Ethernet Controllersis3."

Logging into the Configuration Manager Using the Default IP Address

SE | To log into the Configuration Manager using the default IP
address:

1. Do one of the following:

¢ Plug a Cat 5 cable connected to the system network into the Ethernet
port on the controller, if your network allows your PC to communicate
with the default controller IP address 192.168.10.20.

e If your network blocks communications with the default controller IP
address 192.168.10.20, connect a Category 5 cable (or a crossover
Category 5 cable) directly between the PC and the controller to bypass
the network. You need to temporarily change your PC's IP address to
be onthe 192.168.10. subnet while you configure it. Revert to the
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original IP address of the PC after all controllers that need to be have
been configured. (Consult Windows® documentation for instructions
on temporarily changing and reverting to the PC's IP address.)

2. Opena Web browser window and enter “http://192.168.10.20" (without
the quotes) in the address bar of the browser.

3. Press your keyboard’s Enter key. A window that displays an IDenticard
logo opens.

4. Click the link “Click here to log in”. The log in window appears. You may
see a dialog box with a notice such as “There is a problem with the
security certificate for the website...” You can disregard this alert. Click
the option in this window that lets you continue opening the Web page.

5. Enter the user name “admin” and the password “password” (both are
case-sensitive) in the login window when it appears. The Home page for
the Configuration Manager opens.

NOTE: Ifyoudid a Bulk Erase or if you have never set up users for the
configuration process, you see a window containing statements such as
"The Default User Log-inis enabled,” "No USERS are defined," and "The
Default User Log-in switchis ON." Note that some of the statements are
marked by "( )" or (X) where "X" indicates that the statement is true. This
window is for informational purposes. At this point, just click “OK” to
close the notification window.

6. (Optional) Enter up to 250 characters in the Notes section. This section
is commonly used for information concerning the installation, such as
building location, etc. If you choose to enter notes, click “Save Notes”
when you finish.

7. You can now configure the controller's network and host communication
settings and create users. See the following topics to define the
configuration settings:

e Configuring Settings on the Network Pagefsl

e Configuring Settings on the Host Communication Pagefi?

e Configuring Settings on the Users Pageli24

e Configuring Settings on the Auto-Save PageEf'ﬂ (This feature is
currently not implemented.)

e Configuring Settings on the Restore/Default Page23)

e Applying SettingsEs'ﬂ

Configuring Network Page Settings

Changing the IP Address of the Controller

SE | To change the IP address of the controller:
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1. Click “Network” on the left side of the screen. The Network Settings page
appears.

2. Click to select the option button “Use Static IP configuration” and enter an
IP address that has been approved by the site's network administrator
and is compatible with the network’s subnet mask. Click in, or tab to, the
Subnet Mask field to auto-populate it. You may need to enter a value in
the Default Gateway field, but check with the site's network administrator
to know for sure.

NOTE — Note down the IP address that you enter in the IP Address
field for this controller since you must later enter the address in the
PremiSys software settings for this controller.

3. Click the “Accept” button at the bottom of the Network settings window.

NOTE — Clicking "Accept" does NOT save your changes and make
your settings effective! Settings are saved only after you open the
Apply Settings page and click the "Apply Settings, Reboot" button to
apply these changes before you log out of the Configuration Manager.

Go on to the next step.

4. Go onto the Host Comm page of the Configuration Manager to further
configure the controller if needed.
When done, be sure to open the Apply Settings page and click the "Apply
Settings, Reboot" button to apply your changes.
See the topic titled "Applying Settingsii29."

Configuring Host Comm Page Settings

IMPORTANT! If you are configuring any Ethernet controller to
communicate to the host over the Ethernet without using redundancy,
make no changes to the default settings for the communication address
(which should be "0"); the connection type, which should be "IP Server;"
or the alternate host port connection type, which should be "Disabled."”
If you do not need any of the other features provided on this page, you
may disregard all settings here.

Selecting a Communication Address

SE | To select acommunication address:

1. Click “Host Comm” on the left side of the screen. The Host
Communication page appears.
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Leave the Communication Address field at the top of the window at the

default “0” under the following circumstances:

e [f you are using Ethernet for primary communications to the controller
with no redundant communications (see alert above)

e If you are using Ethernet for primary communications and redundant
communications to the controller

e If you are using Ethernet for primary communications to the controller
and RS-232 for redundant communications

If you plan to use RS-485 (IP Controller only) for either your primary or
redundant communications verify that the value in the Communication
Address field is unique for the RS-485 loop. You may use any value from
0 through 7, but remember that every controller on an RS-485 loop must
have a unique address.

IMPORTANT! The address that appears or is entered in the
Communication Address field must also appear or be
entered in the PremiSys software settings.

Click the drop-list in the Primary Host Port Connection Type field to select
a type. See the topics farther down on this page that explain each of the
possible selections. For any controller connected via the Ethernet
to the host PC always select "IP Server" here. The "IP Client"
connection-type option has not been implemented. Do not select it.
Depending on your selection in the Connection Type field, other fields
become available on the page.

IMPORTANT! This setting requires a matching setting for the
channel as configured in the PremiSys software. For
example, if you select a connection type of “IP Server,” the
Comm. Type setting for the corresponding channel in your
PremiSys software must be “Network Out.” See the
PremiSys Online Help for additional information.
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IP Server Connection Type
The IP Server connection type is available for the Primary Ethernet port.

V]

1.

To configure the IP server type:

Select"IP Server" as the communication type.

Enter a number in the Port Number field or keep the default Port Number
“6005".

IMPORTANT! The number that you enter in the Port Number
field must also be entered or appear in the PremiSys
software settings.

Select one of the following options:

e “Allow All" — Allows the IDenticard Windows Service to communicate
with this controller from any IP address.

e “Authorized IP Address Required” — Allows the IDenticard Windows
Service to communicate with this controller from only the IP address
specified. If you select this option you must enter an IP address in the
Authorized IP Address field. Talk to your network administrator if your
network uses dynamic IP addressing (DHCP.)

Click the “Accept” button at the bottom of the Network settings window.

NOTE — Clicking "Accept" does NOT save your changes and make
your settings effective! Settings are saved only after you open the
Apply Settings page and click the "Apply Settings, Reboot" button to
apply these changes before you log out of the Configuration Manager.

Go on to the next step.

Go on to the next page of the Configuration Manager that you need to
further configure the controller. However, if you do not need to set up
users or immediately restore the default Network and Host Comm
settings, you have finished configuration.

Click the Device Info link in the sidebar and verify that all four DIP
switches are OFF. The IP address displays the default address, not your
configured address, until you have applied your settings.

Open the Apply Settings page and click the "Apply Settings, Reboot"
button to apply your changes.
See the topic titled "Applying Settings 23."
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Serial RS-232 Connection Type

It is highly unlikely that you want to use RS-232 serial communications as primary
communications for connecting to an Ethernet controller. However, if you do, follow
these guidelines.

The Serial RS-232 connection type is used on Port 1 as either the Primary Port or as
the Alternate Port. Itis available for the IP Controller and the Two-Reader Controller.

V]

1.
2.

To configure the serial RS-232 connection type:

Select "Serial RS-232" as the communication type.

Select a baud rate in the Baud Rate field. The default is 9600.

IMPORTANT — The number that you enter in the Baud Rate field must
also be entered in the PremiSys software settings.

Select an option in the Flow Control field. The defaultis "None."

IMPORTANT — The selection that you make in the Flow Control field must
also be entered in the PremiSys software settings.

Click "Accept" to save your settings.

IMPORTANT — Clicking "Accept" does NOT make your changes and
settings effective! You MUST open the Apply Settings page and click the
"Apply Settings, Reboot" button to apply these changes before you log
out of the Configuration Manager. See the topic titled "Applying Settings

mlll
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Serial-Modem Connection Type
Do not select the Serial-Modem connection type.
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Serial RS-485 Connection Type (IP Controller only)

It is highly unlikely that you want to use RS-485 serial communications as primary
communications for connecting to an Ethernet controller. However, if you do, follow
these guidelines.

The Serial RS-485 connection type is used on Port 1 as either the Primary Port or as
the Alternate Port. It is available for only the IP Controller.

V]

1.
2.

To configure the serial RS-485 connection type:

Select "Serial RS-485" as the communication type.

Select a baud rate in the Baud Rate field. The default is 38400.

IMPORTANT — The number that you enter in the Baud Rate field must
also be entered in the PremiSys software settings.

The Flow Control field default is "RTS Toggle" and cannot be changed.

IMPORTANT — The selection in the Flow Control field must also be
entered in the PremiSys software settings.

Click "Accept" to save your settings.

IMPORTANT — Clicking "Accept" does NOT make your changes and
settings effective! You MUST open the Apply Settings page and click the
"Apply Settings, Reboot" button to apply these changes before you log
out of the Configuration Manager. See the topic titled "Applying Settings

mlll
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Serial-Cobox Connection Type (IP Controller only)
It is highly unlikely that you want to use a Network Card to connect an Ethernet controller.
However, if you do, follow these guidelines.

The Network Card can be used as an Ethernet connection for the Alternate Port. It can
be used with only the IP Controller. See also the topic "Using a Network Card with
PremiSys Software" in the online Help file.

SE | To configure the serial-Cobox connection type:

1. Select"Serial-Cobox" as the communication type.

2. Select a baud rate in the Baud Rate field. The defaultis 38400.

IMPORTANT — The number that you enter in the Baud Rate field must
also be entered in the PremiSys software settings.

3. The Flow Control field default is "RTS/CTS" and cannot be changed.

IMPORTANT — The selection in the Flow Control field must also be
entered in the PremiSys software settings.

4. Click "Accept" to save your settings.

IMPORTANT — Clicking "Accept" does NOT make your changes and
settings effective! You MUST open the Apply Settings page and click the
"Apply Settings, Reboot" button to apply these changes before you log
out of the Configuration Manager. See the topic titled "Applying Settings

129,

Alternate Host Port Connection
The alternate host port is available on only the IP and Two-Reader Controllers.

SE | To configure the Alternate Host port:

1. Select a communication type.

2. Fillinthe fields that appear, according to the communication type you
selected. See the instructions above for each communication type.

3. Click "Accept" to save your settings.

IMPORTANT — Clicking "Accept" does NOT make your changes and
settings effective! You MUST open the Apply Settings page and click the
"Apply Settings, Reboot" button to apply these changes before you log
out of the Configuration Manager. See the topic titled "Applying Settings

m.ll
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Configuring User Page Settings

You can create a maximum of 10 user names for the Configuration Manager. These
user names can be given different levels of authorization. Follow the steps below to
create, edit and delete user names.

Creating User Names (Custom User Names)

V]

1
2
3.
4

To create a user name:

Click “Users” on the left side of the screen. The Users page appears.

Click “New User” to add a username. The User Account window opens.
Enter a four to ten character user name in the Username field.

Click the drop-list in the Select account level field to select one of the
following accessibility levels:

e Level 1 - Allows the user to view and edit all pages in the
Configuration Manager for this controller.

e Level 2 - Allows the user to view these pages: Home, Network
Settings, Host Communications, Device Info, and Log Out. The user
cannot view other pages and cannot edit any configuration settings.

e Level 3 - Allows the user to view these pages: Home, Device Info,
and Log Out. The user cannot view other pages and cannot edit any
configuration settings.

Enter a six to ten character password in the Password field and also
enter it in the Password again field.

Enter up to 32 characters in the Notes field, if you want.

Click “Save” to save the settings. The Users page reappears with the
new user name displayed in the list.

When finished configuring settings on the User Page, click “Submit” to
save your changes. See the Alert below.
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Editing User Names

SE | To edit a user name:

1. Click “Users” on the left side of the screen. The Users page appears.

2. Click to place a check in the check box next to a user name and then click
“Edit.” The User Account window opens.

3. Change the user name in the Username field, if you want.

4. Click the drop-listin the Select account level field to change the selection
to one of the following accessibility levels:

e Level 1 - Allows the user to view and edit all pages in the
Configuration Manager for this controller.

e Level 2 - Allows the user to only view these pages: Home, Network
Settings, Host Communications, Device Info, and Log Out. The user
cannot view other pages and has no edit rights.

e Level 3 - Allows the user to only view these pages: Home, Device
Info, and Log Out. The user cannot view other pages and has no
edit rights.

5. Click to select one of the following options:
e "Don't change password.” Skip to Step 6.
¢ “Change password” and then enter the new six to ten character
password in the fields titled “Password” and “Password again.”

6. Editor enter up to 32 characters in the Notes field, if you want.

7. Click “Save” to save the settings. The Users page reappears with the
new user name displayed in the list.

8. When you have finished configuring settings on the User Page, click
“Submit” to save your changes. See the Alert below.
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Deleting User Names

A NOTE: You cannot delete the default user login.

Z | To delete user names:

1. Click “Users” on the left side of the screen. The Users page appears.

2. Click to place a check in the check box next to one or more user names
to select the user names you must delete.

3. Click “Delete.” The user name disappears from the list.

NOTE: This action s irreversible and there is no confirmation dialog.
Once you click “Delete” the selected user name(s) are deleted.

Changing the Session Timer

The Session Timer allows you to increase or decrease the inactivity time users are
allowed before they are automatically logged out of the configuration manager. The
times are listed in 5-minute increments from 5 minutes to 60 minutes.

SE | To change the session timer:

1. Click “Users” on the left side of the screen. The Users page appears.

2. Click the drop-down arrow in the field titled Session Timer to select one
of the available time options.

3. Click “Save Session Timer” to save your session timer changes.
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Changing the "Disable Web Server" Option

Disabling the Web server prevents users from accessing the Configuration Manager
while the controller is in Normal Operating mode (all DIP switches set to "OFF.")
Disabling the Web server helps secure your controller because you must move DIP
switch 1 to the “ON” position to enable any users to access the Configuration Manager.
See the "Important” alert below the step-by-step instructions below.

Z | To change the "Disable Web Server" option:

1. Click “Users” on the left side of the screen. The Users page appears.

2. Scroll to the bottom of the Users window and review the options
displayed:
¢ Disable Web Server — Select this option to prevent users from
accessing the Configuration Manager while the controller is in Normal
Operating mode (all DIP switches “OFF.”)
¢ Disable SNMP — Not used.
e Disable Bonjour
e Enable Door Forced Open Filter
NOTE - If you do not see these options check the DIP switch settings for
your controller. DIP switch 1 must be in the “On” position for the “Disable”
options to display on the “Users” page. (Click “Device Info” on the left
side of the screen and review the DIP Switch information on the Device
Information page that appears.)

3. Click “Submit” to save your changes. See the Alert below.

CAUTION!
A If you select the following settings:

¢ "Disable Web Server" on the Users page of the Configuration
Manager; and

¢ All DIP switches OFF,
then no users can contact the Configuration Manager and make changes
to your controller. (See the table below.) When you want to make
changes to the controller, move DIP switch 1 to “On” and then log in as
a user with edit rights (Account level 1.) After you make the necessary
changes verify that the option “Disable Web Server” is selected on the
Users page, apply the settings, wait for the controller to finish
rebooting, and then move DIP switch 1 to the “Off” position. Do not
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move the DIP switch while the controller is initializing or you may erase
all information on the controller!

Configuring Auto-Save Page Settings

Do not use the Auto-Save options. They have not been implemented.

Configuring Restore/Default Page Settings

If you have been making configuration changes and decide that you do not want to keep
those changes, you can restore the current settings (current before you made your
changes) if you have not yet clicked the "Apply Settings, Reboot" button on the Apply
Settings page.

If you want to return your controller's Network and Host Communication configurations to
the PremiSys™ default settings you can restore the defaullt.

These "Restore" options do not affect settings on the Home Page or Users Page.
Changes you made on the Home and Users pages have already been saved and you
cannot undo them (unless you Bulk Eraselisd the controller.)

Follow the steps below to restore your controller's configuration.

SE | To restore default or current settings:

1. Click “Restore/Default” on the left side of the screen. The Restore
Settings page appears.

NOTE: The Users settings are not affected by a “Restore” process.

2. Do one of the following:

¢ Click “Restore Default” to return all Network and Host
Communication settings for this controller to the original IDenticard
default settings.

¢ Click “Restore Current” to return the Network and Host
Communication settings for this controller to the last applied
settings. (Settings are applied when you click “Apply Settings,
Reboot” on the Apply Settings page. If you have not yet applied
settings during your session, the Network and Host Communication
settings are returned to the values they had before you logged in.)

NOTE: The Users settings are not affected by either “Restore” option.

3. Log outto save the restored settings or return to the Network page or
Host Communication page to edit the restored settings.
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Applying Settings

You must click the "Apply Settings, Reboot" button on the Apply Settings page
to save the currently configured Network and Host Communication settings.

Follow the steps below to apply the Network and Host Communications configurations.

Z | To apply Network and Host Communication configurations:

1. Click “Apply Settings” on the left side of the screen. The Apply Settings
page appears.

2. Click “Apply Settings, Reboot”. The controller begins to reboot.

NOTE: The controller does not reboot until you click this button! An alert
window opens asking you to close the alert window.

3. Click “OK” to close the alert. You may also see another alert window
asking if you want to close the browser window. Click “Yes” to close the
browser window or "No" to keep the browser window open.

Note: The Configuration Manager logs you out even if you click "No" and
the browser window remains open.

4. Place all DIP switches in the “OFF” position so that the controller is in
normal run mode. Your host can now communicate with the controller
through your network using the settings you configured. Read ALL alerts
below.

Note: You must also configure the hardware settings in your PremiSys
software.

Notes:

A e If you changed your PC’s IP address to match the default IP address
of the controller, make sure you change your PC's IP address back
to the subnet that matches your network.

e If you originally had to connect to the controller directly from your
PC using a crossover Cat 5 cable, remember to reconnect the
controller to your network using a regular Cat 5 cable.

e If you gave the controller an IP address on your network’s subnet
and you selected “Allow All” in the Configuration Manager on the
Host Communication page, you can now contact the controller’s
Configuration Manager from any PC on the network. Or, if you
restricted the access to specific PC’s on the subnet, those PC’s can
now contact the Configuration Manager for this controller.
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If you previously applied settings in the Configuration Manager and you want to edit the
controller's configuration settings, the DIP switch settings you must select depend on the
configuration you previously applied to the controller. Since you (or another user) may
previously have applied the "Disable Web Server" option, the table below indicates the
controller's response if that option is turned on or off. See the topic titled "Configuring
User Page Settingsfi2a" for additional information about adding custom users and

disabling the web server.
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Configuration Manager Access Chart with DIPs in Normal Operating Mode Position

DIP Switches

Custom Users
Configured

Disable Web
Server Applied*

Access to Configuration
Manager

o}

T

T
NO

Al A
Ol |0
| |m
-l |m
F R FOR N

Yes

Yes

No users canlog in.

Highest available level of
configuration security but
DIP switch "1" must be
physically moved to the
"ON" position for any user to
configure the controller.

No

Custom users can log in.
Disable Web Server options
not available.

High level of configuration
security. The default
"Admin" user cannot log in
to configure the controller.
Custom users can log in but
cannot change "Disable
Web Server" options.

No

Yes

No users canlog in.

Highest available level of
configuration security but
DIP switch "1" must be
physically moved to the
"ON" position for the default
"Admin" user to configure
the controller. No other
users can log in.

No

Default "Admin" user can log
in.

Disable Web Server options
not available.

DIP switch "1" must be
physically moved to the
"ON" position for the default
"Admin" user to change
"Disable Web Server"
options.
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Configuration Manager Access Chart with DIP "1" in "ON" Position

Custom Users Disable Web Access to Configuration

DIP Switches Configured | Server Applied* Manager

Default user and custom
users canlog in.

Disable Web Server options
available.

Not as secure from

Yes configuration changes. The
default "Admin" user and
custom users can log in to
configure the controller. All
users can change "Disable
Yes Web Server" options.

Default user and custom
users can log in.

Disable Web Server options
available.

The default "Admin" user
and custom users can log in
to configure the controller.
All users can change
"Disable Web Server"
options.

No

Al A
Ol |0
Tl |m
-l |m
B N =

Default user can log in.
Disable Web Server options
available.

The default "TAdmin" user
can log in to configure the
controller and can change
"Disable Web Server"
options.

No Yes

Default user can log in.
Disable Web Server options
available.

The default "Admin" user
can log in to configure the
controller and can change
"Disable Web Server"
options.

No
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Bulk Erasing Ethernet Controllers

A bulk erase returns the controller's configuration settings to the default settings and
erases all cardholder and application data stored on the controller.

Perform a bulk erase if:
¢ You want to be sure that you are starting with a blank database on an Ethernet
controller
¢ You need to "start over" and redownload your database to an Ethernet controller -
perform the bulk erase first

SE | To bulk erase the controller:

1. Place DIP switches 1 & 2 inthe "ON" position and 3 & 4 inthe "OFF"
position.

2. Ifthe controller is not powered, apply power to the controller. Ifitis
already powered, briefly cut or pull power from the controller for a few
moments, and then reapply power.

3.  Watchthe LEDs and when LEDs 1 & 2 and LEDs 3 & 4 flash alternately
at half second intervals, move DIP switch 1 to “Off.”

4. Watchthe LEDs and notice:
a. LED 2 flashes at a two-second rate during the erase cycle.
b. LEDs 1 & 4 flash for 10 seconds after memory has been erased.
c. LED 1 displays a heartbeat.

5. Move DIP switch 2 to “Off” when LED 1 displays a heartbeat. All DIP
switches should now be OFF.

6. Press the “Reset” switch on the controller, and watch the LEDs repeat
their light cycles as described in Step 4. Wait for LED 1 to redisplay the
heartbeat, which indicates that the controller is in the initial configuration
mode. You can now use the default IP address (192.168.10.20) and port
(6005) to contact the board through the Configuration Manager. See the
topic "Logging into the Configuration Manager for the First Timeh3" for
additional information.

Other PremiSys Controllers

The PremiSys controllers in this section use serial communication unless they are
equipped with an external Network Card for Ethernet communications.

* PremiSys Expandable Controllerlsa]

e PremiSys Compact Controller|iss]
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PremiSys Expandable Controller
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Ifuging a Matwaork Card, et these jumpers fof RS-232 ---------rreeeannaaans o] M TB1
4mite i
Fiug in Metwork Card for Ethernat. [2] : o
Jumper J26 balow must be removed. =] o)
5
4 T "
12vec| @) TB4 ot wiring the m —]an
Power Mot Used| @ o Power Faiure ar
Supgly @ Enclasure Tamper
Ground o * alarms you must
shor-wira tha Install jumpars J3 & J11 421 Cl
@ - 1 TBS unusad pins, to angags RS-485 ECQL :
Powear Failura termination for Port 1. .
Adarim {N.C. o
i { } @ IJ“;'E‘:;I'I ﬂ";?i:m Install jumper J21 to engage RS- . s (|
@ o 485 EOL tarmination for Port 2, —
Enclosune Tamper » engaga R3-485 -
Alarm {N.C.} @ o EOL termination Inatall jumper J22 0 engage RS- TB2
; for Port 8. 4BS EOL termination for Porl 3.
Y Remove this TB3
j::: L: [— - jumper if Install jumper J23 1o engage RS-
11 fa u , 485 EOL termination for Port 4. -,
RALE I N Metwark
Card. 15K [=] 3 '-
'%Eﬁ @ o |TB6 . Sl these DJM 15 ; 20
RKDG -, jumpers o sTef |3
Port 3 Y |(@) o  reflect Port 6 i
RS-232/ (< S o ;- wing on T8E. iz
R5-485 oTEs 4 wirz -2 wie . . .
R @ E= j:: On jumpsr J25: iﬁi _GJN
Ground @ o A8 ) Sat pins 1 & 2 for serlal communication. A B C -
el ping 2 & 3 for Ethermnat communication. . 3
LED A represents Task Monitor
LED B represents Host
communication
3V Litium LED G remeeria o .
BRZ325 Insiall jumper J24 to engage RS-
BR2330 485 ECL tarmination for Fort 5,
CR2330
Replacs this battary
. Plu ichnaal
Memory annually. 3 M?:r:r“? Mb
Backup mamary card in
Battery here. Secure card
BT1 on white plastic
({ ) -p*ﬂ:*q. -p*f.l"\‘*q. SUPPOR peg al lefl
i) if
'-I-Tr-‘i ""-E.Irfé P
Support Peg for T Support Peg for 3 [=-1r=--
Mb Memeory Card Mb Memory Card
Program
PROM
Chip
- m . (u11)
IDenticard” PremiSys Expandable Controller
Item Code PREM-CTLRENET
E2006-20009 Brady Workiwide, Inc. All ights resarved.
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Sample General Configuration for a PremiSys Expandable Controller
Connected to other PremiSys Boards, a Reader and Auxiliary Equipment

Host PC

1
I I

dooooon —

m :
UPp
v

@ [input 2]
@ inpotBoard 1 :

Upto & r
2 PramiSys “f;mm Input 1 Reader 1 I Reader 2
Expandable availabla

= Contraller

PremiSys =
Two-Reader

r Board Upto &
. m s b ol Fa B S— 5 OULpUts
PremiGys UIC' to 16 % 5 svallable
i nputs v : 8
gﬁ;;; avallabie r:::lirfs E
<5485 Soety

Expandable Controller Specifications

Certifications for the Expandable Controller

UL: recognized to UL 294: Access Control System Units - component
CE: EN55022, EN50082-1, IEC801-2, [IEC801-3 and IEC801-4

Dimensions and Weight of the Expandable Controller

Controller Width

8.0 inches (203 mm)

Controller Height

6.0 inches (152 mm)

Controller Depth

1.0 inch (25 mm)

Controller Weight

10 ounces (290 g) (nominal)

Environmental Specifications for the Expandable Controller

Temperature

32°F to 158°F (0°C to 70°C) operating
-67°F to 185°F (-55°C to 85°C) storage

Relative Humidity

0 to 95% RH noncondensing

© 2012 IDenticard Systems, Inc.
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Power Specifications for the Expandable Controller

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

Input Voltage 12 VDC * 10%, 400 mA (550 mA with Network Card)

Memory Backup Lithium coin cell, 3.0 V, type BR2325, BR2330, CR2330

IMPORTANT! Replace the coin cells (memory backup) used in the
controllers annually. Use three-volt, lithium coin cell batteries of the

types BR2325, BR2330 or CR2330 as replacements.

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Wiring Requirements for the Expandable Controller

Power to Expandable

Twisted pair, 18 AWG (0.823 mm?).

Controller

Port 1 — RS-485, Ethernet (requires a PremiSys Network Card)
RS-232 or Ethernet to Category 5 cable

Host

RS-232
Twisted pair, 22 AWG (0.325 mm?), with overall shield
Maximum cable length: 50 feet (15.2 meters) of wire,
total copper, including drops

RS-485
Twisted pair, 22 AWG (0.325 mm?), with overall shield,
120 ohm
Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

Port 2 — RS-485 or
RS-232 to Host

RS-232
Twisted pairs, 24 AWG (0.2047 mm?), stranded with
overall shield
Maximum cable length: 50 feet (15.2 meters) of wire,
total copper, including drops

RS-485
Twisted pairs, 22 AWG (0.325 mm?), with overall shield,
120 ohm
Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

TR2 — RS-485 to /O
boards

Twisted pairs, 22 AWG (0.325 mm?), with overall shield
Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

TR3 — RS-485 to /O
boards

Twisted pairs, 22 AWG (0.325 mm?), with overall shield
Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

TR4 — RS-485 to /O
boards

Twisted pairs, 22 AWG (0.325 mm?), with overall shield
Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

TR5 — RS-485 to /O

Twisted pairs, 22 AWG (0.325 mm?), with overall shield

boards Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops
Alarm Inputs Twisted pair, 30 ohms maximum

© 2012 IDenticard Systems, Inc.
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Communications Specifications for the Expandable Controller

Port 1 Ethernet (requires a PremiSys Network Card),

10/100Base-T interface;

RS-232, DTE or Two-wire RS-485
2,400-38,400 bps, asynchronous

TR2 through TR5 Two-wire RS-485
2,400-38,400 bps, asynchronous

Port 2 (redundant) RS-232, DTE or Two-wire RS-485
2,400-38,400 bps, asynchronous

Access-Control Specifications for the Expandable Controller

Memory 1 MB standard
Optional plug-in 3 MB card for 4 MB total
Optional plug-in 7 MB card for 8 MB total

tamper and power loss

Alarm Inputs Two unsupervised, dedicated alarm inputs for enclosure

Indicators on the Expandable Controller

Visible 3 red, single-color LEDs
Expandable Controller DIP Switches — Chart with Sample Settings
Switches
Selection 1 2 3 4 5 6 8
Address 0 Ooff | Off | Off
Address 1 On | Off | Off
Address 2 Off | On | Off
Address 3 On | On | Off
Address 4 Ooff | Off | On
Address 5 On | Off | On
Address 6 Ooff | On | On
Address 7 On | On | On
Port 2: No hardware off

handshake

Port 2: TX enabled by CTS Oon
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Port 1: No hardware
handshake

Off

Port1: TX enabled by CTS

115,200 bps

Off

9600 bps

On

19,200 bps

Off

38,400 bps

No password logon required

Off

Password logon required

On

© 2012 IDenticard Systems, Inc.
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Sample DIP Switch Settings

[OFF »joo [OFF e
o The address of this Expandable o The address of this Expandable
gorrj[t;o::er ii Dd[S1—SE]:I]. ol E:: Ef"— Eorrj[l;orl:er ia 4&51—5?}:};. :ml -
o 0 as hardware flow contro o o as hardware flow
0 © < ON Jo
(S5). E contral (S5).
o Port 2 does not have hardware flow o Port 2 has hardware flow
o <ON o
cantral (S4). m cantral (54).
o The communication speed betwean < o The communication speed mm -
the host PC and the Expandable between the host PC and the
Controller is 115,200 bpm [OFF > Expandable Controller is 38,400 [« ON |
(SB-8T). bpm {S6-87).
o Mo password is required for the Z m ™ o No password is required for the =z m ™
controller {S8). controller (S8).
& o [OFF >~ ° 0 OFF -

Expandable Controller Jumper Settings

Jumpers Set At | Selected
232 Port 1 is RS-232 or Ethernet
J4, J5, J6, J7,J10

485 Port 1 is RS-485

126 OFF Port 1, Ethernet
ON Port 1, Serial (RS-232 or RS-485)

18 2W Port 1 is 2-wire for RS-485 interface
4\W Port 1 is 4-wire for RS-485 interface
232 Port 2 is RS-232
J13,J14, J15, J16, J19

485 Port 2 is RS-485

117 2W Port 2 is 2-wire for RS-485 interface
4\W Port 2 is 4-wire for RS-485 interface

19. J11 OFF Port 1 RS-485 EOL Terminator is not on
’ ON Port 1 RS-485 EOL Terminator is on
OFF Port 2 RS-485 EOL Terminator is not on
J18, J20

ON Port 2 RS-485 EOL Terminator is on

121 OFF TR2 RS-485 EOL Terminator is not on
ON TR2 RS-485 EOL Terminator is on

122 OFF TR3 RS-485 EOL Terminator is not on
ON TR3 RS-485 EOL Terminator is on

123 OFF TR4 RS-485 EOL Terminator is not on
ON TR4 RS-485 EOL Terminator is on
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124 OFF TR5 RS-485 EOL Terminator is not on
ON TR5 RS-485 EOL Terminator is on
1-2 Setpins 1 & 2 for Port 1 serial
J25 communication.
2-3 Set pins 2 & 3 for Ethernet communication.

Setting End-of-Line (EOL) Resistance for the Expandable Controller

In the diagram below:

Controller B
e Jumpers J21, J22, and J23 are set to indicate there are end-of-line boards on
the controller's Ports 2, 3 and 4. In this example, B1, B2 and B3 are all end-of-

line boards.

e Do not setJ9 and J11 because Controller B is not the end-of-line for its serial

line.

RS-232 AWG 22
D
Port1 MUK

HOST
Port 2
Install jumper JP1 o
sat EQL farmination R5-485 22 AWG
on Port 2.
C Port 1
B pors IP Controller
A Part 1 Expandable > Install jurnper J10 o set
Compact Port 2 Controller Port 3 N RE-485 EOL on Port 1
Controller [
Part 4 X
Port 5 Portd
Inestall J21, J22 and J23 for Install J5 for RS-485 EOL
nstall J11 for Part 2 Port 2, 3 & 4 RE-4B5 EOL on port 3 (TB4).
15-485 EOL tarmination.
tarmination
E
B1 Twe- Port 17
Toro- Readar > M-
Readsr Board B2 nstall 42, J12. .3 and J8
Board Install jumper J5 Output X for Part 1.2, 4 &6 EOL
Mo EOL 1o sal RS-485 Board larmination
jumper satbings EOL
neaded Install jumper J1
to sel RE-485 &
ECL
Az Input
Board A3 Output S BS )H
=~ Board Input
Mo EOL Baard
Jumper settings natall lumpar J4 .
neaded =Ll Install jumper J1 C3 Twe
L 1o sel RS-485 Lo
EQL Board

Na EOL
umpar saifings
neaded

Board

Install jumper J1
to set RS-465
Ol

© 2012 IDenticard Systems, Inc.
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Wiring an Expandable Controller to a Power Supply

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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o
. @
;}s‘t Q?* +«  Wire ground to COM
L = . If unswitched, wire positive to C (shown)
o o o o o o |Eachof8 power outputs provides up to +  liswitched, wire positive to NC for fail-safe,
NG G NO COM NG G NG con| 25A @ 12VDC. Total output wire posifive o NO for fallsecure
@@ ® @. @ @ @ amperage on all 8 ports not to excesd = Usetwisted pair, 18 AWG {0.823 mm") wire
10 A
+H2VDC @ S Expandable Controllar | TB4
Twisted pair, 18 AWG {0,823 mm’} wirs NotUsed |(7) o Compact Contralier | TEH
Ground @ o Two-Reader Board | TBT
Input and Outpul Boards | TB11
Power to PremiSys Expandable Controller, (W recommend ne mors than 2
Compact Controller, Two-Reader Board, Input Board, Output Boards powered via one
Output Board using optional Alfronix® Power Supply pawer supply output )
&
=  Observe polarity for all DC wiring )
«  Use twisted pair, 18 AWG (0.823 mm”) wire
DC Output

10A@ 12 VDC

HIVDC @ > Expandable Controller | TB4
Twisted pair, 18 AWG (0,823 mm’) wire Not Used | () o Compact Controfler | TB1
Greurd @ o Two-Reader Board | TBT

Input and CQutput Boards | TB11

Fower to PremiSys Expandable Controller,
Compact Controller, Two-Reader Board, Input Board, Quiput Board
using optional Ten-Amp Power Supply

\f\.
«  Observe polarity for all DC wiring
o  Use twisted pair, 18 AWG (0.823 mnt) wire
DC Qutput
4A@12VDC
HEVOC @ 5 Expandabla Controller | TB4
Twistad pair, 18 AWG (0,623 mm®) wirs Mot Used () o Gompact Controlier | TB1
Ground @ o Two-Reader Board | TBT
Input and Outpul Boards | TB11

Power to PremiSys Expandable Controller,
Compact Controller, Two-Reader Board, Input Board, Output Board
using optional Three-Amp Power Supply

Wiring an Expandable Controller for Enclosure Tamper

B 5

Enclosure TB5-3 | Ground

Tamper | TB5-4 |Input 1

© 2012 IDenticard Systems, Inc. Rev. April 2012
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Wiring an Expandable Controller to the Host

Expandable Controller via Ethernet to Host

PremiSys Expandable Controller
Ethernet To Host

 Seb jumpers M J8, JT, 010, ©
and J5 to reflact 232 wiring.

Hub (Optional) - J!- &, Port1 |
o Bl B R I il = AN
Flug the Network Card into - e Le] @
! sockel J27 1o use Ethemet "o, 27 a Mat
b 4 @ Used
o o @
° @

RJ-45

Network

.r"
) .lza

Remove jurpear J26 when
v Metwork Cand Is used, |

Card
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Expandable Controller via Four-Wire RS-232 to Host

RS-232 communications are limited to 50 total cable-feet (15 total cable-meters.)

Set J4,J6,J7 J10 for RS-232°
communication. : Lble 1o Host PG
PT°5“11 - DB-9 |[DB-25
P Pins || Pins
485 233 o @|™01/TRI+ t——i—W—| 2 3
........................... G s 7 T
Set JB for 2-wire [E ] e o (F)|RAD1TRI- —p—i—i| 3 2
N o i | i
_____ CMMUNCALON. o i s G [0 @[RTSI/RI Lo
_ Y o o @|cTstiRI- b
. SetJsforRS-232 o S Lo o (@ |signal Ground 5 ;
: communication. : \ /.»‘
PremiSys Expandable Controller
Two-Wire R5-232 To Host
Set J4,J6,47,410 for RS-232 Cabls To Hast PG
: communication. Port 1 ——
.............................. De-9 | lDe-25
N TB1 P Pins || Pins
S , S o @|POITRIY ————— | 2 || 3
Set J8 for 4-wire ! N % ° @ RXD1/ TRI- ] § 5 5
communication. ) . he o i i
__________________________ - A Luie L2l s o (P|RTS1/RI+ ———'—b 7 4
SRS RS o @CTSI/RI- 4——F— | & 5
. SetJsforRS-232 00 48R 2 : i
© communication. ©_ (P |signal Ground 7 5 7
PremiSys Expandable Coniroller -
Four-Wire RS-232 To Host

© 2012 IDenticard Systems, Inc. Rev. April 2012
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Expandable Controller via Two-Wire or Four-Wire RS-485 to Host

RS-485 communications are limited to 4000 cable-feet (1219 cable-meters) total
copper, including drops for all controllers on one channel.

. Busto
- Set J4,J6,J7,J10 for RS-485 Converter
: communication. Port 1
................................ 485 232 TB 1 .
a| J4 & )
Set J8 fOf_ 2-\'"\""9 4 wire 2 wirs : ﬁ ° @ TAD1 /TR - El l': -
communication. RN T =] 5 @ RXDA | TRA- -— —
.......................... R O i H
485 732 o () |Not Used
Set J5 for RS-485 " o (7 |Not Used
communication. E”' o ()|signal Ground B
! Install jumpers J8 & J11 __L
PremiSys Expandable Controller | : toengage RS-485 EOL - -
Two-Wire RS-485 To Host . termination [fneeded
for Port 1.
Sol U4 057,110 fo RS 485 Bus o
: communication. Port 1 Converter
................................ 485 232 TB 1
@ | ."""-,.
Sel J8 for 4-Wire . awiee_2wia =l o (F)|T<D1 TR+ - .
communication. =] 48 (1= 10 o @ R¥D1 | TR1- -
......................... -l I=]as
Uoags gaz o (A)|cTs R+ -
Set J5 for RS-485 i o (@IRTS1/R- -
communication. Bm o @ Signal Ground ! _ !
" nstail jumpers J8 & J11 : _T_
PremiSys Expandable Controller | : o =ngage RS-485EQL - =
Four-Wire RS-485 To Host | = ™ farmen 37
our-Wi for Part 1.
Wiring an Expandable Controller to the One-Reader Board
' )
PremiSys
Expandable PremiSys
and Compact One-Reader
Controllers Board
- J
TRt |0 @ e P () o [TRt
2-Wire i ! ) 2-Wire
RS-485 R-|o @ — M@ o TR RS-485
Ground | o () A (a o |Ground
TRe | 0 @ T TB1
2-Wire R|o @ =
RS-485
Ground | o @
Expandahble Controller | TB2 or TB3
Compact Controller TB4
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Wiring an Expandable Controller to the Two-Reader Board

- .

PremiSys
Expandable
and Compact PremiSys
Controllers Two-Reader
J Board
R [0 @) «F— MDD o |
2-Wire i
TR- | © o - : 2 o | TR-
RS9 ) Ground | o % V] % o 2-Wire
roun 7 Mot Used RS-485
- TR+ | © @ 1 @ o |NotUsed
=Vvire —
RS.485 TR-| @ @ @ o | Ground
Ground | o @ 1B6
2wl fe= -
Expandable Controller | TB2 or TB3 Lre:[g Imstall T =
Compact Controller TB4 J3 e jumperJ3to -
use 2-wire RS-485

communications on TBG,

Wiring an Expandable Controller to the Input Or Output Boards

i N
PremiSys
Expandable PremiSys
and Compact Input or
Controllers Output
L ) Board
."'-“\1
TR+ | o (F) — D o |TRe
2-Wire : |
TR-| @ - e — o |TR-
RS-485 4 . @ 2-Wire
Ground | 0 @) @ o |R RS-485
TR+ | o (& L @ o |r
2-Wire ™| o @ 1 @ o | cround
RS-485 =
Grourd | o @ _ TB10
Instal T
Expandable Controller |TB2 or TB3 @ jumper J3
= fo use 2-wire RS-485
Compact Controller TB4 a J3 e a0,

A

RS-485 cannot be used!

IMPORTANT! Install Jumper J3 exactly as illustrated here! Four-wire

TB 10 - Input or Output Board

TB10-1 | TR+

© 2012 IDenticard Systems, Inc.
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TB10-2 | TR-

TB10-3 Not Used

TB10-4 Not Used

TB10-5 Ground

Expandable Controller LEDs

LED On During Initialization On During Operation
A Initialization start Task indicator
B RAM test Host communication indicator
C RAM cleared Auxiliary board communication
indicator

PremiSys Compact Controller

Sat thE!_'(-B pmpars to reflect Port 1 w_irinﬂ - .4211 TB3
If using & Metwaork Card, sat thess jumpears for RS-?.:J__ _______ canmaaaantt G5 o
' [a] 148
_ = ) v Port 1-
oo @) o |TB1 ,,BE_, . Py o RS-485
e .
» 4 ] II 7 wira .- Install pmpers J8 &
Supgly @ o Remaove jumper Jl: if using A m-_. J10 10 engage RS- - o
@ Metwork Card. J . .
& ; - AB5 EOL lermin- NTT7)
- ation for Port 1 a Channel
y o | TB2 i TB4 TR2
p,”wm JFmImE @ — - Install jumper J11 to engage RS- o 2-Wia
Alamm {N.C.} @ & ) 485 EOL termination for Port 2. - o B5-485
@ o Plug Network Card inte J2 for .- ) . AT
Enc_Jc's'JrEJu Tampsr Ethernat and remaoyve jumgsr J13. . Install jumper J12 10 engage RS- a Channal
Alarm {N.C. | @ o 485 EOL termination for Port 3. ™, TR3
=, o 2-Wire
If nat wiring the ! o R3-4E5
_ Powaer Falure ar 412 CI
"+, Enclasure Tamper
alarms you must
short-wira the u1 DIPlgsggerz L
unused pins. Switch I;ID
en (0000

w4
P '-.'\ A
e e
: Praogram l
“. Replace this battery FROAS A c
" annually Chip o i
(U4

LED .‘l represants Task Monitor
LED B represents Host
. coxmmunicalion

H i LED C reprasants L0
IDenticard” PremiSys Compact Controller otk o

tem Code PREM-CTLRCOMP

B2005-2009 Brady Warkdwide, Inz. 4l rights reseraed
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Sample General Configuration for a PremiSys Compact Controller Connected
to other PremiSys Boards, a Reader and Auxiliary Equipment

Host PC
ingul

H["]I]HI]” — ""‘PT‘ a'-'i.abla

Noodoon S s = — —

Upto g
oulpuls

Cutput 2 available

Ethernet

L i . G

FPremiSys

PremiSys Network Power
Card Supply

Compact Controller Specifications
Certifications for the Compact Controller

UL: recognized to UL 294: Access Control System Units - component
CE: EN55022, EN50082-1, IEC801-2, IEC801-3 and IEC801-4

Dimensions and Weight of the Compact Controller

Controller Width 6.0 inches (152 mm)

Controller Height 5.0 inches (127 mm)

Controller Depth 1.0 inch (25 mm)

Controller Weight |8 ounces (230 g) (nominal)

Environmental Specifications for the Compact Controller

32°F to 158°F (0°C to 70°C) operating
-67°F to 185°F (-55°C to 85°C) storage

Temperature

Relative Humidity |0 to 95% RH noncondensing

Rev. April 2012
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Power Specifications for the Compact Controller

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

Input Voltage 12 VDC = 10%, 250 mA (400 mA with Network Card)

Memory Backup Lithium coin cell, 3.0 V, type BR2325, BR2330, CR2330

IMPORTANT! Replace the coin cells (memory backup) used in the
controllers annually. Use three-volt, lithium coin cell batteries of the

types BR2325, BR2330 or CR2330 as replacements.

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Wiring Requirements for the Compact Controller

Power to Compact
Controller

Twisted pair, 18 AWG (0.823 mm?).

Port 1 — RS-485,
RS-232 or Ethernet
to Host

Ethernet (requires a PremiSys Network Card)
Category 5 cable

RS-232

Twisted pair, 22 AWG (0.325 mm?), with overall shield
Maximum cable length: 50 feet (15.2 meters) of wire, total
copper, including drops

RS-485
Twisted pair, 22 AWG (0.325 mm?), with overall shield,
120 ohm
Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

TR2 — RS-485 to /O
boards

Twisted pairs, 22 AWG (0.325 mm?), with overall shield
Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

TR3 — RS-485 to /O
boards

Twisted pairs, 22 AWG (0.325 mm?), with overall shield
Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

Alarm Inputs

Twisted pair, 30 ohms maximum

Communications Specifications for the Compact Controller

Port 1 Ethernet (requires a PremiSys Network Card), 10/100Base-
T interface;
RS-232, DTE or Two-wire RS-485
2,400-38,400 bps, asynchronous
TR2 and TR3 Two-wire RS-485

2,400-38,400 bps, asynchronous

© 2012 IDenticard Systems, Inc.
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Access-Control Specifications for the Compact Controller

Memory 512 KB standard

Alarm Inputs Two unsupervised, dedicated alarm inputs for enclosure
tamper and power loss

Indicators on the Compact Controller

Visible 3 red, single-color LEDs
Compact Controller DIP Switches — Chart with Sample Settings
Switches
Selection 1 2 3 4 5 6 7 8
Address 0 off | Off | Off | Off
Address 1 On | Off | Off | Off
Address 2 Off | On | Off | Off
Address 3 On | On | Off | Off
Address 4 Off | Off | On | Off
Address 5 On | Off | On | Off
Address 6 Off | On | On | Off
Address 7 On [ On | On | Off
No hardware handshake off
TX enabled by CTS On
2400 bps off | Off
9600 bps On | Off
19,200 bps Off | On
38,400 bps On | On
No password logon required Off
Password logon required Oon

Sample DIP Switch Settings
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o The address of this Compact
Controller is 0 (S1-54).

o Port 1 has hardware flow
cantral (S5).

o The communication speed
between the host PC and the
Compact Controller is 38,400
bpm (S6-57).

o Mo password is required for the
controller (S8).

o Switch 84 is always off.

OFF >
[wON |~

o OFF-

The address of this Compact Controller
board is 4 (51-54).

Part 1 does not have hardware flow
contral (35).

The communication speed between the
host PC and the Compact Controller is
38,400 bpm (S6-57).

No password is required for the
controller (S8),

Switch 54 is always off,

Setting End-of-Line (EOL) Resistance for the Compact Controller

In the diagram below:

Controller A

< ON |~
<ON |o
OFF »-jw>
OFF »-<
[ ON e
Z [OFF p-|cv
O [OFF >~

e Jumpers J11 is setto indicate there is an end-of-line board on the controller's
Ports 2. Inthis example, Al is the end-of-line board.

© 2012 IDenticard Systems, Inc.
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RS-232 AWG 22
L HOST
L _|port1 MUX-4
Port 2
B RS-485 22 AWG
on Port 2.
C Port 1
B el IP Controller
Port 1 Ex panrjahle nstall jumipar J10 1o sat
Compact Port2 ¥ Controller ;:r: ; ) A R A0S B0t on P,
Controller Port3 Port 4 M
Port3
Install J21. J22 and J23 for nstall J5 for R5-485 EOL
Install J11 for Port 2 hort 2, 3 & 4 RS-485 EOL on port 3 (TB4)
RE-485 EQL iermination,
lermination,
E
A1 Twioe B1 R-;::ar Port 17 M-8
?:;.1:1' B2 Oulput Jf— r?.ila=\-.-:|2i ‘2] .21 Js””:r_; :I
Mo EOL Board lermination
Jumper settings nstall jumper J1 L % 5
neaded Io set RS 4 A A
A2 ou - )
Board | (A3 ouipur D B3 P —
No EOL Board RLE
pmpsr satings
g fiﬁﬂe'ﬂ Iﬂz‘:g:‘;{rgp_:rﬁ? Install jumper J1
ECL by el RS-485
EQ
c4 Input 2 _
Board jump
c2 Output I Install jumpar J1
e to set RE-185
EOL
netall jumper J1
0 s6t RS-485
ED
Compact Controller Jumper Settings
Jumpers Set At Selected
232 Port 1 is RS-232 or Ethernet
J3,J4,J5, 36, J9
485 Port1is RS-485
2W Port 1 is 2-wire for RS-485 interface
J7
4w Port 1 is 4-wire for RS-485 interface
OFF Port 1 RS-485 EOL Terminator is not on
Jg, J10
ON Port 1 RS-485 EOL Terminator is on
J11 OFF TR2 RS-485 EOL Terminator is not on
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ON TR2 RS-485 EOL Terminator is on
OFF TR3 RS-485 EOL Terminator is not on
J12
ON TR3 RS-485 EOL Terminator is on
OFF Port 1, Ethernet
J13
ON Port 1, Serial (RS-232 or RS-485)

Wiring a Compact Controller to a Power Supply

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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o
s o
48 o = Wire ground to COM
L = . If unswitched, wire positive to C (shown)
o o o o o o o olEachof8poweroutputs provides up to +  liswitched, wire positive to NC for fail-safe,
NG C MD COM NG C N com| 25A @ 12VDC. Total output wire posifive o NO for fallsecure
@@ @ @. @ @ @ amperage on all 8 ports not to excesd = Usetwisted pair, 18 AWG {0.823 mm") wire
10 A
+H2VDC @ Expandable Controllar | TB4
o
Twisted pair, 18 AWG {0,823 mm’} wirs NotUsed |(7) o Compact Contralier | TEH
Ground @ o Two-Reader Board | TBT
Input and Outpul Boards | TB11
Power to PremiSys Expandable Controller, (W recommend ne mors than 2
Compact Controller, Two-Reader Board, Input Board, Output Boards powered via one
Output Board using optional Alfronix® Power Supply pawer supply output )
W o
& @ y .
o st +  Observe palarity for all DC wiring
- Q@G" «  Use twisted pair, 18 AWG (0.823 mm”) wire
—I—
|@ || DC Output
—1=—1l 10A@ 12vDC
HIVDC @ > Expandable Controller | TB4
Twisted pair, 18 AWG {0.823 mm?) wirs Mot Used @ o Compact Controfler | TB1
Greurd @ o Two-Reader Board | TBT
Input and CQutput Boards | TB11

Fower to PremiSys Expandable Controller,
Compact Controller, Two-Reader Board, Input Board, Quiput Board
using optional Ten-Amp Power Supply

«  Observe polarity for all DC wiring
o  Use twisted pair, 18 AWG (0.823 mnt) wire

DC Qutput

4A@12VDC
HIVDC @ 5 Expandabla Controller | TB4
Twistod pair, 18 AWG (0,823 ) wire Nat Used @ a Compact Controlier | TB1
Ground @ o Two-Reader Board | TBY
Input and Outpul Boards | TB11

Power to PremiSys Expandable Controller,
Compact Controller, Two-Reader Board, Input Board, Output Board
using optional Three-Amp Power Supply
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Wiring a Compact Controller to Monitor for UPS Power Loss

3-Amp, 10-Amp or D'::;us;taﬂglr;y
., o (G d
A“;‘;’::::gﬂ:::; MC C NO Twisted pair, 18 AWG {0,823 mm®) wire % o |n;nuu[n2 Expandable Contraller | TBS
% @ IGmL:T Compact Controller | TB2
@ |Inpu
Power Alarm to PremiSys Expandable Controller
or Compact Controller
B 2
TB2-1 |Ground
Power
Failure | 1B2-2 |Input 2
Wiring a Compact Controller for Enclosure Tamper
B 2
TB2-3 |Ground
Enclosure
Tamper | TB2-4 |Input 1
Wiring a Compact Controller to the Host
Compact Controller via Ethernet to Host
ETTTTTTTrrTY Lo, o 435 23z Port 1
= HOSTPC e S TPONR. C o I | I
E =T mgﬁ &_J”? o @
E ........ S " ........... . ° @ Mt
ek . | Dl Used
i F ° @
SHHH) 3 ° @
N ——
Ethsenst ! Piug the Natwork ™ . Z
| Cand Mo socket J2 - ~. 'Y ]
LAN / WAN i | .
hahoalPC.
PremiSys
Network
PremiSys Compact Controller Hub (Optional) c:r\:m
Ethernet To Host P —

Compact Controller via Four-Wire RS-232 to Host

RS-232 communications are limited to 50 total cable-feet (15 total cable-meters.)

© 2012 IDenticard Systems, Inc.
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Sal J3,04,05 06,8 for |

Cable To Host PC

- A-ying

PremiSys Compact Controller | - communicatons. -
Four-Wire RS-232 To Host

. RS-232 communications. Port 1 . DBE-& | |DB-25
iererrsrsrrsrsrrErrrrnrnm A Y Pins Fins
K e s mue o (@[T TRI+ 4———— | 2 3
________________________ w B O ) ; ]
Install jumpar J13 when | gf {8 j: o @ RXD1/TR1- gp—pi——— | 3 2
using RS-232 : 6 H |
communication. | ﬁ% E_ 5 o @ RTS1/R1+ i
........................ . i o @ . i
PBatd7he =] ignal Ground . 5 7
([ 2-wire : @ Sio N4
Ji3 . communications. ‘I'
PremiSys Compact Controller
Two-Wire RS-232 To Host
St J3,4.J5,08,18 for Cable To Host PC
o R5-232 communications. : Port 1 oeolloe2s
: o - B
N Pinz || Pins
. Y
________________________ L. oams s o (@TOHTRY ——F———= | 2 3
Inztall jumper J13 when R 43 i |
using RS-232 | i o (f)|RXD1/TRI- e—fF——— 2
.......... communication. | £ H: | @Ry ——— | 7 || 4
- =l | i
g o @[CTSI/RI-  g——] 8 5
[ o o (F)|Signal Ground 1 { 5 7
43 o oo
- SetJ7 for S
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Compact Controller via Two-Wire or Four-Wire RS-485
RS-485 communications are limited to 4000 cable-feet (1219 cable-meters) total
copper, including drops for all controllers on one channel.
......................... Bus
Satl J4,J5,08,07,010 for to Converter
. R5-4B5 communications. :
........................ Port 1
- N 485 zaz B3 I;,--\
* Install jumper J13 when . o i: a @ THD1/ TR+ -+ ?
. comminaton ‘(7 g1 |° @pouTRe —=—
L %ME —=" s | e % Mot Used |
' e o Nat Used oo
E J.'_.n a @ Signal Ground
PremiSys Compact Controfler |+~ 00 ool e es s o é
Two-Wire R5-485 To Host : communizations. | termin-ation for Port 1, -
""" Set J4,45,06,07,110 for Bus
SR ommonieaone | Port 1 to Converter
I TB 3 .
: 485 232 Y
* install jomper J13 when . o ° (Q[XD1/TRI+ A
: using RS-485 w o E 0 ; e
commgmcatlnn. ¥ E — ﬁ @ @ FOD1 £ TRI- { 1
_________________________ _. s s R %CTS”FH —
K e o RTS1/R- —
E M o (@ |signal Ground -:‘-. .-‘l ;
. R, ) Uil reners JA B 20 : N
Pr,;:eomu:‘sl,'{’ i‘;:ggpjﬂcé ?gﬂ?&ﬁer Sel J7 for 4-wire RE-465 | IE:T;E;;T;E:?: EJtlE —-[T—

communications, |

termmination for Port 1. ©

Wiring a Compact Controller to the One-Reader Board

' i’
PremiSys
Expandable PremiSys
and Compact One-Reader
Controllers Board
- o e
P
TRt |0 @ 4+ P (/) o [TRt
: i 2-Wi
Rt R0 @ ———HQD o R RS 485
Ground | o () (a o |Ground
TR | o o Te
2-Wire TR | o g _L_
RS-485
Ground | g @
Expandable Controller | TB2 or TB3
Compact Controller TB4

© 2012 IDenticard Systems, Inc.
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Wiring a Compact Controller to the Two-Reader Board

-

-

PremiSys
Expandable
and Compact PremiSys
Controllers Two-Reader
J Board
TR+ | 0 @) .+ > (7 o |TRs
2-Wire i
TR- | © o - : 2 o | TR-
RS9 ) Ground | o % V] % o 2-Wire
roun 7 Mot Used RS-485
- TR+ | © @ 1 @ o |NotUsed
=Vvire —
RS.485 TR-| @ @ @ o | Ground
Ground | o @ ~ 1B6
2 il = -
Expandable Controller | TB2 or TB3 Lre:[g Imstall T =
Compact Controller TB4 J3 . jumperJ3to -
use 2-wire RS-485

communications on TBG,

Wiring a Compact Controller to the Input Or Output Boards

o

.
PremiSys
Expandable PremiSys
and Compact Input or
Controllers Output
. ) Board
."'-“\1
TR+ | o @ g R ¥
2-Wire I
Re-485 4N i 2-Wire
Ground | © @ gy
TR+ | @ R
2-Wire g % 1
RS-485 =
Grourd | o @ .
Install CT=
Expandable Controller |TB2 or TB3 @ jumper J3
Compact Controller| TB4 5 J3 to use 2-wire RS-485
P communications an TB10.

IMPORTANT! Install Jumper J3 exactly as illustrated here! Four-wire
RS-485 cannot be used!

A

TB 10 - Input or Output Board

TB10-1 | TR+
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TB10-2 TR-
TB10-3 | Not Used
TB10-4 | Not Used
TB10-5 | Ground

Compact Controller LEDs

LED On During Initialization On During Operation
A Initialization start Task indicator
B RAM test Host communication indicator
C RAM cleared Auxiliary board communication indicator

PremiSys I/O Boards

PremiSys PoE One-Door Reader Board

Reader1 Reader2
A A
] o
= g g g 5 &7
B SZ 802
2 =E -
S . E P88 ~E 88 0985 . Low w
m ™ W m M I - r
Ni N2 __IN3 _INé L ED T 2 o2 OE 2o _E2/52a_BLE554L3
—
O BT | TB2 TB: Ol TBa TB5 TBG

Item Code PREM-BRD1POE

ERNNE-20010) Brady Worlchaicke, Inc. All nights resereed,

IDenticard® PremiSys One-Door PoE Board

Reset
Button 43 21
LED 1 — Heartbeat & Online
O M LED 2 — /0 Communication & |P Request
ON LED 3 - Reader (Combined)
LEDS | Ep4-Input1
O DOgpogBg weos-mptz ()
6 5 4 3 2 1 LEDG-Input3d

R E

PoE A 12V

CAUTION! Never
apply Power over
Ethemet unless this
jumper is set for PoE.

K2
Farm C

SPOT

5 A @ 28 VDO

K
Form G

SPDT

5A @ 28VDC

Ethamet
Port
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Sample General Configuration for a PremiSys PoE One-Door Reader Board
Connected to a PremiSys Controller, a Reader and Auxiliary Equipment

Host PC
MNetwaork
|
Oudpui 2
—— -
T — Output 1]
Optional
120 Fowear
Supply
e : premisys
Supply {ﬂ FoE One-
et
PramiSys :E Board
IP Controller Inpil 3
Ingsut 1 E

PoE One-Door Reader Board Specifications
Certifications for the POE One-Door Reader Board

UL: recognized to UL 294: Access Control System Units - component

Dimensions and Weight of the POE One-Door Reader Board

Without Bracket With Bracket
Board 5.5 inches (140 mm) 5.5 inches (140 mm)
Width
Board 2.75 inches (70 mm) 3.63 inches (92 mm)
Height
Board .75 inch (19 mm) 1.25 inch (32 mm)
Depth
Board 4.2 ounces (119 g) (nominal) 5.3 ounces (150.25 g)
Weight (nominal)

Environmental Specifications for the POE One-Door Reader Board

Temperature -40°F to 167°F (-40°C to 75°C) operating
67°F to 185°F (-55°C to 85°C) storage

Relative Humidity | 10% to 95% RH noncondensing
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Power Specifications for the POE One-Door Reader Board

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

Input Voltage 12 - 24 VDC £ 10%, 500 mA maximum (reader current not
included)

12 VDC @ 250mA (plus reader current) nominal

24 VDC @ 150mA (plus reader current) nominal

Memory Backup Lithium coin cell, 3.0 V, type BR2325, BR2330, CR2330

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Wiring Requirements for the POE One-Door Reader Board

Power to POE One- | Category 5 cable to Ethernet port
Door Reader Board |OR

Twisted pair, 18 AWG (0.823 mm?)

Primary Port —
Ethernet to Host

Category 5 cable

Relay-Control
Devices

Connection to

led

Use wire and gauge as required by load

Connection to Input
Point Devices

One twisted pair per input, 30 ohms maximum

Readers

Connectionto

TTL - Six-conductor, 18 AWG. Maximum cable length: 500
feet (150 m), total copper, including drops

Communications Specifications for the POE One-Door Reader Board

To Controller

Ethernet, 10/100Base-T interface

Access-Control Specifications for the POE One-Door Reader Board

Relay Pulse Time

1 to 255 seconds

Door-Positio

Held-Open Time

n

1 to 32,767 two-second units of time

Indicators on the PoE One-Door Reader Board

Visible

7 red, single-color LEDs, 1 green and 1 yellow Ethernet port
LEDs

PoE One-Door Reader Board Jumper Settings

Jumper J5 on the PoE One-Door Reader Board is used to indicate the power source

for the board.

Jumper Setting Selection
5 1-20On PoE Power Input 12.95W, compliant to IEEE 802.3af.
[POE] Reader voltage is regulated to 12V.
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2-30n Optional Power Input from 12 VDC power supply.

[12V] Reader voltage is passed through.

IMPORTANT! You cannot address the PoE One-Door Reader Board using
jumpers; you must assign a range of IP addresses to the Ethernet
controller. The controller then assigns one of those IP addresses to the
PoE One-Door Reader Board. Enter the MAC address of the PoE One-
Door Reader Board when you add the board to your Ethernet controller
through your PremiSys™ software. The controller links the MAC address
to an IP address from the range of reserved IP address.

Wiring a PoE One-Door Reader Board to a Power Supply

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the

total current draw on the power supply does not exceed 10 A.
The PremiSys™ PoE One-Door Reader Board can be powered via the Ethernet or via
either of the PremiSys 12-VDC power supplies.

Power to the readers via the PoE connection to the board is regulated at 12 VDC.

Power to the readers via a 12-VDC power supply connected to the board is
passthrough voltage.

Exercise caution to be sure that the voltage supplied to the POE One-Door Reader
Board is not too great for the reader to handle. If you are connecting the PoE One-Door
Reader Board to a reader that requires a voltage lower than 12 volts, you must use a
resistor to lower the voltage going out of the reader port.

If you are connecting the POE One-Door Reader Board to a reader that requires a
voltage higher than 12 volts, use a separate power source wired directly to the reader to
power it.

IMPORTANT! If your readers require less than 12 VDC you must use a
resistor to reduce the power output to match the power
requirements of your readers or use a separate power supply for the
readers.

The voltage selection for power to the board is made using jumper J5 on the POE One-
Door Reader Board, as shown below (PoE selected):
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Connact1 & 2 to
use PoE voliage.

BoE A

=]z
123

Connect the POE One-Door Reader Board to your network using a category 5 cable to
a PoE switch or a PoE injector on a regular switch. The power supplied to the board
will be 48 VDC in either case.
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Refer to the documentation enclosed with individual readers to determine if the readers
must have their own separate power source and not be powered from the POE One-
Door Reader Board.

You may optionally power the POE One-Door Reader Board using a separate 12 VDC
power supply. If you choose this method wire the board as shown in the image below
corresponding to the power supply you use.
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S -
e A =  Wire ground to COM
-{S‘z @gp“ e«  [funswitched, wire positive to C (shown)
Q‘f‘-’ e = [f switched, wire positive to NC for fail-safe,

o o wire positive to NO for fail-secure
MO COM =  Lse twisted pair, 18 AWG (0.823 mmp] wire

Each of 8 power outputs provides upto 25 A @ 12
VDC. Total cutput amperage on all & ports not to
exceed 10 A

Ground
+12vDC

Twistad pair, 18 AWG (0823 mm”) wire

Power to PremiSys PoE One-Door Reader Board
using optional Altronix® Power Supply

=  Dbsarve polarity for all DC wirng )
s Use twisted pair, 18 AWG (0.823 mm®) wire

DC Qutput
10 A @ 12 VDC

TBS
Twisted pair, 18 AWG (0823 mm”) wire E::IIDE %
=
=
Power to PremiSys PoE One-Door Reader Board
using optional Ten-Amp Power Supply
AN . g
@_\e— s  Observe polarity for all DC wiring
+  Use twisted pair, 18 AWG {0.823 mm®) wire
¥
OC Output
4A@ 12 VDG
TBS
Twisted palr, 16 AWG (0,823 mm®) wire _l?;:ig %
=
=i

Power to PremiSys PoE One-Door Reader Board
using optional Three-Amp Power Supply

The PoE One-Door Reader Board has 6 LEDs:

e LED 1 indicates the heartbeat

e LED 2 indicates communication activity and IP address request

e LED 3 indicates activity on either of the two readers

e LEDs 4,5 and 6 indicate activity of the inputs 1, 2 and 3, respectively
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Note: The PremiSys One-Door Reader Board does not have a
dedicated power alarm input.

Wiring a PoE One-Door Reader Board Tamper Switch

You can wire a magnetic tamper switch to the PremiSys™ PoE One-Door Reader
Board, as shown below, to activate an input point if the cover is removed. We
recommend that you use input point 4 for this purpose.

Note that if you choose to use this board to control two separate doors (not
recommended) you will not have an available input for use with the tamper switch.

PoE One-Door
Readear Board

Junction Box \ [

¢ TEZ

— [ T —— ]
Magnetic

d_t E Tamper Switch

Mounting Plate Cover Plate

Wiring a PoE One-Door Reader Board to a Controller

Communication to the PremiSys™ PoE One-Door Reader Board is handled via the
Ethernet, while power to the board can be handled via the Ethernet or via a separate
power supply.

Note: Listed below are the maximum numbers of PoE One-Door
A Reader Boards you can connect to each of the named controllers.

In parentheses are the maximum numbers of allowable doors

(readers) on each controller:

IP Controller - 32 (64)

Two-Reader Controller - 32 (64)
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PoE One-Door Reader Controller - 16 (17)

Host PC

Ethermeat

o

Ethernet
Port %J I-E
Etharnet
Port
PremiSys

PoE One-Door
Reader, IP and PremiSys

Two-Reader PoE One-Door

Controllers Reader Board

IMPORTANT! You cannot address the PoE One-Door Reader Board using
jumpers; you must assign a range of IP addresses to the Ethernet
controller. The controller then assigns one of those IP addresses to the
PoE One-Door Reader Board. Enter the MAC address of the PoE One-
Door Reader Board when you add the board to your Ethernet controller
through your PremiSys™ software. The controller links the MAC address
to an IP address from the range of reserved IP address.

Wiring a PoE One-Door Reader Board to Wiegand and ABA Readers

The PremiSys™ PoE One-Door Reader Board can be powered through the Ethernet
connection or by the 12 VDC supplied by any PremiSys power supply. The voltage
selection is made using jumper J2 on the POE One-Door Reader Board.

Since PoE voltage on the board is regulated to 12 V, selecting the jumper settings as
shown below results in output of a nominal 12 V to the reader ports.
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Connact1 & 2 to
use PoE voliage.

BoE A

=]z
123

To power the readers from the board using a 12 VDC power supply to the board, select
the jumper settings as shown below for passthrough voltage to the reader ports

Connect 2 & 3 1o use
a saparate 12 VDC
input voitage.

FoE - Am

-
123

Exercise caution to be sure that the voltage supplied to the POE One-Door Reader
Board is not too great for the reader to handle.

Refer to the documentation enclosed with individual readers if the readers:

e Uses a “pigtail”’ cable as shown below. Always double-check the color-coding
scheme of any reader using a pigtail. The scheme depicted in this illustration is a
very common standard, but may not necessarily be universal.

e Must have their own separate power source and not be powered from the PoE
One-Door Reader Board.
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Additional voltage out can

;I':rFT ;gzlel?bck be used for second reader
or other accessones.
—_Proceed LED Ground
- Voltage In
. o m
IDentiSMART - Data o Ground
MIFARE Serial < | ciock || +Hzvbeou
Number Reader o ‘—‘ Data/Daw0 | 8
(ABA) © - Clock /Data 1 8
P— Ground —| E Buzzer
oo |+DC Pouwer LED
o You can wire the second reader to
black the first reader port's voltage out,
HID ProxPoint
Reader Ground
(Wiegand) M Data/ Data 0
b - Clack / Data 1 é
m
Color-Coded Pigtail from Reader w Buzzer E
(Insulate unused wires from LED
others.) +12 VDG Cul

IMPORTANT: wire one 1000 0 pullug resistor
bemaarn the Data ard Yahage Out pins ard anccher
1000 0 pullup resistor betwesn the Clock and Vallage

Cut png Ground
o Voltage In
Bar-Code ABA yellow & biack 3 g
Reader 3 @ Ground
re - - +12 VD Out
{ABA) 100002 40000 % — o
purple Data/Data0 & 8§
grean a Clock / Data 1 &"3
Color-Coded Pigtail from Reader L Buzzer
(Insulate unusad wires from brown LED
others. )
brown or black Ground
yelow f
Flush-Mount roen il IS
Track 2 Reader 3 5 B
uzzer i
{ABA] orange LED x
red Connect ran 1o +5 VDG +12 VDT Cut
Color-Coded Pigtail from Reader ‘“”:"e""]! w’:ﬂ:“m:‘“ﬂ““'
(Insulate unused wires from
others.)
Ty} Proceed LED Ground
<+ Ground - Data / Data 0
Surface-Mount P —— Clock/Data 1 | &
Track 2 Reader o~ Data 4 4 | o Buzzer [ G
(ABA) | Clock eo | ©
Terminal Block Connect Fin 3 io +5 VDG +12 VDG Out

on Reader

supply! NEVER connect
Fin 3 1w baard!
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Wiring a PoE One-Door Reader Board to a Door Strike and Magnetic Lock

‘Use an IDenticard Suppressor Kit
- if the door lock does not have :
Fail-Secure| :transient clamping. The kit should
: be located as close to the load as

- possible (within 12 inches). PremiSys
One-Door
Reader Board

Door Strike

Red Lead

Relay

CAUTION! Make sure that lock
equipment does not exceed relay
contact ratings: 5A @ 28 VDC

Fail-Safe PremiSys
Mag-Lock One-Door
Reader Board

— Red Lead

L Binck Lead

Use an |Denticard Suppressor Ki

- if the door lock does not have
-transient clamping. The kit should
- be located as close to the load as

“possible (within 12 inches).
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Wiring a PremiSys PoE One-Door Reader Board to Door Strike and Magnetic
Lock (continued)

TB 3 (Output = Relay)

TB3-1 Relay 1: Normally open
TB3-2 Relay 1: Common
TB3-3 Relay 1: Normally closed
TB3-4 Relay 2: Normally open
TB3-5 Relay 2: Common
TB3-6 Relay 2: Normally closed

Connecting Inputs and Relays on the PoE One-Door Reader Board

Relays may be wired normally open or normally closed, depending on the needs of the
devices they are controlling.

You must specify the output configuration (normal action, inverted action) when you set

up each relay in the software. See the PremiSys™ Online Help for details.
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Sample Door
Hardware and Connections

" Note: When wiring a REX and a DPIP

as a pair, always wire the REX to the
input paint with the lower number.

Power to the
Door Position Alternate/Paired
Input ... g Reader can be wirad
Door ...+ Door-Lack Strike from TB 3 or TB 5.
REX :
Primary Alternate/
Reader Paired Reader

|Alarm |

IDenticard™ PremiSys 1- Door PoE Board
Item Code PREM-BRD1POE

D2006-2009 Brady Warkiwide, Inc. Al righls reserved.

_TB‘=E_%_TE=E_
50 - o o5 —o =D gT QUL QUL
o4y g 4ygg Sggz "7 8T
=
8 S 4 @03 Ba 2o J5
= TE— M = }O
™ 2 W g E o PoE 12V
+ o 9 o a + «
' K2
Readeri Reader2 Fowm
5A @28 VDG
. SPDT
CALTION! Never K1
apply Power aver Foim ©
Ethamet unless this 5 A @ 28 VDC
Jumper is sat for PoE. SPDT
(S

Ethemet

r'é Port
|

© 2012 IDenticard Systems, Inc.
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IMPORTANT! Inputs on a single board are normally processed in
ascending numeric sequence when they change state simultaneously
or nearly simultaneously. Consequently, if wiring a REX input point
and a door-position input point in a pair, make sure that the door-
position input point has a higher input number than the REX point
paired with it.

In the example illustrated above, the REX is wired to Input 1 and the door-position input
point to Input 2. In this way, if the state changes on these points appear nearly
simultaneously, the system will process the REX before the door-open state, and
therefore prevent a false door-forced alarm, which would result if the points were
processed in the reverse order.

If you cannot wire the points in the proper order, a means exists in the PremiSys
software to override this processing. See the PremiSys Online Help for details.

Wiring Supervised Input Points on the PoE One-Door Reader Board

Supervised inputs such as these can be used for door-position input points or any other
input that requires supervision. See the t’c_apjic "Wiring Unsupervised Input Points on the
PremiSys PoE One-Door Reader Boardli77I to wire inputs that do not require
supervision.

PremiSys™ supports only the standard “1 K normal, 2 K active” and “2 K normal, 1 K
active” supervision modes depicted here.

Input circuits require one twisted pair per input and are rated at 30 ohms maximum.

IMPORTANT! Inputs on a single board are normally processed in
ascending numeric sequence when they change state simultaneously
or nearly simultaneously. Consequently, if wiring a REX input point
and a door-position input point in a pair on a PoE One-Door Reader
Board, make sure that the door-position input point has a higher
input number than the REX point paired with it.
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PremiSys
PoE One-Door
Reader Board
i '
Input Point
- , T— TB 1
Standard Lz\/\/\,—l % z} In_lput
1K Normal, T K ohm @ 5N input
2K Active D o } ’
\_ J
PremiSys
PoE One-Door
p \ Reader Board
Input Point
~ \6 . TB1
Standard @ o1 input
2K Normal, @ o_} !
1K Active @ o } Ingut
\_ J @ hd

Wiring Unsupervised Input Points on the PoE One-Door Reader Board

Unsupervised inputs such as these can be used for REXes, general-purpose input
points or any other input that does not require supervision. See the topic "Wirin
Supervised Input Points on the PremiSys PoE One-Door Reader Boardli7sl’ to wire
inputs that require supervision.

Input circuits require one twisted pair per input and are rated at 30 ohms maximum.
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PremiSys
PoE One-Door
/ N Reader Board
Input Point
. — TB1
Normally Closed % : } et
(Unsupervised) @ :‘ Input
\ ) i
PremiSys
PoE One-Door
Reader Board
' h _D\
Input Point
_ TE1
Normally Open % : } A
(Unsupervised) @ o gt
h J o)

PoE One-Door Reader Board LEDs

ThePremiSys™ PoE One-Door Reader Board has 6 LEDs:

LED
1 Heartbeat and online status indicator
2 "On" indicates /O communication or IP address request
3 "On" indicates reader activity on either reader
4 "On" indicates Input Point 1 in Alarm
5 "On" indicates Input Point 2 in Alarm
6 "On" indicates Input Point 3 in Alarm

A Note: Input Point 4 does not have a corresponding LED.
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PremiSys One-Reader Board

TB3
Relay 1 (K1)
( Ground o | TB4 Foan C ° @ Door
Buzzer |(7) o |- Onlypass-ifoigh™ """t | sA@28vDe|| © & thial_.r
voltage is available for SADT o @ (K1)
Reader < LED | © | readers powered by
Clock/Data1 | () o |: this board. Do not : f,:,:!,’,.ﬁ k|| e @ Auxdliary
exceed your readers | @il o @ Relay
Data/Da 0| @ © | \olagelimt, : o @ (K2)
. +12 VDG Out @ o Install jumper J4 for
TR+ o | TB1 | RS485EOL o @l }m
2-\Wire . termination, Supply
TR- S
RS5-485 @ o b T o (Ground
Ground @ o D‘ a Ingut
o }
2 EI;D;[;[E]:D LED A - Haartheat %
M‘é"ﬂ: 3'1‘1 4 - LED B - IO Communication o Ingar
aud rate - e L
- el o
jurgers - O _@j
: B_A TE2

Enclosure tamper jumper J3. - IDenticard” PremiSys One-Reader Board

Iltem Code PREM-BERD1RDR

S2005-2009 Brady Workdwide, Inc, AN righls resersad

CAUTION! Input voltage for the One-Reader Board is passed through to
A the reader!
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Sample General Configuration for a PremiSys One-Reader Board Connected to
a PremiSys Controller, a Reader and Auxiliary Equipment

Fanel
Service

Dutput 1
[Door Strike Relay)

Chubput 2

Resadar I
{Auxidliary Ralay)

Fower :
Supgly .
; [F'(:..l.-ef I
- = Supply
PremiSys - 5 i
Controller .E' &
i npLl

Prmﬁrs -
Crmva-Readar
Board

One-Reader Board Specifications
Certifications for the One-Reader Board

UL: recognized to UL 294: Access Control System Units - component
CE: EN55022, EN50082-1, [IEC801-2, IEC801-3 and [IEC801-4

Dimensions and Weight of the One-Reader Board

Board Width 4.25 inches (108 mm)
Board Height 2.75 inches (70 mm)
Board Depth 1.4 inch (36 mm)

Board Weight 4 ounces (120 g) (nominal)

Environmental Specifications for the One-Reader Board

Temperature -31°F to 167°F (-35°C to 75°C) operating
-67°F to 185°F (-55°C to 85°C) storage

Relative Humidity |0 to 95% RH noncondensing
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Power Specifications for the One-Reader Board

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

CAUTION! Input voltage for the One-Reader Board is passed through
A to the reader!

Input Voltage 12 VDC % 10%, 150 mA maximum (plus reader current)
Relay Ratings Door Relay (K1)
5.0Aat28 VvDC

Auxiliary Relay (K2)
1.0Aat28VDC

Relay Contact Type | Form C

Relay Configuration | Single-pole double-throw (SPDT)

Inputs — Assignable | Two supervised input points with end-of-line (EOL) resistors,
1K /2K ohm 1% %2 watt standard

Input — Dedicated | One unsupervised, dedicated input point for enclosure tamper
on jumper J2.

Card Reader 12 VDC + 10% -- See “Caution” alert above!
Power

Reader LED Output | TTL-compatible; high>3 V, low< 0.5 V;
5 mA source/sink maximum

Reader Data Inputs | TTL-compatible inputs

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Wiring Requirements for the One-Reader Board

Power to One-
Reader Board

Twisted pair, 18 AWG (0.823 mm?).

RS-485 Connection

Twisted pairs, 22 AWG (0.325 mm?), with overall shield

to PremiSys Maximum cable length: 4000 feet (1219 meters) of wire,
Controller total copper, including drops
Connection to Use wire and gauge as required by load.

Relay-Controlled
Devices

Connection to Input-
Point Devices

One twisted pair per input, 30 ohms maximum

Connection to
Reader

Six-conductor, 18 AWG.
Maximum cable length: 500 feet (150 m), total copper,
including drops

Communications Specifications for the One-Reader Board

To PremiSys
Controller or MUX
Board

Two-wire RS-485, via TB1, 2,400-38,400 bps.

Access-Control Specifications for the One-Reader Board

Relay Pulse Time

1 to 255 seconds

Door-Position
Shunt Time

1 to 255 seconds

Indicators on the One-Reader Board

Visible

2 red, single-color LEDs
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One-Reader Board — Jumper Settings

12345 T23435

5 (J:[I:[

20:[: [:[ ]

6 (:[TT:[

22 ([TT]

7 (1L

mrm?ni
23 (1] |

IRARNE

24 11T

|

|

I

ST

| 4[IIE
I

i

I

|

I

9 (T

25rﬁﬂ11|

| 10(LI[

26 [ T] |

CTTTT

27(TTIT]

| 12(L{]T

28(T17T] |

i13[k|[k
V14T

29(T:[1T] i
30[[TTT] |

normal operation

!15|[|[: 1M | %"
- /
~

“LH Illr.'r .:

I\-‘I"n.

2 (T,

] Gl B

Jumpers 1-5 on

J2 set the One-

Reader Board

address.
Jumper 8 on J2

Jumpers 6-T on J2 set is always OFF!
the baud rate of
communication
between the One-
Reader Board and the
PremiSys Controller.

In the drawing above, an address of “0” is set on the One-Reader Board by removing
the jumpers from positions 1-5, on jumper J2. An address of “23” is set by removing only
the jumper in position 4 and installing the jumpers on positions 1-3 and 5.

We suggest you install the jumpers in positions 6-7 to set a baud rate of 38,400 bps.
Choose the rate that is used for your system. The recommended rate is 38,400 bps.

The jumper in position 8 should always be removed for normal operation.
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Setting End-of-Line (EOL) Resistance for the One-Reader Board

If the PremiSys™ One-Reader Board is the last board in a run, install jumper J4 to set
RS-485 EOL.

In the diagram below, boards A3, B1, B2, B3, C1, C2, and C3 should be set as end-of-
line. The originating port on the associated controller should also be set for end-of-line.

|\Port 1 D

RS-232 AWG 22—

HOST

R5-485 Z2 AWG

Install J11 for Port 2

Part 2
MUX4 or
Converier
A Port 1
Compact Port 2 J¥—
Controller Port 3

Port 1
B
Expandable
Controller o2
Port 3 )
Port4
Part 5

Insfall J21, J22 and J23 for
Port 2, 3 & 4 R5-485 EOL

RE-485 EQL
lErmanation,
Al Twe-
Reader
Board
Me EQL
jumper settings
neaded
-ﬁz Input
Board A3 outpw pa
Mo EQL Board
N'“‘:;'E:‘Z;L";" Install jumpar J1
to sat R5-485
EQL

tarmination.
B“ Twia-
Reader )
Board
Install jumper J5 B2 OQutput b,
1o st RS-485 Bioard
EQL
Install jumper J1
1o set AS-485
EOL
Ba Input
Board
Install jumper J1
to 56t RS-485
ECQL

Wiring a One-Reader Board to a Power Supply

C Fort 1

IP Controller

Install jumper J10 to el
RE-485 EQL on Port 1

Install J2, J12, J3 and J2
for Port1, 2.4 &6 EOL

tarmination
b I e W e W s
e, %, s Gy, O,
C1 one- o Wty .&@ Tale s
Readar 2

Por 2
Port3
Install J& for R5-485 ECQL
on port 3 (TB4).
Port 1 MUX-8

Board

Install jumper J4
to sat RE-485
EQL

|

C3 Two-

Reader
Board

C4 Input b,

Board

cz Qutput >

Board

Install jumpar J1
o 5et R5-485
EOL

Install jumgsar 1
to sat RE-485
EOL

Nz EQL
Jump=er saettings
neeced

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.

The PremiSys™ One-Reader Board can be powered with the 12 VDC supplied by any
PremiSys power source. The input voltage supplied to the board is passed through to
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the reader terminal block. See the alerts below.

Exercise caution to be sure that the voltage supplied to the One-Reader Board is not
too great for the reader to handle. Be sure as well that the reader is supplied sufficient
voltage by the board.

If you are connecting the One-Reader Board to a reader that requires a voltage lower
than 12V you must use a resistor to lower the voltage going out of the reader port.

Refer to the documentation enclosed with individual readers to determine if the readers

must have their own separate power source and not be powered from the One-Reader
Board.
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Two-Reader Cantraller | TB1 - Wire grﬂund ta COM - 3
IP Controller | TB1 - If unswitched, wire posifive to C (shown} e
- If switched, wire positive to NG for fail-safe, wire positive 5 e'cga?
One-Reader Board | TB2 to WO for fail-secure de =k
- Use twisted pair, 18 AWG (0.823 mm®) wire
o o o 0 0 0 o o
< @*IEVDC— MEC C MO COM NG C NO COM
° (@ [Ground SIS NSNS
° @
[+] @ Twisted palr, 18 AWG (0823 mm*] wire
° @
o @ Each of & power outputs provides
up to 2.5 A @12 VDC. Total

output amperage on all 8 ports not

Power to PremiSys Two-Reader Controller, 1o exceed 10 A,
IP Controller, One-Reader Board using optional
Altronix® Power Supply
s« Ohbserve polarity for all DC wiring
o Use wisted pair, 18 AWG (0.823 mm’) wire
DC Output

o (H2vec 10A @ 12 VDC
o @ WGround

Two-Reader Contraller | TB1 o @

IP Controller | TBA ° @
One-Reader Board | TB2 @ Twigtad pair, 18 AWG (0.B23 mm®) wire

Q
° @

Power to PremiSys Two-Reader Controller, IP Conirofler, One-
Reader Board using optional Ten-Amp Power Supply

«  Observe palarity for all DC wiring
. Use twisted pair, 18 AWG (0.823 mm®) wire

Tweo-Reader Controller

TB1

IP Controller

TB1

One-Reader Board

TB2

o o0 o o o o

SN

+H2VDC

\Ground j_,

W
§ s
t\?,cﬁ chp
DC Output 1
4 A @12VDC
EE

Twisted pair, 18 AWG (1823 mm?) wire

Power to PremiSys Two-Reader Controller, IP Controller, One-
Reader Board using optional Three-Amp Power Supply

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

CAUTION! Input voltage for the One-Reader Board is passed through
to the reader! If necessary, apply a resistor to lower the voltage to

the reader.
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Note: The PremiSys One-Reader Board does not have a dedicated
power alarm input.
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Input Voltage 12 VDC % 10%, 150 mA maximum (plus reader current)
Relay Ratings Door Relay (K1)
50Aat28VvDC
Auxiliary Relay (K2)
1.0Aat28VDC
Relay Contact Type | Form C

Relay Configuration

Single-pole double-throw (SPDT)

Inputs — Assignable

Two supervised input points with end-of-line (EOL) resistors,
1K /2K ohm 1% ¥4 watt standard

Input — Dedicated

One unsupervised, dedicated input point for enclosure
tamper on jumper J2.

Card Reader
Power

12 VDC + 10% -- See “Caution” alert above!

Reader LED Output

TTL-compatible; high>3V, low<0.5V;
5 mA source/sink maximum

Reader Data Inputs

TTL-compatible inputs

The One-Reader Board has two LEDs, A and B, that indicate operation and
communication of the board with the connected controller.

LED A indicates the heartbeat and online/offline status of the board as follows:

e If the board is offline, the LED cycles off for 800msec and on for 200msec.
e If the board is online, the LED cycles on for 800msec and off for 200msec.

LED B indicates communication activity on the RS-485 bus, not necessarily on the Input
Board.

Wiring a One-Reader Board Enclosure Tamper

The PremiSys™ One-Reader Board comes with a ten-inch paired wire on a jumper. To
wire this board to monitor enclosure tampering, connect or splice the free ends of the
wire to a contact-closure device (not supplied) that will go “open” when the enclosure
door is opened. Press the wired jumper onto location J3 on the board.

If you do not connect this wire to provide a tampering alert, twist the wires to short-wire
the jumper and close the point. Alternatively, you can remove the wire and install a
regular jumper as the short.
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Wiring a One-Reader Board to a Controller

Note: Listed below are the maximum numbers of One-Reader
A Boards you can connect to each of the named controllers. In

parentheses are the maximum numbers of allowable doors

(readers) on each controller:

IP Controller - 64 (64)

Two-Reader Controller - 32 (64)

PoE One-Door Reader Controller - 8 (17)

PremiSys
IP and PremiSys
Cnntrnllers Board
e ” ____111
. p o [TR+
- @ 2\Wire
<4 — @ o |TR RS-485
_ (a o |Ground
TRt e TB1
% : TR- 2 Wire _l_
RS-485
|— [@ o |Ground
IP Controller | TB3 or TEB4
Two-Reader Controller TE3
N
3
o
g_¢ g
oemE IS PremiSys
| POE One-Door PremiSys
TB2 Reader One-Reader

M@ﬂ Controller Board

Lth > :I.l" 1'-..: .‘@ o |TR+ .
— D o R > poes
v = (@ o [Ground
T TB1
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PremiSys
Expandable PremiSys
and Compact One-Reader
Controllers Board
TR+ | o @ 4 I @ o |TR+
F%'S‘fﬂ'a?j R|o @ «—— » () o TR
Ground | o @ 2 o |Ground
TR+ | © T TB1
2-Wire R | o % _L_
RS-485
Ground | o @

Expandable Controller | TB2 or TB3

Compact Controller TB4

Wiring a One-Reader Board to Wiegand and ABA Readers

Refer to the documentation enclosed with individual readers if the readers:

The PremiSys™ One-Reader Board can be powered with the 12 VDC supplied by any
PremiSys power source. The input voltage supplied to the board is passed through to
the reader terminal block. Exercise caution to be sure that the voltage supplied to the
One-Reader Board is not too great for the reader to handle and that the reader is
supplied sufficient voltage by the board.

e Use a terminal block for connection to the board rather than a “pigtail” cable as
shown below. Always double-check the color-coding scheme of any reader using a
pigtail. The scheme depicted in this illustration is a very common standard, but may
not necessarily be universal.

e Must have their own separate power source and not be powered from the One-

Reader Board.
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black TE4
- orange L — @ o | Ground
HID ProxPoint ‘ (§) o |Buzzer
Reader white & o |LED
(Wiegand) I (&) o | Clock/Data 1
green @ o | Data !/ Data 0
Color-Coded Pigtail from Reader red &) o | Volage Out
(Insulate urused wires fram
others.)
[+ | Proceed LED TB4
= ™ ) o | Ground
IDentiSMART oy Data 1 Q o | Buzzer
MIFARE Serial + Jm&—ml Q o |Le0
Number Reader ok ——— (8 o | Clock/Data 1
ABA ©
( ) - Ground (%) o | Data/Data0
o +OC Power |_® o | Voltage Out
Terminal Block
on Reader
yallow & black TB4
Bar-Code ABA brown L %) o | Ground
Reader ‘ (%) o | Buzzer
(ABA) green & o |LED
o (8) o |Clock/Data1
purple T &) o |Data/Data0
1000
Color-Coded Pigtail from Reader red - @ o | Vaoltage Out
(Insulate unused wires from IMPORTANT: wira ene 1000 (3 pullup /
others.) Fesistar betwasn the Data and Vallage O pins
and anather 1000 [ pulup resisior batween she
Clock ard Valtage Out pins
brown or black TE4
orange L—— &) o | Ground
Flush-Mount | (% o | Buzzer
Track 2 Reader green & o |LED
(ABA) L ® o Cociams
yellow & © |Data/Data0
Color-Coded Pigtail from Reader red :lmﬁﬁh':sgl‘rsn:r?ci&l (% o | voltage Out
{Insulate unused wires from T had wire 1o board!
others, |
Procesd LED T84
L
[Ty] |
- Ground | ,7 g <] :uround
o zzer
Surface-Mount ) ® o|LeD
Track 2 Reader o |© o | clock/Data 1
(ABA) — - |(%) o | Data/Data0
ermina onnect Pin 3 o +5 YOG
on Reader cﬁwrﬁ-fleV%Eumm; @‘ 2 VonageOut
Pin 3 1o beard!
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E CAUTION! Input voltage for the One-Reader Board is passed through to

the reader!
Reader
TB4-1 |Reader Ground
TB4-2 | Buzzer
TB4-3 |Proceed LED
TB4-4 |Clock/Data 1
TB4-5 |Data/Data0
TB4-6 |Voltage to reader
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Wiring a One-Reader Board to Door Strike and Magnetic Lock

- Use an IDenticard Suppressor Kit if
- the door lock does not have

: transient clamping. The kit should Fail-Secure
* be located as close to the load as .

- possible (within 12 inches). Door Strike

PremiSys
One-Reader
Board

Red Leaad

Door- - @ Black Lead
Lock
Relay e %
(K1) o
Auxiliary e % + -
Relay o
K2 o @ DC Power
Supply
TB3
CAUTION! Make sure that lock equipment
does not exceed relay contact ratings:
Door-lock relay Auxiliary relay
S5A @ 28 VDC 1A @ 28 VDC
PremiSys Fail-Safe
One-Reader Mag-Lock
Board
Eﬂg{_ NC| o @ Red Leaad — +
a]
Relay ] COM[ © @ T
(K1) M.O.[ o
:D % Black Lead — —
Auiliary @ L
Relay o
(k2] o @ + - | ... -. S
Use an IDenticard Suppressor Kit
TB3 DC Power if the door lock does not have
Supply transient clamping. The kit should
be located as close to the load as

possible (within 12 inches).
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Auxiliary Relay

TB3-1 | Auxiliary Relay (K2): Common

TB3-2 | Auxiliary Relay (K2): Normally closed

TB3-3 | Auxiliary Relay (K2): Normally open

Door Relay

TB3-4 | Door Relay (K1): Normally open

TB3-5 | Door Relay (K1): Common

TB3-6 | Door Relay (K1): Normally closed

The two relays on the One-Reader Board are both Form C, dry-contact and single-pole
double-throw (SPDT). However, each has different electrical specifications:

e The large "Door-Lock" relay, labeled “K1,” is rated at 5 A at 28 VDC and is suited
for connection to the door lock.

e The small "Auxiliary” relay, labeled “K2,” is rated at 1 A at 28 VDC and is suited for
connection to an auxiliary device, for instance, an audible alarm.

Other notes on relays:

¢ Relays may be wired normally open or normally closed, depending on the needs of
the devices they are controlling. Any device switched by a relay should be powered
from “outside” the PremiSys system.

e Specify the output configuration (normally open, normally closed, normal action,
inverted action) when setting up each relay in the software. See the PremiSys
Online Help for details.
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Connecting Inputs and Relays on the One-Reader Board

Board 3

(reader and other Input
selected ports only) L

Door-Posilion
-+ Input Point
Sample Door :
Hardware and Door
Connections
Alarm
Door-Strike Lock .~ (separate power |
|separate power source source required) |—
required)
TB4 _TB3
@ o (Ground Do?r- @ @
Strike o @
@ o |Buzzer Relay
@ o |LED Reader (K1) L° @
@ o [Clock / Data 1 Auxiliary @ @
@ o |pata/Data0 F:E';‘_Y o @
(@ o [+12VDCOut ! ° @
Fower o &
) Supply o @
PremiSys "o @
Input o
One-Reader 2 o @
o @
° @
2

R
-
w

Reader REX

 Note: When wiring a REX and a DPIP
© as a pair, always wire the REX to the :
© input point with the lower number.

In the example illustrated above, the REX is wired to Input 1 and the door-position input
point to Input 2. In this way, if the state changes on these points appear simultaneously,
the system will process the REX before the door-open state, and therefore prevent a
door-forced alarm, which would result if the points were processed in the reverse order.
If you cannot wire the points in the proper order, a means exists in the PremiSys
software to override this processing. See the PremiSys Online Help for details.

IMPORTANT! Inputs on a single board are normally processed in
ascending numeric sequence when they change state simultaneously
or nearly simultaneously. Consequently, if wiring a REX input point
and a door-position input point in a pair, make sure that the door-
position input point has a higher input number than the REX point
paired with it.
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Wiring Supervised Input Points on the One-Reader Board

Supervised inputs such as these can be used for door-position input points or any other
input that requires supervision.

PremiSys™ software supports only the standard “1 K normal, 2 K active” and “2 K
normal, 1 K active” supervision modes depicted here.

Input circuits require one twisted pair per input and are rated at 30 ohms maximum.

IMPORTANT! Inputs on a single board are normally processed in
ascending numeric sequence when they change state simultaneously
or nearly simultaneously. Consequently, if wiring a REX input point
and a door-position input point in a pair on a One-Reader Board,
make sure that the door-position input point has a higher input
number than the REX point paired with it.

PremiSys
One-Reader
r ~ Board
Input Point
Standard
1K Normal, 2K
Active Pover (o @
\ J R L @
Ingut @ %
In?ut =° %
TB2
PremiSys
One-Reader
(" B Board
Input Point \ .
Standard
2K Normal, 1K
Active P k=) @J
. S Supply o @
Ingul _o %
Inqut _o %
TB2
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One twisted pair per input, 30 ohms maximum

Connection to Input-
Point Devices

TB2

TB2-1 |Inputl
TB2-2 |Inputl
TB2-3 |Input?2
TB2-4 |Input 2
TB2-5 | Ground
TB2-6 |+12VDC

Wiring Unsupervised Input Points on the One-Reader Board

Unsupervised inputs such as these can be used for REXes, general-purpose input
points or any other input that does not require supervision. See the topic "Wiring a
Supervised Input Point to the PremiSys One-Reader Boardhes? to wire inputs that

require supervision.

Input circuits require one twisted pair per input and are rated at 30 ohms maximum.

© 2012 IDenticard Systems, Inc.
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PremiSys
One-Reader
4 A Board
Input Point ’_H
Normally Closed
(Unsupervised) e E %
\ o InEu[ _‘:‘ %
In;1:|ut E %
TB2
PremiSys
( ) One-Reader
Input Point Board
~ —o\
Normally Open
(Unsupervised)
. J el B4
InBut =° @
c @
|r||1Jut _° %
TB2
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Connection to Input- | One twisted pair per input, 30 ohms maximum
Point Devices

TB2

TB2-1 |Inhputl

TB2-2 |Inputl

TB2-3 |Input2

TB2-4 |Input2

TB2-5 |Ground

TB2-6 |+12VDC

One-Reader Board LEDs

The PremiSys™ One-Reader Board has two LEDs, A and B, that indicate operation

and communication of the board with the connected controller.

LED A indicates the heartbeat and online/offline status of the board as follows:

e If the board is offline, the LED cycles off for 800msec and on for 200msec.
e If the board is online, the LED cycles on for 800msec and off for 200msec.

LED B indicates communication activity on the RS-485 bus, not necessarily on the Input

Board.

LED

Indicates heartbeat and online status

A
B

"On" indicates /O communication

© 2012 IDenticard Systems, Inc.
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PremiSys Two-Reader Board

g Y@ © a8 v 25 W5 61 smeemmim | o (|Votage Out
R% o ~ o (7)|LED
Lit LED= 1-B ndicate paint in alanm.
|“gUt 4 e Lit LED TMF Indicates Tamper pont In alarm. @ @ Buzzer - Reader
o | TB1 Lit LED PFL indicates Power failre alanm o @ Clock / Data 1 1
Lit LED=s R1 & R2 indicate Reader actively scanning card, o @ Data { Data 0
Input @
5 "% o TB8 | o @ Graund
Ingut J @ =4 @VDH&QB Cut
° | TB2 - - o @ LED
nout o Denticard” PremiSys Two-Reader Board o (@ |Buzzer | Reader
5 10 - Item Code PREM-BRD2RDR o @cokivaat (" 2
mgu[ | o C2006-2009 Brady Wieldwice, bic. All fights reserved. o ()|Data/Data D
o | TB3 TBa | © @ Ground
In?ut ‘Eg o
o
If riot wiring the N
|ngut % o Power Failure or . g
T o | TB4 Encloaurs Tamper w3
%_ -7 alamms you must DIP : %
Endosure o L short-wire the
Tarrﬁr 4 e unused pins. Switch e E
Alamm (N.C.) % o | (s1) =5
|
Power Fai o
A L 1 Connect 1 & 2 to use 12 VDG,
@ ° or connect 2 & 3 o use panal
TBS input voltage, as the oufput
voltage at reader terminal TB10 @
(after bridge rectifier). @ Relay 1
. _Lit LED indicates @
Set jumper J3 for - © energized relay =
2Z-wire communication. 12 WDC Passhough L @
on TBE. . U2 e | 1 : i ;
P T @ [com | retay 2
-”' K1 KZ M3 K4 K5 KE @
@ TB11 | o
o
@ °| /s Relay 1 (K1) | [Relay 2 (K2) ° @ Relay 3
2-Wire @ o .., Form C Form C o @
R5-485 SA@2BVDC| (5AE28VDC o @
I Install jumper J5 to SPDT SPOT
@ o | TB6 engane RS-485 o @ Relay 4
EOL termination. Relay 3 (K3) Relay 4 (K4) o
Form C Form C @
+z v (@) o 5A@2EVDC| [5A@28VDC| | ©
Fower Mot Usad @ SPOT SPDT o @ Relay 5
Suely Grownd| @) TB7 Relay 5(K5) | | Relay 6 (K6) o @
Form C Form C o @
SA@28VDC| | 5AE 28 VDC
SPDT SPDT o @ Relay 6
° @
TB12 =
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Sample General Configuration for a PremiSys Two-Reader Board Connected to
a PremiSys Controller, a Reader and Auxiliary Equipment

Panel
Service

Ij IRea-:l'r 1 I
Inprut 1 h
Readar 2
Ingsut 2 E 7
]
e,
i
Premigys 1

Forwer .IEl
Supply

PremiSys
Contraller

RS —ABG—| Board g

| [ {owr)
Powar !

: (E:PIJ_ Output 2

Upto &
oulputs
avaiable

Two-Reader Board Specifications

Certifications for the Two-Reader Board

UL: recognized to UL 294: Access Control System Units - component
CE: EN55022, EN50082-1, [IEC801-2, IEC801-3 and [IEC801-4

Dimensions and Weight of the Two-Reader Board

Board Width

8.0 inches (203 mm)

Board Height

6.0 inches (152 mm)

Board Depth

1.0 inch (25 mm)

Board Weight

11 ounces (312 g) (nominal)

Environmental Specifications for the Two-Reader Board

Temperature

32°F to 158°F (0°C to 70°C) operating
-67°F to 185°F (-55°C to 85°C) storage

Relative Humidity

0 to 95% RH noncondensing

© 2012 IDenticard Systems, Inc.
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Power Specifications for the Two-Reader Board

A

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

Input Voltage

12 VDC + 10%, 550 mA peak

Relay Ratings
(each of six relays)

5 A at 28 VDC, noninductive load

Relay Contact Type

Form C

Relay Configuration

Single-pole double-throw (SPDT)

Inputs — Assignable

Eight supervised input points with end-of-line (EOL) resistors,
1K /2K ohm 1% %4 watt standard

Input — Dedicated

Two unsupervised, dedicated input point for enclosure
tamper and power loss.

Card Reader
Power

(each of two
readers)

12 VDC % 10%, regulated 125 mA maximum each reader
(see “Important” alert above)

or

12 VDC % 10% (input voltage passed through), 125 mA
maximum each reader

Reader LED Output

TTL-compatible; high>3V, low<0.5V;
5 mA source/sink maximum

Reader Data Inputs

TTL-compatible inputs

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Wiring Requirements for the Two-Reader Board

Power to Two-
Reader Board

Twisted pair, 18 AWG (0.823 mm?).

RS-485 Connection

Twisted pairs, 22 AWG (0.325 mmz2), with overall shield

to PremiSys Maximum cable length: 4000 feet (1219 meters) of wire,
Controller total copper, including drops
Connection to Use wire and gauge as required by load.

Relay-Controlled
Devices

Connection to Input-
Point Devices

One twisted pair per input, 30 ohms maximum

Connectionto
Reader

Six-conductor, 18 AWG.
Maximum cable length: 500 feet (150 m), total copper,

including drops

Communications Specifications for the Two-Reader Board

Access-Control Specifications for the Two-Reader Board

To PremiSys
Controller or MUX
Board

Two-wire RS-485, via TB1, 2,400-38,400 bps.

Relay Pulse Time

1 to 255 seconds

Door-Position
Shunt Time

1 to 255 seconds

Indicators on the Two-Reader Board

Tw

Visible

20 red, single-color LEDs

o-Reader Board DIP Switches — Chart

Switches

Selection 1 2 3 4 5 6 7 8
Address 0 Off Off Off Off Off
Address 1 On Off Off Off Off
Address 2 Off On Off Off Off

© 2012 IDenticard Systems, Inc.
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Address 3 On On Off Off Off

Address 4 Off Off On Off Off

Address 5 On Off On Off Off

Address 6 Off On On Off Off

Address 7 On On On Off Off

Address 8 Off Off Off On Off

Address 9 On Off Off On Off

Address 10 Off On Off On Off

Address 11 On On Off On Off

Address 12 Off Off On On Off

Address 13 On Off On On Off

Address 14 Off On On On Off

Address 15 On On On On Off

Address 16 Off Off Off Off On

Address 17 On Off Off Off On

Address 18 Off On Off Off On

Address 19 On On Off Off On

Address 20 Off Off On Off On

Address 21 On Off On Off On

Address 22 Off On On Off On

Address 23 On On On Off On

Address 24 Off Off Off On On

Address 25 On Off Off On On

Address 26 Off On Off On On

Address 27 On On Off On On

Address 28 Off Off On On On

Address 29 On Off On On On

Address 30 Off On On On On

Address 31 On On Oon On On
2400 bps Off Off
9600 bps on Off

19,200 bps Off on

38,400 bps On On
Not used Off
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Two-Reader Board Jumper Settings

Jumper Setting Selection
1['1228{] Regulated 12 VDC is supplied to reader ports.
J2
2-30n - "
PT] Input voltage at TB7 is “passed through” to reader ports.
Always choose this option to use two-wire RS-485
2W o
J3 communications TB6.
4w Do not select this option. Four-wire RS-485 is not used.
Off RS-485 EOL termination on TB6 is disabled.
J5,J6
On RS-485 EOL termination on TB6 is enabled.

IMPORTANT! You must provide at least 20 VDC of input voltage to the
A Two-Reader Board input to obtain 12 VDC at the reader port.

Setting End-of-Line (EOL) Resistance for the Two-Reader Board

If the PremiSys™ Two-Reader Board is the last board in a run, install jumpers J5 and J6
to set RS-485 EOL.

In the diagram below, boards A3, B1, B2, B3, C1, C2, and C3 should be set as end-of-
line. The originating port on the associated controller should also be set for end-of-line.

© 2012 IDenticard Systems, Inc.
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|\ RS-232 AWG 22—
Fort 1 D
Part 2
MUX4 or
Converler RS-485 22 AWG
C Port 1
T —
B Port IP Controller
A Port 1 EKF!HI"I'C'EI)'Q Port 2 Install jumgser J10 to sel
Compact Port 2 H— Contraller Port3 S RE-485 EOL on Port 1
Controller Port 3 ’
e Portd )\ Por 2
Port 5 Port 3 )
Install J21, J22 and J23 for Install J& forﬁRE--iaﬁ EQL
Install J11 for Port 2 Port 2, 3 & 4 RS-185 EOL on port 3 (TBd).
RE-485 EQL tarmination.
Termation.
B“ Twa-
Part 1
A1 Two. Roader ' ks
Reader Board B2 Install J2, 112, J3 and J%
Board Install jumpsr J5 Qutput )F for Port 1, 2.4 & 6 EOL
Mo EOL loy sel RS-485 Board termination
jumipar settings EoL i N YR
needed Insiall jumper J1 N q.‘_ ey q;_ ey Oy O,
o sat R5-485 c1 Ona- e tate T
A2 EQL Readar
Input Board
Board | |AZ gutput D B3 Install jumper J4
Mo ECOL Board Input to et RS-485
_ N Bioard EOL
pmpsr satmgs | |l jumgser 1
needad o 2t RS ARG Install jumpar J1 C3 Twe-
EoL 1o 56t RE-485 Reader
EOL Board
Cc4 Input 7 Ho EOL
Board pmpser setings
neadad

Cz Output >

Board

Install jumper J1
to sat RS-485
EOL

Install jumpar J1
o set R5-485
EOL

Wiring a Two-Reader Board to a Power Supply

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the

total current draw on the power supply does not exceed 10 A.
The Two-Reader Board can be powered with the 12 VDC supplied by any of the
PremiSys™ power sources. To power the readers from the board, choose the "Pass-
through" selection. Exercise caution to be sure that the voltage supplied to the Two-
Reader Board is not too great for the reader to handle.

If you are connecting the Two-Reader Board to a reader that requires a voltage lower
than 12V you must use a resistor to lower the voltage going out of the reader port.

If you are connecting the Two-Reader Board to a reader that requires a voltage higher
than 12V, set jumper J2 for "12VDC" but use a separate power source wired directly to
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the reader to power it.

IMPORTANT! You may need to use a separate power supply to power
A your readers if:

e Your readers require 12 VDC or greater. You may be able to use
the PremiSys Power Supply and get 12VDC at the readers when
12VDC is supplied to the board.

e Your readers require less than 12 VDC. In this case you must use
a resistor to reduce the power output to match the power
requirements of your readers.

The voltage selection is made using jumper J2 on the Two-Reader Board:

Connact 1 & 2 1o usa 12 VDC,
or connect 2 & 3 1o use panel
input voltage, as the cutput
voltage at reader terminal
{after bridge rectifier)

12 m-c Paaathrough
awaw T W W W W R W
Ji‘ Ki Kz K3 K4 K5 KE
—

Refer to the documentation enclosed with individual readers to determine if the readers
must have their own separate power source and not be powered from the Two-Reader
Board.
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Power to PremiSys Expandable Controller,
Compact Controller, Two-Reader Board, Input Board,
Quitput Board using optional Altronix® Power Supply

A
o i
5};31 @*3 = Wire ground to COM
g9 0 . If unswitched, wire positive to C (shaown)
o o o o o o o olEachaof8powercutputs provides up to . Il_smtchv_al_j. wire pusmve_m M for fail-safe,
NG C MO COM NG © no con| 25A @12 VDG, Total output wire pﬂ.rsllwe tc:_ NO for fail-secure .
@@ @ @@@ @ amperage on all B ports not to excesd - Use twisted pair, 18 AWG (0.823 mm°®) wire
10 A
Expandable Controller | TB4
HMC (A o e
Twisted pair, 18 AWG {0.23 mm’} wirs NotUsed |(@) o Compact Gontraller | TE1
Grourd @ o Two-Reader Board | TBT
Input and Cutput Boards | TB11

(We recommend no more than 2
Qutput Boards powered via one
power supply output.)

DC Output

=  Observe polarity for all DC wiring )
«  Use twisted pair. 18 AWG {0.823 mm®) wire

Expandable Controllar | TB4

Compact Contraller | TB1

10A @ 12 VDC
HMC (P o
Twisted pair, 18 AWG {0,923 mm’} wira NotUsed | () o
Grourd | (7)o

Two-Reader Board | TBT

Input and Qutput Boards | TB11

Power to PremiSys Expandable Controller,
Compact Controller, Two-Reader Board, Input Board, Ouiput Board
using optional Ten-Amp Power Supply

DC Qutput

4A@12VDC
+2VDC @ o
Twisled pair, 18 AWG (0,823 mm®) wire Mot Used @ o
Graund @ o

«  Observe polarity for all DC wiring
o Use twisted pair, 18 AWG (0.823 mm’) wire

Expandable Controller | TB4

Compact Controller | TB1

Two-Reader Board | TBT

Input and Dutpul Boards | TB11

Power to PremiSys Expandable Controller,
Compact Controller, Two-Reader Board, Input Board, Output Board
using optional Three-Amp Power Supply
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The Two-Reader Board has 20 LEDs:

e LEDs A and B indicate operation and communication of the board with the
connected controller, as described below.

e LEDs R1 and R2 indicate the status of the board’s readers, as described below.

e LEDs 1 through 8 indicate when the relevant input on the board goes into alarm, as
described below.

e LEDs CT and PFL indicate the status of the dedicated inputs for cabinet tamper
(CT) and power fault (PFL), as described below.

LED A indicates the heartbeat and online/offline status of the board as follows:

e If the board is offline, the LED cycles off for 800msec and on for 200msec.
e If the board is online, the LED cycles on for 800msec and off for 200msec.

LED B indicates communication activity on the RS-485 bus, not necessarily on the
Two-Reader Board.

LEDs R1 and R2 light to show activity at their respective readers.

LEDs 1 through 8 flash every few seconds when the inputs are in a normal state. They
glow steadily with an intermittent flash when their respective points go into alarm. They
flash off and on several times every second when there is a fault (short) in the circuit.
LEDs for points not in alarm continue to flash every few seconds when other points go
into alarm.

LEDs CT and PFL flash every few seconds when the inputs are in a normal state. They
glow steadily with an intermittent flash when their respective points go into alarm.

LEDs K1 through K6 remain unlit if their respective relays are inactive. If a relay is
active, its LED glows steadily.

Wiring a Two-Reader Board to Monitor for UPS Power Loss

The PremiSys™ Two-Reader Board has dedicated inputs on terminal block 5 (see
image below) for use as Enclosure Tamper and Power Failure Alarms. If these
dedicated inputs are not wired for their intended use, install a shorting wire on each of

them.
TBES
™e|&) o
GuD| (&) ©
Poiwear @ o
Faiura FLT If not wiring the Power
{M.C.) |GND @' e Failure ar Enclosure Tamper

alarms you must short-wire
the unused pins.
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AC Status
3-Amp, 10-Amp OF  cwput Relay

Altronix 10-Amp  NC C NO

Power Supply I@’

Two-Reader Board | TBS

18-22 AWG (0.823-0.325 mm”) wire

IV

Power Alarm to PremiSys Two-Reader Board

1B 5

TB5-1 | Ground
Power

Failure | TB5-2 |Input 1

Wiring a Two-Reader Board Enclosure Tamper

The PremiSys™ Two-Reader Board has dedicated inputs on terminal block 5 (see
image below) for use as Enclosure Tamper and Power Failure Alarms. If these
dedicated inputs are not wired for their intended use, install a shorting wire on each of

them.
TBS
Enclosura
Tampe: ™e|®&y) o
Alarm
(NC.) |onp|() o >
AT |® e If not wiring the Power
GMD @' = Failure or Enclosure Tamper
alarms you must short-wire
the unused pins.
TB5
TB5-3 | Ground
Enclosure
Tamper | TB5-4 |Input 1

Wiring a Two-Reader Board to a Controller

Note: Listed below are the maximum numbers of Two-Reader
A Boards you can connect to each of the named controllers. In

parentheses are the maximum numbers of allowable doors

(readers) on each controller:

IP Controller - 64 (64)
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Two-Reader Controller - 32 (64)
PoE One-Door Reader Controller - 8 (17)

PremiSys
IP and PremiSys
Two-Reader Two-Reader
Controllers Board
< - »D o TR
‘ — WO o 2
@ 2 | Mot Used R-5_4r395
o TR+ L @ o |NotUsed
2-Wire Voo
@- o |TR- 485 L @ o | Ground
12:_: o |Ground l - TB6
i Install =
IP Controller | TB3 or TB4 3 e e
Two-Reader Controller TE3 R5-485 communications
on TB6.

IMPORTANT! Install Jumper J3 exactly as illustrated in the
diagram above! Four-wire RS-485 cannot be used!

+
ra
g o
m
o =R
csot 7123
e PremiSys
Two-Reader
(i I HE Board
FaY
, L/t < — P (D) o |TRe
PremiSys N < [ MWD o |
PoE One-Door P @ o |Notuses & Ve
Reader P @ oS T RS-485
H f @ | Mot Used
Controller @ o |Gound
—L —a TB6
T nstall e,
J3 Jurmiper J3 on the Two-
- Reader Board for 2-wire
R5-485 communications

on TBE,
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IMPORTANT! Install Jumper J3 exactly as illustrated in the
diagram above! Four-wire RS-485 cannot be used!

PremiSys
Expandable
and Compact PremiSys
Controllers Two-Reader
J Board
R [0 @ B » @ o |TRe
2-\Wire i
RS-485 TR © @ < ol D o |TR 2Wire
Ground | © () y /..-' @ o |MNotUsed > Ao 4ee
. TR+ | o (@ 1 @ o |MNotUsed
=Vwire —
RS.485 TR-| o @ ) o |Ground
Ground | o @ ~ 1B6
2 wil S -
Expandable Controller | TB2 or TB3 Lm:[g Install T =
Compact Controller TB4 J3 - jumperJito -

use 2-wire RS-485
communications on TBG.

IMPORTANT! Install Jumper J3 exactly as illustrated in the
diagram above! Four-wire RS-485 cannot be used!

Wiring a Two-Reader Board to Wiegand and ABA Readers

The Two-Reader Board can be powered with the 12 VDC supplied by any PremiSys™
power source. Then, to power the readers from the board, choose the selection in which
the board-input voltage is passed through to the reader terminal block. Exercise
caution to be sure that the voltage supplied to the Two-Reader Board is not too great for
the reader to handle.

The voltage selection is made using jumper J2 on the Two-Reader Board.

Connact 1 & 2 o usa 12 VDC,
or connect 2 & 3 1o use panel
input voltage, as the cutput
voltage at reader terminal
{after bridge rectifier)

12 VDT Passthiough

40
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Refer to the documentation enclosed with individual readers if the readers:

e Use a terminal block for connection to the board rather than a “pigtail” cable as
shown below. Always double-check the color-coding scheme of any reader using a
pigtail. The scheme depicted in this illustration is a very common standard, but may

not necessarily be universal.
¢ Must have their own separate power source and not be powered from the Two-

Reader Board.
IMPORTANT! When powering this board using either the Three-Amp
or Ten-Amp Power Supplies, choose to pass the voltage through to
the reader ports. You must provide at least 20 VDC of input voltage to
the Two-Reader Board input to obtain regulated 12 VDC at the reader

ports.
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{Insulate unused wires from

others.)

IMPORTAMNT: wira ane 1000 £ pullup raskster
betwesn (he Data and Vokage Oul ping and srether

1000 6] pudlug rasishor Betaaen the Clodk and
Woltage Oul pins.

black TES or TB9
- green I_® 2 |Ground
HID ProxPoint L (%) o |Data/Data0
Reader white ) © |Clock/Data1
(Wiegand) @ o [Buzzer
orange © o |Leo
Calor-Coded Pigiail from Reader red &) o |Voltage Out
(Insulate unused wires from
others.)
— | Proceed LED TBS or TBY
™ @ o | Ground
i Data
I:‘E:::gsEMSAR'TI @ Clock L (%) o |Data/Datal
eria = L @l o | Clock / Data 1
Number Reader by ® o |Puzzer
ABA o
( } - Ground @ ° |LED
o +DC Power |_® o |Woliage Out
Terminal Block
on Reader
yellow & black TBS or TB9
Bar-Code ABA purple & Ground
Reader L (%) o |pata/Datan
(ABA) gre=n +—(&) o [Clock/Data 1
W02 000 &) o |Buzzer
brown @ o |LED
Color-Coded Pigtail from Reader red * @ o |Voltage Cut

brown or black TBS or TBY
yellow I_'S @ [Ground
Flush-Mount L & o |Daw/Daao
Track 2 Reader reen %) o |Clock/Data 1
{ABA} ® O |Buzzer
CrEMgE @ o |
Color-Coded Figtail from Reader L s &) o |Voltage Out
(Insulate unused wires from T tad Wi lo boal®!
others. )
P LED TBE or TB2
':’ Graund f% 2 |Geound
o |Data/DataD
Surface-Mount ] ® o |Clock/Data 1
Track 2 Reader oy fp 8 o
{ABA) Clock @ @ |Buzzer
Terminal Block T @ ° [P
arming onnect PN 3 to +5 VG
on Reader cﬁmﬁ-flzav?égum\iﬁ (&) o |voltage Out
Fin 3 o board!
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Reader 1 Reader 2

TB8-1 Reader Ground TB9-1 Reader Ground
TB8-2 Data/Data 0 TB9-2 Data / Data O
TB8-3 Clock / Data 1 TB9-3 Clock / Data 1
TB8-4 Buzzer TB9-4 Buzzer

TB8-5 Proceed LED TB9-5 Proceed LED
TB8-6 Voltage to reader TB9-6 Voltage to reader

© 2012 IDenticard Systems, Inc.
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Wiring a Two-Reader Board to Door Strike and Magnetic Lock

“Use an |IDenticard Suppressor Kit
-if the door lock does not have
transient clamping. The kit should :
:be located as close to the load as

PremiSys - possible (within 12 inches). - | Door Strike
Two-Reader
Board

Fail-Secure

Red Lead

Relay

Black Lead

Ralay

o o ollo o ol
SIS

. + -
TB10 or

TB11 or Dguﬁ,ﬁfr
TB12

CAUTION! Make sure that lock
equipment does not exceed relay
contact ratings: 5A @ 28 VvDC

PremiSys Fail-Safe
Two-Reader Mag-Lock
Board

M.C.
Relay COoM
MO,

Relay

0 OlIO 0 Ol
NSNS

?31 0 or ‘Use an IDenticard Suppressor Kit
DC Power . if the door lock does not have :

TB11 or : . . . :

TB12 Supply :transient clamping. The kit should :

: be located as close to the load as

: possible (within 12 inches).
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Wiring a PremiSys Two-Reader Board to Door Strike and Magnetic Lock

(continued)

TB 10 (Output = Relay)

TB 11 (Output = Relay)

TB10-1 Relay 2: Normally open TB11-1 Relay 4: Normally open
TB10-2 | Relay2: Common TB11-2 Relay 4: Common
TB10-3 | Relay2: Normally closed | TB11-3 Relay 4: Normally closed
TB10-4 | Relay1: Normally open TB11-4 Relay 3: Normally open
TB10-5 | Relay1l: Common TB11-5 Relay 3: Common
TB10-6 | Relay1l: Normallyclosed | TB11-6 Relay 3: Normally closed

TB 12 (Output = Relay)

TB12-1 Relay 6: Normally open
TB12-2 Relay 6: Common
TB12-3 Relay 6: Normally closed
TB12-4 Relay 5: Normally open
TB12-5 Relay 5: Common
TB12-6 Relay 5: Normally closed

Connecting Inputs and Relays on the Two-Reader Board

Relays may be wired normally open or normally closed, depending on the needs of the
devices they are controlling.

Specify the output configuration (normally open, normally closed, normal action, inverted
action) when setting up each relay in the software. See the PremiSys™ Online Help for

details.

f IMPORTANT! Any device switched by a relay should be powered from

“outside” the PremiSys system.

© 2012 IDenticard Systems, Inc.
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- as a pair, always wire the REX to the
© input point with the lower number.

,
Sample Door
Hardware and Connections Reader
.
TB1 TBE
@ | Ingut (“Voltage DUt = ()
@ 0_} ! LED | = @
@ o Ingut Reader < Buzzer | o (@
—H@ o 1 Clock /Data 1 | o (@)
@ o Ingut Data/Datad | o @)
@ o Ground | e (@
@ | Ingut Violtage Qut | = (@
@ - LED| e @
TE2 Reader P, Buzzer | o (@)
2 Clock/Daa 1| e @
T e— Data/Data0 | & @
_'_‘_““--._,_ Ground | & (A
e TBY
Tl @
PremiSys Output 1 < COM | s @
Two-Reader N.O = %
Board Output 2 com|e @
(reader and other NO. | e (B
selected ports only) —— L To10
Daor-Lock Strike
Door Position Door .-+ (Separate powar Source Alarm (separate
Input--.. required) power source
a | required)
—| REX |- Note: When wiring a REX and a DPIP '

IMPORTANT! Inputs on a single board are normally processed in
ascending numeric sequence when they change state simultaneously
or nearly simultaneously. Consequently, if wiring a REX input point
and a door-position input point in a pair, make sure that the door-
position input point has a higher input number than the REX point

paired with it.

In the example illustrated above, the REX is wired to Input 1 and the door-position input
point to Input 2. In this way, if the state changes on these points appear simultaneously,
the system will process the REX before the door-open state, and therefore prevent a

door-forced alarm, which would result if the points were processed in the reverse order.

If you cannot wire the points in the proper order, a means exists in the PremiSys
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software to override this processing. See the PremiSys Online Help for details.

Wiring Supervised Input Points on the Two-Reader Board

Supervised inputs such as these can be used for door-position input points or any other
input that requires supervision. See the topic "Wiring Unsupervised Input Points on the
PremiSys Two-Reader BoardP2d" to wire inputs that do not require supervision.

PremiSys™ supports only the standard “1 K normal, 2 K active” and “2 K normal, 1 K
active” supervision modes depicted here.

Input circuits require one twisted pair per input and are rated at 30 ohms maximum.

IMPORTANT! Inputs on a single board are normally processed in
ascending numeric sequence when they change state simultaneously
or nearly simultaneously. Consequently, if wiring a REX input point
and a door-position input point in a pair on a Two-Reader Board,
make sure that the door-position input point has a higher input
number than the REX point paired with it.

PremiSys
Two-Reader Board
{ '
Input Point
- , P— TB1-4
Standard Ll\fv‘\kl % : } In1p|.|t
1K Normal, e K ohm @ oM input
2K Active @ o } ;
o W,
PremiSys
Two-Reader Board
f '
Input Point
- \ ' TB1-4
Standard @ o\ input
2K Normal, @ "‘—} !
1K Active @ o } Ingut
\ _J @ o
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TB1 182

TB1-1 |Inputl TB2-1 Input 3
TB1-2 |Inputl TB2-2 Input 3
TB1-3 |Input2 TB2-3 Input 4
TB1-4 |Input?2 TB2-4 Input 4
183 TB4

TB3-1 |Input5 TB4-1 Input 7
TB3-2 |Input5 TB4-2 Input 7
TB3-3 |Input6 TB4-3 Input 8
TB3-4 |Input6 TB4-4 Input 8

Wiring Unsupervised Input Points on the Two-Reader Board

Unsupervised inputs such as these can be used for REXes, general-purpose input
points or any other input that does not require supervision. See the topic "Wiring
Supervised Input Points on the PremiSys Two-Reader Board bisY to wire inputs that

require supervision.

Input circuits require one twisted pair per input and are rated at 30 ohms maximum.
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\,

Input Point
Normally Closed
(Unsupervised)

PremiSys
Two-Reader Board

J

Imput
1

Ingut

|
\_\’_,_./\._‘YH_./

\,

Input Point
Normally Open
(Unsupervised)

7

PremiSys
Two-Reader Board

} Ingut

SERERE

00100'

} Ingu
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181 182

TB1-1 |Inputl TB2-1 Input 3
TB1-2 |Inputl TB2-2 Input 3
TB1-3 |Input2 TB2-3 Input 4
TB1-4 |Input2 TB2-4 Input 4
183 TB4

TB3-1 |Input5 TB4-1 Input 7
TB3-2 |Input5 TB4-2 Input 7
TB3-3 |Input6 TB4-3 Input 8
TB3-4 |Input6 TB4-4 Input 8

Two-Reader Board LEDs

The Two-Reader Board has 20 LEDs:

LED
A Heartbeat and online status indicator
B "On" indicates /O communication

Input Flash every few Steady glow with| Multiple flashes
seconds intermittent flash every second
1 Point 1 Alarm Point 1 Normal Point 1 Trouble
2 Point 2 Alarm Point 2 Normal Point 2 Trouble
3 Point 3 Alarm Point 3 Normal Point 3 Trouble
4 Point 4 Alarm Point 4 Normal Point 4 Trouble
5 Point 5 Alarm Point 5 Normal Point 5 Trouble
6 Point 6 Alarm Point 6 Normal Point 6 Trouble
7 Point 7 Alarm Point 7 Normal Point 7 Trouble
8 Point 8 Alarm Point 8 Normal Point 8 Trouble
Flash on
Tamper Enclosure secure Enclosure tamper
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Power Fault Power normal Power lost
Reader
Reader 1 "On" indicates Reader 1 port communication activity
Reader 2 "On" indicates Reader 2 port communication activity
Relay LED Off On
1 Relay 1 de-energized Relay 1 energized
2 Relay 2 de-energized Relay 2 energized
3 Relay 3 de-energized Relay 3 energized
4 Relay 4 de-energized Relay 4 energized
5 Relay 5 de-energized Relay 5 energized
6 Relay 6 de-energized Relay 6 energized

© 2012 IDenticard Systems, Inc.
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LEDs A and B indicate operation and communication of the board with the connected
controller, as described below:

LED A indicates the heartbeat and online/offline status of the board as follows:

e If the board is offline, the LED cycles off for 800msec and on for 200msec.
e [f the board is online, the LED cycles on for 800msec and off for 200msec.

LED B indicates communication activity on the RS-485 bus, not necessarily on the
Two-Reader Board.

LEDs R1 and R2 light to show activity at their respective readers.

LEDs 1 through 8 flash every few seconds when the inputs are in a normal state. They
glow steadily with an intermittent flash when their respective points go into alarm. They
flash off and on several times every second when there is a fault (short) in the circuit.
LEDs for points not in alarm continue to flash every few seconds when other points go
into alarm.

LEDs CT and PFL flash every few seconds when the inputs are in a normal state. They
glow steadily with an intermittent flash when their respective points go into alarm.

LEDs K1 through K6 remain unlit if their respective relays are inactive. If a relay is
active, its LED glows steadily.
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PremiSys Input Board

Ingut @ o B e indicaes O ° ° @ Input
@ o H 2 paint in alarm. H 1 o (@
Ingﬂ -@ (=] ﬁ". 3 .- H‘: 11 o @ ||"I_P|.|1.
@ o |TBd B 4 TR TB5| o (@ ¢
Ingut @ o H.’ 5 :H: ia e @ In1p1ut
2 . o - . 2
Input o __: - __: - o] Input
* @ o |82 - - 86| @ 2
B o B e
Ingut @ e . . o (@ |I'IF:;JT
@ o IDenticard® PremiSys Input Board ° @
InEut & o Item Code PREM-BRDIN o (@ In&m
@ o | TB3 SN0 Brady Workdwide, Inc. &1 rights resarved TB7 | @ @
Input I e |
" @ o - €T LitLED indicates ° @ i
@ @ - gac pointin alam, ° @
|ngm @ o : o @ In{:ﬁut
@ o |TB4 88| ° ()
Endcsure
Ma[m:: :FT @ ° If nast wiring the
Power @ ° .. Fower Fallure or
Falure o '+ Enclasure Tamper DIP Switch
e % o |TBY  Towmie (s1)
3 unused pins. N
r =
Wil
_ Install jumper J1 to g%
' engage RS-485 EOL ﬁ%
termination. .
i
LED A indicates the heartbeat
B LED B indicates activity on
GO ICa| II'I on the RS—4$5 bus_‘ :
@ o g"‘" Ut Lit LEDS K1 & K2 5
) - @ = 4w indicate energized .-
2-Wire @ o I relay.
R&-485 @
o
@ o |TB10 Relay 1 (K1) _
= Form C o @
5 & @ 28 WDC
12\»1:(:@ o spn% = @ Relay 1
power otused @ o ° @
Suply D o |Te11 Relay 2 (K2) o @
foun Form C
samasvpc| | © @ Relay 2
SFOT o @
TB12
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Sample General Configuration for a PremiSys Input Board Connected to a
PremiSys Controller, a Reader and Auxiliary Equipment

=
= Pomt 8
i

SF'E n.8| i -L
arvice Folnt 2
Fower Pul:.“.fll-l:u
Supply PramiSys
It Board
PremiSys RE435--— Cutput 1
Commoter i (outpt ]

16 Input Points an TBs 1 - &

2 Outputs an TE 12

Input Board Specifications

Certifications for the Input Board

UL: recognized to UL 294: Access Control System Units - component
CE: EN55022, EN50082-1, IEC801-2, IEC801-3 and IEC801-4

Dimensions and Weight of the Input Board

Board Width 8.0 inches (203 mm)
Board Height 6.0 inches (152 mm)
Board Depth 1.0 inch (25 mm)

Board Weight 9 ounces (290 g) (nominal)

Environmental Specifications for the Input Board

Temperature 32°F to 158°F (0°C to 70°C) operating
-67°F to 185°F (-55°C to 85°C) storage

Relative Humidity |0 to 95% RH noncondensing
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Power Specifications for the Input Board

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

Input Voltage 12 VDC £ 10%, 350 mA, 300 mA nominal

Relay Ratings 5 A at 28 VDC, noninductive load
(each of two relays)

Relay Contact Type | Form C

Relay Configuration| Single-pole double-throw (SPDT)

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.

© 2012 IDenticard Systems, Inc. Rev. April 2012
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Wiring Requirements for the Input Board

Power to Input Twisted pair, 18 AWG (0.823 mm?).

Board

RS-485 Connection | Twisted pairs, 22 AWG (0.325 mmz2), with overall shield

to PremiSys Maximum cable length: 4000 feet (1219 meters) of wire,
Controller total copper, including drops

Connection to Use wire and gauge as required by load.

Relay-Controlled

Devices

Connection to Input- | One twisted pair per input, 30 ohms maximum

Point Devices

Communications Specifications for the Input Board

To PremiSys Two-wire RS-485, via TB1, 2,400-38,400 bps.
Controller or MUX
Board

Access-Control Specifications for the Input Board

Inputs — Assignable | 16 supervised inputs with end-of-line (EOL) resistors, 1K / 2K
ohm 1% ¥4 watt standard

Input — Dedicated | Two unsupervised, dedicated inputs for enclosure tamper and
power loss.

Indicators on the Input Board

Visible 22 red, single-color LEDs

Input Board DIP Switches - Chart

Switches

Selection 1 2 3 4 5 6 7 8
Address 0 Off Off Off Off Off
Address 1 On Off Off Off Off
Address 2 Off On Off Off Off
Address 3 On On Off Off Off
Address 4 Off Off On Off Off
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Address 5 On Off On Off Off

Address 6 Off On On Off Off

Address 7 On On On Off Off

Address 8 Off Off Off On Off

Address 9 On Off Off On Off

Address 10 Off On Off On Off

Address 11 On On Off On Off

Address 12 Off Off On On Off

Address 13 On Off On On Off

Address 14 Off On On On Off

Address 15 On On On On Off

Address 16 Off Off Off Off On

Address 17 On Off Off Off On

Address 18 Off On Off Off On

Address 19 On On Off Off On

Address 20 Off Off On Off On

Address 21 On Off On Off On

Address 22 Off On On Off On

Address 23 On On On Off On

Address 24 Off Off Off On On

Address 25 On Off Off On On

Address 26 Off On Off On On

Address 27 On On Off On On

Address 28 Off Off On On On

Address 29 On Off On On On

Address 30 Off On On On On

Address 31 On On On On On
2400 bps Off Off
9600 bps On Off

19,200 bps Off On

38,400 bps On On
Not used Off
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Wiring an Input Board Jumper Settings

Jumper Setting Selection
Off RS-485 EOL termination on TB10 is disabled.
. On RS-485 EOL termination on TB10 is enabled.
Off RS-485 EOL termination on TB10 is disabled.
- On RS-485 EOL termination on TB10 is enabled.
2W TB10 uses two-wire RS-485 communications
73 4W Not Used — Do not select

Setting End-of-Line (EOL) Resistance for the Input Board

If the Input Board is the last board on a bus, install jumper J1 to set RS-485 EOL.

In the diagram below, boards A3, B1, B2, B3, C1, C2 and C3 should be set as end-of-
line. The originating port on the associated controller should also be set for end-of-line.
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|\ RS-232 AWG 28—
port1 D
Port 2
MUX4 or
Converler RS-485 22 AWG
C Paort 1
B Port 1 IP Centroller
A Port 1 Expandable Part 2 Install jumgser J10 to sel
Compact Port 2 ¥ Controller R5-485 EOL on Port 1
Controller - Port 3 2%
Port 3 Port 4 )\ Part 2
Port § Port3
Install J21, J22 and J23 for Install J6 for RS-485 EQL
Install J11 for Port 2 Port 2, 3 & 4 R5-485 EOL om port 3 (TE).
R5-485 EQL tarmination.
termination,
B1 Twe Part 1
Al Twe Readar MuX-8
Readar Board B2 Install J2, J12, J3 and 13
Board install jumpsr J5 Output Sf— for Port 1,2, 4 &6 EOL
Mo EOL 1y .qeltzgf-aas Board tarminatlon
jumipar s&ttings
! ﬂaeueﬂ ? Install jurmpar J1 ‘Qay"'-.-_)_ ;‘-;;o Au,_‘nu,j-';,}
1o set A5-485 C1 Ones o e et T2 e s
AZ EOL Readar
Input Board
Board
ar A3 output M B3 Inctal jumper J4
We EOL Board ér::;:; tir set RS-485
fumpar satlings Install jumgsar J1 EOL
nesdad b g R AEE Install jumper J1 C3 Two-
ToL t set RS-485 Reader
EqL Board
C4 o 7 No EOL
Board jumper satbings
veecded
c2 Output J) Install jumper J1
Board to sat RS-465
ECL
Insfall jumpar J1
1o set R5-485
EQL

Wiring an Input Board to a Power Supply

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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) ﬁ\?‘
;}sp Q?*Sl +«  Wire ground to COM
gd = . If unswitched, wire positive to C (shown)
o o o o o o o o]Eachof8poweroutputs provides up to »  fawilched, TFENFETITFID NC for fail-safe,
NC C MO COM NG © Mo com| 25A @ 12VDG. Total output wire positve to NO for fal-secure
@@ @ @. @ @ @ amperage on all 8 ports not to excesd +  Use twisted pair, 18 AWG (0.823 mm’) wire
10 A
+H2VDC @ S Expandable Controllar | TB4
Twisted pair, 18 AWG {0,823 mm’} wire NotUsed | o Compact Contraller | TB1
Ground @ o Two-Reader Board | TBT
Input and Outpul Boards | TB11
Power to PremiSys Expandable Controller, (We recommend no mere than 2
Compact Controller, Two-Reader Board, Input Board, Output Boards powered via one
Output Board using optional Altronix® Power Supply power supply output.)
R
@ﬁ* o »  Observe polarity for all DC wiring
- (f" «  Use twisted pair, 18 AWG (0.823 mm”) wire
DC Output
10 A @ 12 VDC
HIVDC @ > Expandable Controller | TB4
Twisted pair, 18 AWG {0.823 mm”) wire Mot Used @ o Compact Controller | TB1
Greurd @ o Two-Reader Board | TBT
Input and CQutput Boards | TB11

Fower to PremiSys Expandable Controller,
Compact Controller, Two-Reader Board, Input Board, Quiput Board
using optional Ten-Amp Power Supply

DC Qutput

«  Observe polarity for all DC wiring
o  Use twisted pair, 18 AWG (0.823 mnt) wire

4A@ 12VDC
+“12vDC @ o
Twistad pair, 18 AWG (0,623 mm”) wirs Mot Used | () o
Gound | (A o

Expandable Confroller

Compact Cantraller

TB1

Two-Reader Board

Input and Output Boards

TB11

Power to PremiSys Expandable Controller,
Compact Controller, Two-Reader Board, Input Board, Output Board
using optional Three-Amp Power Supply

Wiring an Input Board to Monitor for UPS Power Loss

The PremiSys™ Input Board has dedicated inputs on terminal block 9 for use as
Enclosure Tamper and Power Failure Alarms. If these dedicated inputs are not wired

for their intended use, install a shorting wire on each of them.
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B9

power | TBO-3 |Input

Failure TB9-4 |Return

TE9
e | &) o
=3 i[>
Ponwier
Failura T |® o If not wiring the Power
{M.C.) | GND @ o Failure ar Enclosure Tamper

alarms you must short-wire
the unused pins.

AL Stalus
S-Amp’ TH-Amp or Cuipul Relay

Altronix 10-Amp NG C NO

Power Supply @

Power Alarm to PremiSys Input Board
or Qutput Board

CT Input Board TBa

Output Board | TBS

18-22 AWG (0.823-0.325 mm’) wire

SIS
g

Wiring an Input Board Enclosure Tamper

The PremiSys™ Input Board has dedicated inputs on terminal block 9 for use as
Enclosure Tamper and Power Failure Alarms. If these dedicated inputs are not wired
for their intended use, install a shorting wire on each of them.

B9

Enclosure TB9-1 | Input

Tamper |TB9-2 |Return

TES
Enclosura —=
Tamper | TMP|(S) ©
Alarm
NC) |enp|() o >
AT |Q e If not wiring the Power
GMD @ @ Failure or Enclosure Tamper

alarms you must short-wire
the unused pins.
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Wiring an Input Board to a Controller

A

IP Controller - 64

Two-Reader Controller - 32
PoE One-Door Reader Controller - 8

Note: Listed below are the maximum numbers of Input Boards you
can connect to each of the named controllers:

PremiSys :

IP and PremiSys
Two-Reader Input or
Controllers Output

Board
|fl...1|
< F——P—(7) o |TRs
-4 5: E: - o |TR-
{ 5 @ o |r+ 2-Wire
7 b % RS-485
o |[TR+ i e |R
-@: o |TR- 2-Wire Wi @ o | Ground
RS-485 7
r%Z? o |Ground :_L _ TB10
mstall e
IP Controller | TB3 or TE4 g jumper J3
Two-Reader Controller TB3 a J3 1o use 2-wire RS-485

A

communications an TB10.

IMPORTANT! Install Jumper J3 exactly as illustrated in the diagram
above! Four-wire RS-485 cannot be used!
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NG 20MAZH+
PURGIE)

a3
=i lazzEng

+HLl

1l

8

:

PremiSys
Input or

Output
Board

L/t _‘ II‘I-- 1.:.. ._@ o TR+
PremiSys < ; :i b o |TR .
PoE One-Door @ o |Re gy
Reader @ o |r
Controller 7 @ o |Ground
L _ 1810
Install Tl
z jurmper 3
= Ja to use Z-wire RS-485

communications on TB10.

IMPORTANT! Install Jumper J3 exactly as illustrated in the diagram
A above! Four-wire RS-485 cannot be used!

PremiSys
Input or
Output

Board

i )
PremiSys
Expandable
and Compact
Controllers
TR+ | o (F) 4

2-Wire
Redgss 3 | ° D4
Ground | © @
TR+ | o @
2-Wire
RS-485 | e @
Grourd | o @
Expandable Controller |TB2 or TB3
Compact Controller

TB4

Install e
Jumiper J3

J3 o use 2-wire RS-485
communications an TB10.

2 wirg

IMPORTANT! Install Jumper J3 exactly as illustrated in the diagram
A above! Four-wire RS-485 cannot be used!
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Connecting Input Points on an Input Board

Inputs may be wired with normally open or normally closed contact points. They may or
may not incorporate two types of supervision. Specify the input configuration (normally
open, normally closed, two supervision types) when setting up each input point in the

software. See the PremiSys™ Online Help for details.

See the topic “Wiring Supervised Inputs on the PremiSys Input Board”ka7 to see how to
wire inputs that require supervision. See the topic “Wiring Unsupervised Inputs on the
PremiSys Input Boardpss!" to see how to wire inputs that do not require supervision.

IMPORTANT! Inputs on a single board are normally processed in
ascending numeric sequence when they change state simultaneously
or nearly simultaneously. Consequently, if wiring a REX input point
and a door-position input point in a pair on an Input Board, make
sure that the door-position input point has a higher input number
than the REX point paired with it.

TB1 182
TB1-1 |Inhputl TB2-1 Input 3
TB1-2 |Inputl TB2-2 Input 3
TB1-3 |Input?2 TB2-3 Input 4
TB1-4 |Input?2 TB2-4 Input 4
183 TB4

TB3-1 |Input5 TB4-1 Input 7
TB3-2 |Input5 TB4-2 Input 7
TB3-3 |Input6 TB4-3 Input 8
TB3-4 |Input6 TB4-4 Input 8
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185 186

TB5-1 |Input9 TB6-1 |Input11
TBS5-2 |Input9 TB6-2 Input 12
TB5-3 |Input 10 TB6-3 Input 12
TB5-4 |Input 10 TB6-4 |Input 12
187 188

TB7-1 |Input 13 TB8-1 Input 15
TB7-2 |Input13 TB8-2 Input 15
TB7-3 |Input14 TB8-3 Input 16
TB7-4 |Input1l4 TB8-4 Input 16

Wiring Supervised Inputs on the Input Board

Supervised inputs such as these can be used for door-position input points or any other
input that requires supervision. Inputs may be wired with normally open or normally
closed contact points. They may incorporate two types of supervision. Specify the
input configuration (normally open, normally closed, two supervision types) when setting
up each input point in the software. See the PremiSys™ Online Help for details.

See the topic "Wiring Unsupervised Input Points on the PremiSys Input Boardkss? to
wire inputs that do not require supervision.

IMPORTANT! Inputs on a single board are normally processed in
ascending numeric sequence when they change state simultaneously
or nearly simultaneously. Consequently, if wiring a REX input point
and a door-position input point in a pair on an Input Board, make
sure that the door-position input point has a higher input number
than the REX point paired with it.
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Input circuits require one twisted pair per input and are rated at 30 ohms maximum.

IMPORTANT! PremiSys supports only the standard “1 K normal, 2 K
active” and “2 K normal, 1 K active” supervision modes depicted

here.
PremiSys
Two-Reader Board
f N
Input Point
- , F— TB1-4
Standard L«m—l % Z } '”ﬁ”"t
1K Normal, S 1K ohm @ ° N\ input
2K Active @ } 2
. w,
PremiSys
Two-Reader Board
f '
Input Point
-~ TB1-4
Standard @ o)\ input
2K Normal, @ o_} !
1K Active @ o } Ingut
\_ J @ o

Wiring Unsupervised Inputs on the Input Board

Unsupervised inputs such as these can be used for REXes, general-purpose input
points or any other input that does not require supervision. Specify the input
configuration (normally open, normally closed, two supervision types) when setting up
each input point in the software. See the PremiSys™ Online Help for details.

See the section "Wiring Supervised Inputs on the PremiSys Input Board ks to see how
to wire inputs that require supervision.

f IMPORTANT! Inputs on a single board are normally processed in
ascending numeric sequence when they change state simultaneously
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or nearly simultaneously. Consequently, if wiring a REX input point
and a door-position input point in a pair on an Input Board, make
sure that the door-position input point has a higher input number

than the REX point paired with it.

PremiSys
p \ Input
Board
Input Point
~ — TB1
Normally Closed @ inpu
. @ o
(Unsupervised) @A o
. 7 @ a E
PremiSys
Input
( ) o\, Board
Input Point
i~ TB1
Normally Open % o
(Unsupervised) @ g
\ . @ o
Relays on an Input Board
TB12 (Relay = Output)
TB12-1 |Relay 2: Normally open
TB12-2 |Relay 2: Common
TB12-3 |Relay 2: Normally closed
TB12-4 |Relay 1: Normally open
TB12-5 |Relay 1. Common
TB12-6 |Relay 1: Normally closed
© 2012 IDenticard Systems, Inc. Rev. April 2012
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Input Board LEDs

The PremiSys™ Input board has 22 LEDs.

e LEDs A and B indicate operation and communication of the board with the

connected controller, as described below.

e LEDs K1 and K2 indicate the status of the board’s relays, as described below.
e LEDs 1 through 16 indicate when the relevant input on the board goes into alarm,

as described below.

e LEDs CT and BA indicate the status of the dedicated inputs for cabinet tamper

(CT) and power fault (BA), as described below.

Communication
Host LED

Heartbeat and online status indicator:
A 80/20 Off 80/20 On

Offline Online

Communication
I/O LED
B /O communication activity on the bus, not necessarily on
this board.
Input LED Flash on every few Flash off every few

seconds seconds

1 Normal Alarm

2 Normal Alarm

3 Normal Alarm

4 Normal Alarm

5 Normal Alarm

6 Normal Alarm

7 Normal Alarm

8 Normal Alarm

9 Normal Alarm

10 Normal Alarm
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11 Normal Alarm
12 Normal Alarm
13 Normal Alarm
14 Normal Alarm
15 Normal Alarm
16 Normal Alarm
Enclosure and Flash on every few Flash off every few
Power seconds seconds
CT Enclosure secure Enclosure tampered
BA Power normal Power lost
Relay LED Off On
K1 Relay 1 de-energized Relay 1 energized
K2 Relay 2 de-energized Relay 2 energized
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PremiSys Output Board

.

KI K3 K4 KB K6 KT KB K8 K10 K11 KI2 K13 Kid K15 K18
" Lit LED indicates energized relay.

Relay 2 (K2) Relay 1 (K1) Relay 9 (K9) Relay 10 (K10}
Form G Form G Form C Form C
SA@2BVDC|| SA@2BVDC|| SA@2BVDC|| SA@ 26 VDC
SPDT SPDT SPDT SFDT

Relay 3 (K3) Relay 11 (K11)
Form C Farm C
Relay 4 (K4 SA@2BVDC|| 5A@28VOC|[Relay 12 (K12
v 4{K) | spoT SPDT =y 12(Ki2)
Form C Form G
g;ﬂg 28 VD Relay 5 (K5) Relay 13 (K13) g&g 28 VDC
Form C Farm C
SA@ZBVDC|| 5A@28VDC
TB2 SPDT SPDT TE6
TB3 TE7

Ralay 6 (K6) Relay 14 (K14)
Form C Form C
5 MA@ 28 VDC 5 A @ 28 WDC
SPDT SPDT

Relay T (KT7) Relay 15 (K15)
Form G Form G
3 A @ 28 VDC 3 A @ 28 VDC
SPDT SPDT

Relay 8 (K8) Relay 16 (K16)
Form C Farm
5A@ 28VDC 5A @ 28 VDO
SPOT SPFDT

TB4
IF reat wiring tha
Power Failure or
Enclosure Tampar
" alamms you must u1
shart-wire the
unused pins,
TB9 Install jumper J1 1o
.-+ Tengage RS-485 ECL
I:I' ) termination.
a
W
] AW
TB10 ]

LEDs.-...___

DiP
Switch
(1)

TB1
0. @- o
Retay 1 @- ]
1@ °
o @ o
Relay 2 @ e
o |@ o
a. @ o
Relay 3 @ o
c |@ e
10 -
Relay 4 @ o
C | o
510 o
Relay 5 @ o
. o
oo .
Relay 6 @ e
c|@ o
Is) @ o
Relay 7 @ e
c |@ o
510 o
Relay & @ o
@ e

Endlosurs

R o
NG o
e |G o
ﬁla&'umlc-ljﬂ\k-@ o
TR+ @. L)
| o
2 Jes (@ <
otlsed | () o
G [
Power voc| @) e
Supply Not Used| @ ©

Grourd | ()

Set pmper J3 for 2-wire
communication on TE10.

TB11

IDenticard® PremiSys Output Board

Item Code PREM-BRDOUT

TE00E-2009 Brady Warldwide, Inc. All rights reserved.

g

S

@

o 9 o0 o o o

Relay 9

Relay 10

O o o o o o

Relay 11

Relay 12

o o o o o O

o o o o a o

*900000008008[P08008[008088]*

> D

(2]
=5

Ralay 13

Relay 14

Relay 15

Relay 16
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Sample General Configuration for a PremiSys Output Board Connected to a
PremiSys Controller, a Reader and Auxiliary Equipment

utput 1

Panel uiput 2
Service E— E 3
Supply 1 PramiSys |
Re-485 1 output Board

E Cutput 15
FremiSys { _
Controller il - Cutput 16
— [Output 16]

Supply

16 Output (Relay) Polnts on TBa 1 -8

No Inputs

Output Board Specifications
Certifications for the Output Board

UL: recognized to UL 294: Access Control System Units - component
CE: EN55022, EN50082-1, IEC801-2, [IEC801-3 and IEC801-4

Dimensions and Weight of the Output Board

Board Width 8.0 inches (203 mm)

Board Height 6.0 inches (152 mm)

Board Depth 1.0 inch (25 mm)

Board Weight 14 ounces (454 g) (nominal)

Environmental Specifications for the Output Board

Temperature 32°F to 158°F (0°C to 70°C) operating
-67°F to 185°F (-55°C to 85°C) storage

Relative Humidity |0 to 95% RH noncondensing
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Power Specifications for the Output Board

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

Input Voltage 12 VDC £ 10%, 1.1 A, 850 mA nominal

Relay Ratings 5 A at 28 VDC, noninductive load
(each of 16 relays)

Relay Contact Type | Form C

Relay Configuration| Single-pole double-throw (SPDT)

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Wiring Requirements for the Output Board

Power to Output Twisted pair, 18 AWG (0.823 mm?).

Board

RS-485 Connection | Twisted pairs, 22 AWG (0.325 mmz2), with overall shield

to PremiSys Maximum cable length: 4000 feet (1219 meters) of wire,
Controller total copper, including drops

Connection to Use wire and gauge as required by load.

Relay-Controlled

Devices

Connectionto ERM | One twisted pair per input, 30 ohms maximum

[

Communications Specifications for the Output Board

To PremiSys Two-wire RS-485, via TB1, 2,400-38,400 bps.
Controller or MUX
Board

Access-Control Specifications for the Output Board

Input — Dedicated | Two unsupervised, dedicated inputs for enclosure tamper
and power loss.

Relay Pulse Time |0 to 255 seconds

Door-Position 0 to 255 seconds
Shunt Time

Indicators on the Output Board

Visible 20 red, single-color LEDs

Output Board DIP Switches - Chart

Switches

Selection 1 2 3 4 5 6 7 8
Address 0 Off Off Off Off Off
Address 1 On Off Off Off Off
Address 2 Off On Off Off Off
Address 3 On On Off Off Off
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Address 4 Off Off On Off Off

Address 5 On Off On Off Off

Address 6 Off On On Off Off

Address 7 On On On Off Off

Address 8 Off Off Off On Off

Address 9 On Off Off On Off

Address 10 Off On Off On Off

Address 11 On On Off On Off

Address 12 Off Off On On Off

Address 13 On Off On On Off

Address 14 Off On On On Off

Address 15 On On On On Off

Address 16 Off Off Off Off On

Address 17 On Off Off Off On

Address 18 Off On Off Off On

Address 19 On On Off Off On

Address 20 Off Off On Off On

Address 21 On Off On Off On

Address 22 Off On On Off On

Address 23 On On On Off On

Address 24 Off Off Off On On

Address 25 On Off Off On On

Address 26 Off On Off On On

Address 27 On On Off On On

Address 28 Off Off On On On

Address 29 On Off On On On

Address 30 Off On On On On

Address 31 On On On On On
2400 bps Off Off
9600 bps On Off

19,200 bps Off On

38,400 bps On On
Not used Off
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Wiring an Output Board Jumper Settings

Jumper Setting Selection
Off RS-485 EOL termination on TB10 is disabled.
. On RS-485 EOL termination on TB10 is enabled.
Off RS-485 EOL termination on TB10 is disabled.
- On RS-485 EOL termination on TB10 is enabled.
2W TB10 uses two-wire RS-485 communications
73 4W Not Used — Do not select

Setting End-of-Line (EOL) Resistance for the Output Board

If the Output Board is the last board on a bus, install jumper J1 to set RS-485 EOL.

In the diagram below, boards A3, B1, B2, B3, C1, C2 and C3 should be set as end-of-
line. The originating port on the associated controller should also be set for end-of-line.
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|\ RS-232 AWG 28—
port1 D
Port 2
MUX4 or
Converler RS-485 22 AWG
C Paort 1
B Port 1 IP Centroller
A Port 1 Expandable Part 2 Install jumgser J10 to sel
Compact Port 2 ¥ Controller R5-485 EOL on Port 1
Controller - Port 3 2%
Port 3 Port 4 )\ Part 2
Port § Port3
Install J21, J22 and J23 for Install J6 for RS-485 EQL
Install J11 for Port 2 Port 2, 3 & 4 R5-485 EOL om port 3 (TE).
R5-485 EQL tarmination.
termination,
B1 Twe Part 1
Al Twe Readar MuX-8
Readar Board B2 Install J2, J12, J3 and 13
Board install jumpsr J5 Output Sf— for Port 1,2, 4 &6 EOL
Mo EOL 1y .qeltzgf-aas Board tarminatlon
jumipar s&ttings
! ﬂaeueﬂ ? Install jurmpar J1 ‘Qay"'-.-_)_ ;‘-;;o Au,_‘nu,j-';,}
1o set A5-485 C1 Ones o e et T2 e s
AZ EOL Readar
Input Board
Board
ar A3 output M B3 Inctal jumper J4
We EOL Board ér::;:; tir set RS-485
fumpar satlings Install jumgsar J1 EOL
nesdad b g R AEE Install jumper J1 C3 Two-
ToL t set RS-485 Reader
EqL Board
C4 o 7 No EOL
Board jumper satbings
veecded
c2 Output J) Install jumper J1
Board to sat RS-465
ECL
Insfall jumpar J1
1o set R5-485
EQL

Wiring an Output Board to a Power Supply

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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) ﬁ\?‘
;}sp Q?*Sl +«  Wire ground to COM
gd = . If unswitched, wire positive to C (shown)
o o o o o o o o]Eachof8poweroutputs provides up to »  fawilched, TFENFETITFID NC for fail-safe,
NC C MO COM NG © Mo com| 25A @ 12VDG. Total output wire positve to NO for fal-secure
@@ @ @. @ @ @ amperage on all 8 ports not to excesd +  Use twisted pair, 18 AWG (0.823 mm’) wire
10 A
+H2VDC @ S Expandable Controllar | TB4
Twisted pair, 18 AWG {0,823 mm’} wire NotUsed | o Compact Contraller | TB1
Ground @ o Two-Reader Board | TBT
Input and Outpul Boards | TB11
Power to PremiSys Expandable Controller, (We recommend no mere than 2
Compact Controller, Two-Reader Board, Input Board, Output Boards powered via one
Output Board using optional Altronix® Power Supply power supply output.)
R
@ﬁ* o »  Observe polarity for all DC wiring
- (f" «  Use twisted pair, 18 AWG (0.823 mm”) wire
DC Output
10 A @ 12 VDC
HIVDC @ > Expandable Controller | TB4
Twisted pair, 18 AWG {0.823 mm”) wire Mot Used @ o Compact Controller | TB1
Greurd @ o Two-Reader Board | TBT
Input and CQutput Boards | TB11

Fower to PremiSys Expandable Controller,
Compact Controller, Two-Reader Board, Input Board, Quiput Board
using optional Ten-Amp Power Supply

«  Observe polarity for all DC wiring
o  Use twisted pair, 18 AWG (0.823 mnt) wire

DC Qutput

4A@12VDC
HIVDC @ 5 Expandabla Controller | TB4
Twistod pair, 18 AWG (0,823 ) wire Nat Used @ a Compact Controlier | TB1
Ground @ o Two-Reader Board | TBY
Input and Outpul Boards | TB11

Power to PremiSys Expandable Controller,
Compact Controller, Two-Reader Board, Input Board, Output Board
using optional Three-Amp Power Supply

Wiring an Output Board to Monitor for UPS Power Loss

The PremiSys™ Output Board has dedicated inputs on terminal block 9 for use as
Enclosure Tamper and Power Failure Alarms. If these dedicated inputs are not wired
for their intended use, install a shorting wire on each of them.
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TB 9
Power | 1B9-3 |Input
Failure | TB9-4 |Return
TBY9
e | &) o
P NO|Q) 0 >
ohwer
izllilura FLT _® © If not wiring the Power
ey lono|& e

Failure ar Enclosure Tamper
alarms you must short-wire

the unused pins.

3-Amp, 10-Amp or
Altronix 10-Amp
Power Supply

AL Stalus
Ouipul Relay

NC C NO

S

18-22 AWG (0.823-0.325 mm’) wire

SN

Lo = T I+

Power Alarm to PremiSys Input Board
or Qutput Board

Input Board TBa

Output Board | TBS

Wiring an Output Board Enclosure Tamper

The PremiSys™ Output Board has dedicated inputs on terminal block 9 for use as
Enclosure Tamper and Power Failure Alarms. If these dedicated inputs are not wired for
their intended use, install a shorting wire on each of them.

TB9-1 |Input
Enclosure P
Tamper | TB9-2 |Return
TES
Egmni-agie ™e|& o
Alarm
(NC) |onp|(y) o >
AT|® e If not wiring the Power
anp|&) o

Failure or Enclosure Tamper
alarms you must short-wire

the unused pins.
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Wiring an Output Board to a Controller

you can connect to each of the named controllers:
IP Controller - 64

Two-Reader Controller - 32

PoE One-Door Reader Controller - 8

! Note: Listed below are the maximum numbers of Output Boards

PremiSys :

IP and PremiSys
Two-Reader Input or
Controllers Output

Board
.fh"'
< f () o |TR+
-4 - o |TR-
@ s |me 2-Wire
7 i % RS-485
o TR+ o |R-
-@: a |TR- 2Wire L @ o |Ground
RS-485 o
r%Z? o |Ground :_L _ TB10
mstall e
IP Controller | TB3 or TE4 g jumper J3
Two-Reader Controller TB3 a J3 1o use 2-wire RS-485

communications an TB10.

IMPORTANT! Install Jumper J3 exactly as illustrated in the diagram
above! Four-wire RS-485 cannot be used!
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A

P2

=

8 _ P g

om N I35 Premi$S

Eo 2 ¥¥a remisys
— Input or

Output
Board

:

pt « Ty
PremiSys < ; :i @ o |TR .
PoE One-Door @ o |Re gy
Reader @ o |r
Controller 7 @ o |Ground
1 _ B0
Install Tl
z jurmper 3
= Ja to use Z-wire RS-485

communications on TB10.

IMPORTANT! Install Jumper J3 exactly as illustrated in the diagram
A above! Four-wire RS-485 cannot be used!

i ™)
PremiSys
Expandable PremiSys
and Compact Input or
Controllers Output
L ) Board
A
TR+ | o @ - - -
2-Wire i {
RE-485 el @ B 2-Wire
Ground | © @ ; RS-485
TR+ | o
2-Wire e % 1
RS-485 =
Ground | o @ .
Install CT=
Expandable Controller |TB2 or TE3 ® jumper J3-
Compact Controller| TB4 5 J3 to use 2-wire RS-485

communications an TB10.

IMPORTANT! Install Jumper J3 exactly as illustrated in the diagram
A above! Four-wire RS-485 cannot be used!
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Connecting Relays on an Output Board

Relays may be wired normally open or normally closed, depending on the needs of the
devices they are controlling. Any device switched by a relay should be powered from
“outside” the PremiSys™ system.

Specify the output configuration (normally open, normally closed, normal action, inverted
action) when setting up each relay in the software. See the PremiSys Online Help for

details.
TB1 182
TB1-1 Relay 1: Normally Open TB2-1 Relay 3: Normally Open
TB1-2 Relay 1: Common TB2-2 Relay 3: Common
TB1-3 Relay 1: Normally closed |TB2-3 Relay 3: Normally closed
TB1l-4 Relay 2: Normally open TB2-4 Relay 4: Normally open
TB1-5 Relay 2: Common TB2-5 Relay 4: Common
TB1-6 Relay 2: Normally closed |TB2-6 Relay 4: Normally closed
TB3 TB4
TB3-1 Relay 5: Normally Open TB4-1 Relay 7: Normally Open
TB3-2 Relay 5: Common TB4-2 Relay 7. Common
TB3-3 Relay 5: Normally closed |TB4-3 Relay 7: Normally closed
TB3-4 Relay 6: Normally open TB4-4 Relay 8: Normally open
TB3-5 Relay 6: Common TB4-5 Relay 8: Common
TB3-6 Relay 6: Normally closed |TB4-6 Relay 8: Normally closed
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185 186

TB5-1 Relay 9: Normally Open TB6-1 Relay 11: Normally Open
TB5-2 Relay 9: Common TB6-2 Relay 11: Common
TB5-3 Relay 9: Normally closed |TB6-3 Relay 11: Normally closed
TB5-4 Relay 10: Normally open |TB6-4 Relay 12: Normally open
TB5-5 Relay 10: Common TB6-5 Relay 12: Common
TB5-6 Relay 10: Normally closed | TB6-6 Relay 12: Normally closed
187 TB8

TB7-1 Relay 13: Normally Open |TB8-1 Relay 15: Normally Open
TB7-2 Relay 13: Common TB8-2 Relay 15: Common
TB7-3 Relay 13: Normally closed | TB8-3 Relay 15: Normally closed
TB7-4 Relay 14: Normally open |TB8-4 Relay 16: Normally open
TB7-5 Relay 14: Common TB8-5 Relay 16: Common
TB7-6 Relay 14: Normally closed | TB8-6 Relay 16: Normally closed

Output Board LEDs

The Output Board has 20 LEDs.

e LEDs A and B indicate operation and communication of the board with the
connected controller, as described below.

e LEDs 1 through 16 indicate when the relevant relay on the board is activated.

e LEDs CT and BA indicate the status of the dedicated inputs for cabinet tamper
(CT) and power fault (BA), as described below.

Communication

Host LED
Heartbeat and online status indicator:
A 80/20 Off 80/20 On
Offline Online
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Communication
I/O LED
B /O communication activity on the bus, not necessarily on
this board.
Relay LED On Off
1 Energized De-energized
2 Energized De-energized
3 Energized De-energized
4 Energized De-energized
5 Energized De-energized
6 Energized De-energized
7 Energized De-energized
8 Energized De-energized
9 Energized De-energized
10 Energized De-energized
11 Energized De-energized
12 Energized De-energized
13 Energized De-energized
14 Energized De-energized
15 Energized De-energized
16 Energized De-energized
Enclosure and Flash on every few Flash off every few
Power seconds seconds

CT Enclosure secure Enclosure tampered
BA Power normal Power lost

© 2012 IDenticard Systems, Inc.
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PremiSys MUX Boards

The two multiplexers that can be used ina PremiSys™ system — the Four-Channel MUX
Board and Eight-Channel MUX Board — have more than one function. The primary
function is to expand a single data-communication port to either four or eight
communication ports. This capability makes star-wiring configurations easier and
facilitates wiring clusters of boards at a distance from a server PC or controller.

MUX Boards are often installed between a controller and the /O boards it is to control
and monitor. However, because MUX boards can also be installed between the Server
PC and a controller, the Four-Channel MUX Board can serve as a RS-232-t0-RS-485
converter. The Four-Channel MUX Board features optical isolation, so it is better suited
for use as a converter. The Eight-Channel MUX Board does not have optical isolation
capability.

Notes:
A e The MUX boards cannot communicate to any board or controller

that cannot receive communications via RS-485. You cannot use a
MUX board between the Host and Two-Reader Controller or One-
Door Reader Controller since those controllers cannot receive
communications via an RS-485 connection.

e You cannot use the MUX boards between a controller and a One-
Door Reader Board because the One-Door Reader Board cannot
receive communications via an RS-485 connection.

e Do not connect a MUX board to another MUX board.
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Port 1 Ground
RS-232/ D
R5-485 XD
TRA|

12WDC

"

Supply ot Used
Ground|

v
RO

4 &
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= JNCI- ... Install jumper JP3 to engage RS- JP11 TB3 2
@ o —— ey 485 EOL termination for Port 1. :I ° @R Part2.
@ o ) JP8 : P > @R RS-485
o o| JF5 Install jumpar JF11 for 2- a @
1% 2| iP3 wira RiS-485 on Port 2. Ground
B2 ol JPZ Sat these
EIE 495 'L, umpersto
" reflect Faort 1
wiring an TE2. P
! Install jumper JP1 to engage RS- . )
u12 :j 4BS EOL termination fer Peart 2. 84[ o @ =
i -
| o @  R¥as
o @ Groun
1 Install jumper JF12 for 2-wire
: RE-485 on Pori 4. . P
u9 1 :
! sz [T :
o | .
Install jumpar JP4 to angage RS- TBS o @TTR+
= 485 EOL termination for Port 3. Pt 4 -
@ ° ° @R ross
@ o uz Install jumper JFS to o @ Ground
@ o engage RS-485EOL -,
— termination for Port 4, -
TB1 des[ ]
IDenticard® PremiSys DIP Switch 86 0 ()[TRr
Four-Channel MUX Board | (toaindcawsme  (S1) o @D|® Port 5 -
ltem Code PREM-BRDAMUX | teartbeal. Install jumnper RS-485
£2006-2009 Brady Workdwids, Inc LitLEDs I-Gindicate | == ] JP1D o angaga ° @_ Ground
communication on B - R5-4B5 EOL -
All righss rasered the respective porta. - tarmination for -,
Ports.
[ o0

Four-Channel MUX Board Specifications

Certifications for the Four-Channel MUX Board

UL: recognized to UL 294: Access Control System Units - component

CE: EN55022,

EN50082-1, IEC801-2, [EC801-3 and IEC801-4

Dimensions and Weight of the Four-Channel MUX Board

Board Width

6.0 inches (152 mm)

Board Height

5.0 inches (127 mm)

Board Depth

1.0 inch (25 mm)

Board Weight

4 ounces (113 g) (nominal)

Environmental Specifications for the Four-Channel MUX Board

© 2012 IDenticard Systems, Inc.
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Temperature 32°F to 158°F (0°C to 70°C) operating
-67°F to 185°F (-55°C to 85°C) storage

Relative Humidity 0 to 95% RH noncondensing

Power Specifications for the Four-Channel MUX Board

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

Input Voltage 12 VDC * 15%, 300 mA

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Wiring Requirements for the Four-Channel MUX Board

Power to Four- Twisted pair, 18 AWG (0.823 mm?).

Channel MUX Board

RS-485 Twisted pairs, 22 AWG (0.325 mm?), with overall shield

Connections Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

RS-232 Twisted pairs, 22 AWG (0.325 mm?), with overall shield

Connections Maximum cable length: 4000 feet (1219 meters) of wire,

total copper, including drops

Communications Specifications for the Four-Channel MUX Board

Port 1 RS-232 or Two-wire RS-485 via TB2, to controller or Host
PC

Ports 2 and 4 Two-wire RS-485 (each port is used for transmitting and

(TB3 and TB5, receiving data)

respectively)

Ports 3and 5 Two-wire RS-485 (each port is used for transmitting and

(TB4 and TB6, receiving data)

respectively)

Indicators on the Four-Channel MUX Board

Visible 6 red, single-color LEDs

Four-Channel MUX Board Jumper Settings

Jumper Setting Selection
Off RS-485 EOL termination on Port 2 is disabled.
. On RS-485 EOL termination on Port 2 is enabled.
32.13,35, RS-232 Port 1 uses RS-232
J6,J7 RS-485 Port 1 uses RS-485
Off RS-485 EOL termination on Port 3 is disabled.
4 On RS-485 EOL termination on Port 3 is enabled.
Jg Off RS-485 EOL termination on Port 1 is disabled.
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On RS-485 EOL termination on Port 1 is enabled.
Off RS-485 EOL termination on Port 4 is disabled.
% On RS-485 EOL termination on Port 4 is enabled.
Off RS-485 EOL termination on Port 5 is disabled.
10 On RS-485 EOL termination on Port 5 is enabled.
J11 On This jumper should always be installed for two-wire
RS-485 communications on Port 2.
312 On This jumper should alway_s bt_a installed for two-wire
RS-485 communications on Port 4.

Eight-Channel MUX Board

Install jurnper JF2 Inen?age RE-485

.- EDL termination for Por
THD dP2[ ] Instal jum rJF‘11h2Mre
Port 1 - @ o [T 4P7 e TB3| o
RS-232/ RE@ o e .
RS-485 [ =) P ol -
Ground o FLAET o 2 -] |
@ "N Set thase |ump9rs h:r -
TB2 <B5 " raflect Port 1 wiring - TB4
an T8; .
Inszall jumper JP2 o engage RE-4RS
EOLIsrlnmnl?Uqr?'urPortZ
i JP‘HC'
Uiz Inatall jurmper JE14 to e e RE-4RS |
? EOLIsrlnmnl?Uqr?'urPortCl TBS
v |
Instal ju rJPd for 2w JP4
n'gﬂ 485 an Port 4, JP!G
mstal jumpes JB3 RS-8s .
| T exminaton o ot TB6| o
usa sl jmpse JP8 to sngage RS-485
| L tarmination for Port 5. ¢ - -
LI Jre]
m15||:|lé|.l1£erJP1nﬂrcr 87| o
12VDC Q .IP1|1:|
Power Umd% o uz
Install JPiia
Supply mgagﬁllan-dﬂ‘iEDL i
Graurd @ o termination for Pot 6 88| &
CiIP Switch
TB1 S
JPa]
[ —
=i el T
= Imnlm!mi.le‘.? TB9 o
) X ~ e
IDenticard® PremiSys st ””‘Dgsf;_f;‘;;:';
Eight-Channel MUX Board oo s - s
nstal pmpear o engage .
ltem Code PREM-BRD8MUX "0 o e o P, TB10 o
E2005-200A9 Brady Worlkiwide, Inc. ) o .
Al rights resemed -8 __‘:" :‘)
ST T T g OOen

QORI HINEFIO®

° @

LED A indicates hearibeat. Lit LEDS 1-3 indicale communication

on the respeclive ports.

Eight-Channel MUX Board Specifications

Certifications for the Eight-Channel MUX Board

~ Imstal jumper JP1T 1o

- engage RS-4a5 EOL
fermmination for Port 9,

UL: recognized to UL 294: Access Control System Units - component

CE: EN55022, EN50082-1, IEC801-2, IEC801-3 and [IEC801-4

Port 2 -
RS-485

Part 3 -

" RS-485

Port 4 -
RS-485

Port 5 -
RS-485

Part & -
RS-485

Port 7 -
RS-485

Port 8 -
RS-485

Port 9 -
RS-485
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Dimensions and Weight of the Eight-Channel MUX Board

Board Width 6.0 inches (152 mm)

Board Height 5.0 inches (127 mm)

Board Depth 1.0 inch (25 mm)

Board Weight 5.57 ounces (158 g) (nominal)

Environmental Specifications for the Eight-Channel MUX Board

Temperature 32°F to 158°F (0°C to 70°C) operating
-67°F to 185°F (-55°C to 85°C) storage

Relative Humidity |0 to 95% RH noncondensing

Power Specifications for the Eight-Channel MUX Board

CAUTION! The processor in this component is intended for use only in a
Class 2, low-voltage circuit!

Input Voltage 12 VDC £ 15%, 300 mA

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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Wiring Requirements for the Eight-Channel MUX Board

Power to Eight- Twisted pair, 18 AWG (0.823 mm?).

Channel MUX Board

RS-485 Twisted pairs, 22 AWG (0.325 mm?), with overall shield

Connections Maximum cable length: 4000 feet (1219 meters) of wire,
total copper, including drops

RS-232 Twisted pairs, 22 AWG (0.325 mm?), with overall shield

Connections Maximum cable length: 4000 feet (1219 meters) of wire,

total copper, including drops

Communications Specifications for the Eight-Channel MUX Board

Port1 RS-232 or Two-wire RS-485 via TB2, to controller or Host
PC

Ports 2 and 4 Two-wire RS-485 (each port is used for transmitting and

(TB3 and TB5, receiving data)

respectively)

Ports 3and 5 Two-wire RS-485 (each port is used for transmitting and

(TB4 and TB6, receiving data)

respectively)

Ports 6 and 8 Two-wire RS-485 (each port is used for transmitting and

(TB7 and TB9, receiving data)

respectively)

Ports 7 and 9 Two-wire RS-485 (each port is used for transmitting and

(TB8 and TB10, receiving data)

respectively)

Indicators on the Eight-Channel MUX Board

Visible 10 red, single-color LEDs

Eight-Channel MUX Board Jumper Settings

Jumper Setting Selection
232 Port 1 uses RS-232
J1, J5, J6, J7
485 Port 1 uses RS-485
12 Off RS-485 EOL termination on Port 1 is disabled.
On RS-485 EOL termination on Port 1 is enabled.
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I3 Off RS-485 EOL termination on Port 4 is disabled.
On RS-485 EOL termination on Port 4 is enabled.
34 On This jumper should alway_s bt_a installed for two-wire
RS-485 communications on Port 4.
I8 Off RS-485 EOL termination on Port 8 is disabled.
On RS-485 EOL termination on Port 8 is enabled.
19 Off RS-485 EOL termination on Port 6 is disabled.
On RS-485 EOL termination on Port 6 is enabled.
310 On This jumper should alway_s b_e installed for two-wire
RS-485 communications on Port 6.
J11 On This jumper should always be installed for two-wire
RS-485 communications on Port 2.
112 Off RS-485 EOL termination on Port 2 is disabled.
On RS-485 EOL termination on Port 2 is enabled.
113 Off RS-485 EOL termination on Port 7 is disabled.
On RS-485 EOL termination on Port 7 is enabled.
114 Off RS-485 EOL termination on Port 3 is disabled.
On RS-485 EOL termination on Port 3 is enabled.
115 Off RS-485 EOL termination on Port 8 is disabled.
On RS-485 EOL termination on Port 8 is enabled.
316 On This jumper should alway_s b_e installed for two-wire
RS-485 communications on Port 8.
117 Off RS-485 EOL termination on Port 9 is disabled.
On RS-485 EOL termination on Port 9 is enabled.
Four- and Eight-Channel MUX Board DIP Switches — Chart
Switches
(Turn-AroundS SSIZS/,Oprroximate) 1 S2 S3 >4
300 bps (35 msec) Off Off Off Off
1200 bps (9.58 msec) On Off Off Off
2400 bps (4.79 msec) Off On Off Off
4800 bps (2.50 msec) Oon Oon Off Off
9600 bps (1.25 msec) Off Off On Off

© 2012 IDenticard Systems, Inc.
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19,200 bps / 38,400 bps normal (625 | On Off On | Off
Il sec)

38,400 bps fast turn (365 || sec) Off Oon On | Off

38,400 bps fast turn (365 | sec) On On On Off

Sample DIP Switch Settings

This 4-Channel or 8-Channel This 4-Channel or 8-Channel
- Iy o MUX is set to communicate at o
MUX is set to communicate at mﬂ 19.200 bps or 38,400 bps with

9600 bps with a turnaround
™ 3]
delay of 1.25 msec. < E a lurnamu{r;it;gi::co}f <
° -

Setting End-of-Line (EOL) Resistance for the MUX Boards

If the MUX Board is the last board in a run (the run does not include the MUX board's
auxiliary boards,) install jumper J8 to set RS-485 EOL for Port 1.

The Eight-Channel Board "E," shown below, is the end of the line from controller "C."
Since it is not advised to connect one MUX board to another MUX board, any MUX
board installed downstream from a controller is the last MUX board in any run. Install
jumper JP8 to set RS-485 EOL on Port 1 of board "E."

Board "D" below is a Four-Channel MUX Board and is connected between the host PC
and a controller. Do not set the RS-485 EOL jumper because this MUX is not the end of
the line.

On the Four-Channel MUX below (labeled “D”) only Port 2 is used for downstream
communication so only jumper JP1 must be set.
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|\ RS-232 AWG 28—
port1 D
Port 2
MUX4 or
Converler RS-485 22 AWG
C Paort 1
B Port 1 IP Centroller
A Port 1 Expandable Port 2 Install jumper J10 to et
Compact Port 2 ¥ Controller R5-485 EOL on Port 1
Controller - Port 3 2%
Port 3 Port 4 )\ Part 2
Port § Port3
Install J21, J22 and J23 for Install J6 for RS-485 EQL
Install J11 for Port 2 Port 2, 3 & 4 R5-485 EOL om port 3 (TE).
RE-485 EOL tarmination.
termination,
B1 Twe Part 1
Al Twe Readar MuX-8
Readar Board B2 Install J2, J12, J3 and 13
Board install jumpsr J5 Output Sf— for Port 1,2, 4 &6 EOL
Mo EOL 1y .qeltzgf-aas Board tarminatlon
jumipar s&ttings
! ﬂaeueﬂ ? Install jurmpar J1 ‘Qay"'-.-_)_ ;‘-;;o Au,_‘nu,j-';,}
1o set A5-485 C1 Ones o e et T2 e s
AZ ECL Reader i
Input Board
Board
ar A3 output M B3 Inctal jumper J4
We EOL Board ér::;:; tir set RS-485
fampar satlings Install jumgar J1 EoL
neadad o st RSA86 Install jumper J1 C3 Twe-
ToL t set RS-485 Reader
EfOL Board
C4 o 7 No EOL
Board jumper satbings
eedad
c2 Output J) Install jumper J1
Board to sat RS-465
ECL
Insfall jumpar J1
1o set R5-485
EQL

Wiring a MUX Board to a Power Supply

IMPORTANT! The Altronix® Power Supply Control panel contains 8
individual power outputs. Each output can supply up to 2.5 A @ 12 VDC.
However, the total output amperage on all 8 ports cannot exceed 10 A.
You must determine the load of each board in the loop to ensure that
the current draw does not exceed 2.5 A per output port and that the
total current draw on the power supply does not exceed 10 A.
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o | Each of 8 power outputs provides up to .
coM| 25 A @ 12VDC. Total cutput

& o o o o ©
NG C O NE C ND
@ ® @ ® @ ® @ @ amperage on all 8 ports not to exceed

10 A

Wire ground to COM
Wire positive to C (shown)

Use twisted pair, 18 AWG (0823 mm®) wire

Twisted pair, 18 AWG (0,823 mm’} wira

+12W00C @ &
Mat Used @ o]
Ground @ o

Power to PremiSys Four- and Eight-Channel MUX
Boards using opfional Altronix® Power Supply

DC Qutput
10 A @ 12 VDC

Observe polarity for all DC wiring
Use twisted pair, 18 AWG (0.823 mm®) wire

Twisted pair, 18 AWGS (0823 mm®} wire

+H24DC
Mot Used
Ground

NN

Power to PremiSys Four- and Eight-Channel MUX Boards
using optional Ten-Amp Power Supply

DC Output
4 A@12vDC

Observe polarity for all DT wiring
Use twisted pair, 18 AWG (0.823 mm"] wire

H2VDC

Twisted pair, 18 AWG (0,823 mm’} wire

Mot Used
Ground

NN

Power to PremiSys Four- and Eight-Channel MUX Boards
using optional Three-Amp Power Supply

E CAUTION! The processor in this component is intended for use only in a

Class 2, low-voltage circuit!

Four-Channel MUX Board LEDs

The Four-Channel MUX Board has six LEDs, A and 1-5, that indicate operation and
communication of the board with the connected controller and auxiliary boards. See the
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chart below.
LED

Heartbeat and online status indicator:

A 80/20 Off 80/20 On
Offline Online
Port LED On Off

1 Data received No data
2 Data received No data
3 Data received No data
4 Data received No data
5 Data received No data

Eight-Channel MUX Board LEDs

The Eight-Channel MUX Board has ten LEDs, A and 1-9, that indicate operation and
communication of the board with the connected controller and auxiliary boards. See the

chart below.
LED

Heartbeat and online status indicator:

A 80/20 Off 80/20 On
Offline Online
Port LED On Off

1 Data received No data
2 Data received No data
3 Data received No data
4 Data received No data

© 2012 IDenticard Systems, Inc.
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5 Data received No data
6 Data received No data
7 Data received No data
8 Data received No data
9 Data received No data

Communications to Host

You can install a Four-Channel MUX Board between the Server PC and controllers to
serve as a RS-232-t0-RS-485 converter. The illustration below shows a general
schematic of such an arrangement. Note the wiring distance restrictions given in the
drawing.

You can connect up to 8 controllers per channel on the Four-Channel MUX Board, for a
total of 32 controllers.

Although the Eight-Channel MUX Board can be used as a converter, the Four-Channel
MUX Board features optical isolation, and so is better suited for use as a converter. The
Eight-Channel MUX Board does not have optical isolation capability and is not
recommended for use between the Server PC and the controllers.

The illustration below shows a general schematic of a Four-Channel MUX Board wired
between the Server PC and controllers. Note the wiring distance restrictions given in
the drawing.

: " Maximum 4000 total
- Maximum 50° total - cable length R5-485. :
-cable length R3-232.. e L
' 2.wire RS-485 -
: FPremiSys 22 ANG ]
Z-wine RS-232 A-Channel
Panel 22 ANG MUK Zowire RS-485
Service | 22 AWG PremiSys
Controller
Up to 32 controllers can be
wired to the MUX-4
(8 controllers per channel)
PramiSys
PremiSys 4-Channel MUX Board Controller
[shown between the PC and the PremiSys
Controller)
Notes:

e The MUX boards cannot communicate to any board or controller
that cannot receive communications via RS-485. You cannot use a
MUX board between the Host and Two-Reader Controller or One-
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Door Reader Controller since those controllers cannot receive
communications via an RS-485 connection.

e You cannot use the MUX boards between a controller and a One-
Door Reader Board because the One-Door Reader Board cannot
receive communications via an RS-485 connection.

e Do not connect a MUX board to another MUX board.

Wiring PremiSys Four-Channel MUX Boards to the PremiSys Host

PremiSys
Four-Channel
Cable To Host PC Mux anrd
DB-25( | DB-2 Port1
Pins | | Pins TB2 o ::E;
L]
3 2 —— @ o TR+ o| JPS
2 3 — @ o |- : jﬁg
S oa48n s
T 5 @ o |Sigral Ground
Sel jumpers JP2, JP3,
JPS_JPE, and JPT for
RE-232 wiring.

Notes:
A e The MUX boards cannot communicate to any board or controller

that cannot receive communications via RS-485. You cannot use a
MUX board between the Host and Two-Reader Controller or One-
Door Reader Controller since those controllers cannot receive
communications via an RS-485 connection.

e You cannot use the MUX boards between a controller and a One-
Door Reader Board because the One-Door Reader Board cannot
receive communications via an RS-485 connection.

e Do not connect a MUX board to another MUX board.
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Wiring PremiSys Four-Channel MUX Boards to PremiSys Controllers

communication.

communication, -

Prem,sys i All data communication i Fremfs]fs
4-Channel | between the MUX and ! IP Controller
MUX Board joontroller s Zvire RE4%3
L TB2 Portd
For host communication o \J
...................... . i+ o (AL
" Sat J7,09,J8 for RE.4E5 1. S 446 1R1-| @ HE
TR+| o @  communication. lel T @
mlo @l | e Jﬂ (Gl__Jeretused| o D] |
e S B I L v I @
Ground | © @ + Install jumper J10 1o engage "-. )
RS-485 EOL termination Ground | © @ 7
i for Port 1.
4-Channel MUX | TB3-TBE | | | P o L
. L -
PremiSys ! All data communication ! PremiSys
i
4-Channel { between the MUX and 4 Expandable
icontroller is 2-wire RS-485_ |
MUX Board e | Controller
For host communication -
Sel J4 J6,J7. 410 for’ TB1 Porl 1
% | RS-485 communication.: 483 232_” wi[ o @
wmle AL | | = i .l s — T
™w-1 & @ 4 wire 2 wire : J7 TRi-| o @ |r
e I ] aJil]N“Jdo@;
Ground | © (@) o SRl o .
. 4BE 232 Wed Usad | © @ i
4-Channel MUX | TB3-TB 6 | ‘Sef JBfor 2Wire: | SetUSTOrRS-85.  Grawnd| o (A

4-Channel MUX | TB 3-TB 6

- e | H
PremiSys i Al data communication i PremiSys
A4-Channel i between the MUX and | Compact
jcontrollar is 2-wina RS-485. |
MUX Board e e mmmead | Controller
or foati ¢ Sat J4,J5.08.07,10 for |
For host communication | RSARE communications. - 435 zaz B s
e, o] J3 ot 1 e
a| JE oo
................... ) TRi+| 0 () =—]
Install jumper 113 : o 40 i
TR+ | @ @ when uzsing RS-485 - g £ BTR-| o @
wle @l 1 i communicaion. % |i' Notused| © @1 |
Graund | © (@) e NJ?E NotUsed| © @[ ]
J13 e . Ground | © Y ;"
| et J7 Tor Zwine i @ “-]/

| communications.

Notes:

e The MUX boards cannot communicate to any board or controller

Rev. April 2012



Installing PremiSys Controllers and Boards 271

that cannot receive communications via RS-485. You cannot use a
MUX board between the Host and Two-Reader Controller or One-
Door Reader Controller since those controllers cannot receive
communications via an RS-485 connection.

e You cannot use the MUX boards between a controller and a One-
Door Reader Board because the One-Door Reader Board cannot
receive communications via an RS-485 connection.

e Do not connect a MUX board to another MUX board.

Communications to I/O Boards

The Four-Channel and Eight-Channel MUX Boards are both suitable for controller-to-
reader boards and /O boards. IDenticard Systems, Inc. does not recommend the
Eight-Channel MUX for host-to-controller communications because it is not optically
isolated.

The maximum 4000-foot (1219-meter) wiring distance always includes the wiring
needed between the controller and the MUX board. For example, in the diagram below,
if the cable between the controller and MUX board is 500 feet (152.4 meters), the run
from the MUX board to the first /O can be up to 3500 feet (91.4 meters).

The cabling distances are per run. To use the illustrated sample again, each of the
cables to the three I/O boards can be up to 3500 feet (91.4 meters).

There are jumper and DIP-switch settings that must be made. See the following topics
for additional information:

e PremiSys Four-Channel MUX Board Jumper SettingsEs'ﬂ
e PremiSys Eight-Channel MUX Board Jumper Settings|zs2
e PremiSys Four- and Eight-Channel MUX Board DIP Switches - Charths3l

MUX Boards are not addressed using a DIP switch or jumpers and they are not
configured in the PremiSys software.

Note: The MUX Boards can accept only two-wire RS-485
A communication.
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Maximum 4000' total cable length RS-485 per run. Always include controller-io-MUX leg. :

u [ [Promisys 2-wire RS-485__ - PremiSys
PremiSys -wire RS-485__ 4 or g’f T 22 AWG /0 or
Contraller 22 ANG Channel Reader
MUK Board
2-wire R5-485
20 AWG PremiSys
Mumber of I'0 boards limited to the number I{f’;
allowed per port an the PremiSys Controller, B a rdr
Thie MUX affers the flaxibility of “star” wiring, 2-wire R5-485 o
22 AWG  — |PremiSys
10 or
PremiSys MUX Board (shown between the PremiSys RBB:;:;P
Controller and PremiSys /0 and Reader Boards)

Wiring PremiSys Controllers to the Four- Channel MUX Board

You can use the PremiSys Four-Channel MUX board between the controller and its

downstream input, output and reader boards. The schematics below show the wiring
from the controllers to a Four-Channel MUX.
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N
P
3 2 @
omf 35 PremiSys
Four-Channel
MUX Board
o~ For communication with 1/O boards
< L » 7 o |10 (] o7
a H a JPE
Premlsy 5 < i I @ 5 %D é'sl"_::; t- JF5
PoE One-Door P @ o |Grouns Sy
R d 1 212 485
eader Vo TB2 -
Cﬂntmller ;L Port 1 Install these jumpars
— always bo selact RE-485 -
communications an Bart 11
. PremiSys
P:gn'ude S Four-Channel
an
MUX Board
Two-Reader

Controllers

For communication with IO boards

« ———@ o | mp
fo 2Wire 0
< — @ o |RAD RS-485 [ im
4 £ @ @ | Ground La] Jr2
L 232 435
@ o TR+ o T TB2
@ a |TR- R-S-d!rﬂeﬁ = Port 1 Install thase jumpars
always to salect RE-485 -
r @ o |Grourd communications an Fart 11
IP Controller | TB3 or TB4
Two-Reader Controller TB3
. PremiSys
PremiSys ¥
Four-Channel
Expandable or MUX Board
Compact
Controller — .
FFor communication with 1/0 boards
TRt | o (F)—t LAY 7 o o
e X TR|o Q—4—F——#D o B
R5-485 i J 0 JF3
Graund | o (Z) oy 7 e o R
A 232 485
TR+ | o - TB2
2-\Wire @ j— Port 1
RS-485 TR-| o @- = | IMIT" tnTﬁﬁtj;;;T:;
Always 10 salac = .
Ground | o @ communications an Port 1!
Expandable Controller |TB2 or TB3
Compact Controller TBE4
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Notes:
A e The MUX boards cannot communicate to any board or controller

that cannot receive communications via RS-485. You cannot use a
MUX board between the Host and Two-Reader Controller or One-
Door Reader Controller since those controllers cannot receive
communications via an RS-485 connection.

e You cannot use the MUX boards between a controller and a One-
Door Reader Board because the One-Door Reader Board cannot
receive communications via an RS-485 connection.

e Do not connect a MUX board to another MUX board.

Wiring PremiSys Controllers to the Eight-Channel MUX Board

You can use the PremiSys Eight-Channel MUX board between the controller and its
downstream input, output and reader boards. The schematics below show the wiring
from the controllers to an Eight-Channel MUX.
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N DOA T+
aan
Jazzng
+Hl
HL
punoey

8

%

PremiSys
Eight-Channel

MUX Board

For communication with I/O boards

A A

PremiSys

PoE One-Door

Reader
Controller

Port 1 R
Inglall these jumpers
always to salect RS-485 .~
communications on Port 1!

PremiSys
IP and

Two-Reader
Controllers

PremiSys
Eight-Channel

MUX Board

For communication with 10 boards

o,

Y TAD
< Y D o 1R Wi
i RXD -Wire
< @ o |FE RS-485 i
— @ o |Ground 32435
\ A [e[ ) e
@ o TR+ I TB2 .m
@ TR- 2-Wire — Port 1 234
@ R5-485
@) o |Ground i
Install these pmpars .:'
atways o select RS-485 <~
cammunications on Port 11
IP Controller | TB3 or TB4

Two-Reader Controller TB3
. PremiSys
PremiSys Eight-Channel
Expandable or MUX Board
Compact
Controller For communication with 10 boards
|/_‘.‘.
™ [ @@ | | .

2-Wire « i . -Wire
RS-485 R| o @D—4—— @ o |RP 7~ rsass e

Ground | o @ — @ o | Ground Ty #92_438
. TRt | o @ :L 82 o=y '
-viire = ans
RS485 TR-| o @ = Port 1

Ground | o @

Insiall hese umpears B
abways to select RS-485
communications on FPort 11

Expandable Controller |TB2 or TE3

Compact Controller TB4

Notes:

A

275

™
o
' @ 2-Wire
R L Gl =
@ Far .
TB2

e The MUX boards cannot communicate to any board or controller

that cannot receive communications via RS-485. You cannot use a
MUX board between the Host and Two-Reader Controller or One-
Door Reader Controller since those controllers cannot receive
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communications via an RS-485 connection.

e You cannot use the MUX boards between a controller and a One-
Door Reader Board because the One-Door Reader Board cannot
receive communications via an RS-485 connection.

e Do not connect a MUX board to another MUX board.

Wiring PremiSys Four-Channel MUX Board to One-Reader, Two-Reader, Input or Output

Boards

You can use the PremiSys Four-Channel MUX board between the controller and its
downstream input, output and reader boards. The schematics below show the wiring
from the Four-Channel MUX board to reader, input and output boards.

Ports 2 thru 5
on the 4- -
Channel MUX PremiSys PremiSys
Board can be Four-Channel Two-Reader
used with any MUX Board Board
PremiSys @
Input, Output or o TR+ W
Reader Board. TB3 @ o |TR- “
2 Wire !
TR: fs] ;
Port 2 - + @ @ o (Mot used RS-485 .
Rsdgs | ° D—¢—P— @ o [Notused :
JP1 Ground | o @ @- o [Ground
Install jumpar N
P11 1J|:|- use TBE Sat jumpear J3 on the Two-Readar
' 2-wire RE-485 board for 2-wire communication on TBE.
an Port 2. TB4
— PremiSys
O B D One-Reader
Reagss TR|° @—<4—p— Board
Ground | o @ @ o TRa
@ o TR 2-Wira
RS-485
@@ o |Groun
TES TE1
Rile @f—4—>
Pz Port 4 -
— RS-485 R| o D — > PremiSys
* Install jumpsr round| 0 @) Input or
b JP12 b use
" 2owire RS-485 Output Board
on Por 4 @ 5 TEs
TBE @ o [TR- »
TR+| © 2-Wire
Port 5 - g @ o Potused > oo as Haw
Rs4ss) | ° @ o |Notused o
round | o @ @ o _|Ground

Notes:

A

Sat jumpar J3 on the Input and Cuiput
boards. for 2-wire communication on TE10

e The MUX boards cannot communicate to any board or controller

that cannot receive communications via RS-485. You cannot use a
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MUX board between the Host and Two-Reader Controller or One-
Door Reader Controller since those controllers cannot receive
communications via an RS-485 connection.
e You cannot use the MUX boards between a controller and a One-
Door Reader Board because the One-Door Reader Board cannot
receive communications via an RS-485 connection.
e Do not connect a MUX board to another MUX board.

Wiring PremiSys Eight-Channel MUX Board to One-Reader, Two-Reader, Input or Output

Boards

You can use the PremiSys Eight-Channel MUX board between the controller and its
downstream input, output and reader boards. The schematics below show the wiring
from the Eight-Channel MUX board to reader, input and output boards.

Ports 2 thru 9 on
the 8-Channel
MUX Board can
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Reader Board.
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that cannot receive communications via RS-485. You cannot use a
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MUX board between the Host and Two-Reader Controller or One-
Door Reader Controller since those controllers cannot receive

communications via an RS-485 connection.

e You cannot use the MUX boards between a controller and a One-
Door Reader Board because the One-Door Reader Board cannot

receive communications via an RS-485 connection.
e Do not connect a MUX board to another MUX board.

PremiSys Network Card

LED light pattern

& shown below . _ Press Bullan
Sea instructions to | » hara to resal
interprat LEDs :
LED=s Ressat
R.J-45 Switch
LED
light
pattarn
@@
-
®

[IDenticard® PremiSys Network Card
Item Code PREM-CRDNET

ER00E-200% Brady Wardwide, Inc. All ights reserved

Network Card Reset Switch

Out

In (Pressed)

Normal operation

Board resets

Network Card Specifications

Dimensions and Weight of the Network Card

Card Width 1.935 inches (49.2 mm)
Card Height 1.575 inches (44.3 mm)
Card Depth 0.885 inch (22.5 mm)
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Card Weight 0.7 ounces (19.8 g)

Environmental Specifications for the Network Card

Temperature 32°F to 158°F (0°C to 70°C) operating
-40°F to 185°F (-40°C to 85°C) storage

Relative Humidity |0 to 95% RH noncondensing

Power Specifications for the Network Card

Input Voltage 5VDC % 5% at 200 mA, regulated
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Communications Specifications for the Network Card

To PremiSys Two-wire RS-485, via TB1, 2,400-38,400 bps.

Controller or MUX

Board

To Host PC Ethernet (Version 2.0/[EEE 802.3), via RJ-45 10/100Base-T
connector

Data Rates 300 bps to 115.2 Kbps

Serial Line Formats | 7 or 8 data bits
1 or 2 stop bits
Odd, even or none parity

Modem Control DTR, DCD, CTS, RTS

Flow Control XON/XOFF (software), XON/XOFF Pass Characters to Host
CTS/RTS (hardware)
None

Indicators on the Network Card

Visible One green for Channel 1 (steady for idle, blinking for active)
One yellow for Channel 2 (steady for idle, blinking for active)
One red for diagnostics

One green for network link

Installing Network Cards on Controllers

A Network Card must be installed on the Expandable or Compact Controllers to provide
an RJ-45 connector on the controller, when TCP/IP is used for host-controller
communications.

The Network card cannot be mounted on a controller that is mounted in an enclosure.
Whenever possible, plug in and mount the card on the controller before mounting the

controller in the enclosure. Power down and remove the controller from the enclosure
when a Network Card must be mounted on a controller already in service.

CAUTION! Never install a Network Card on a controller that is
powered. Always disconnect the power supply to the controller before
installing the Network Card.

The Network Card has twelve pins on its underside that plug into a connector on the
controllers. The card has three through holes for mounting. One hole is next to the RJ-
45 connector. Itis not used. The other two holes are at the other end of the card in its
corners. They are used. Follow the steps below to install a Network Card on a
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controller.

M

To install a Network Card on a controller:
1. Cutpower to the controller, if it is powered. Remove it from the enclosure
ifitis already mounted.

2. Align carefully the twelve pins on the underside of the card with the socket
on the controller. Gently press the card down into the socket.

3. Inserta 4-40 screw up from the bottom of the controller through one of the
holes in the end of the card, and then up through a spacer and finally up
through the card itself.

4. Screw on a nut and gently tighten to secure the card to the controller.

5. Repeat Steps 3 and 4, using the other hole in the end of the card.

Network Card LEDs

LED Blinking Lit Steadily
Top-left green (1) Channel 1 active Channel 1 idle
Top-right green (4) N/A Network port connected
Red (3) Diagnostics Diagnostics
Yellow (2) Channel 2 active Channel 2 idle

IDentiPASS Conversions

If you are an IDentiPASS™ customer you can convert your system to a PremiSys™
system with minor modifications to your current hardware. In most cases you will not
need to rewire your whole system but you will need to change a few connections.

IMPORTANT! All firmware and application-chip software installed on
Series 9000 hardware is copyrighted © 2010 by IDenticard Systems.

In a PremiSys system, the Series 9000™ Panel functions as a reader board and is now
referred to as a 9000 Four-Reader Board (or Two-Reader Board). You will not need to
rewire your readers to new reader boards. A Four-Reader Board can include an
expansion card so it can ultimately contain eight doors.

To convert your system to PremiSys software you need:

* PremiSys software.
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¢ One or more PremiSys controllers.
¢ New firmware and application chips for any Series 9000 boards you plan to use
with your new PremiSys system.

You must also:

e Disconnect your current Series 9000 Panels from their host computer(s) and/or
NetLinks.

e Wire your current Series 9000 Panel(s) to your new PremiSys controller(s).

e Disconnect your current RI/O boards from your Series 9000 Panel(s) and wire them
to your new PremiSys controller(s).

¢ Readdress all boards as needed to conform to PremiSys addressing standards.

e Reconfigure the DIP-switch or jumper settings on the affected controllers to reflect
that communications with the 9000 reader boards are at 9600 baud. You need to
reconfigure these settings on any controllers currently set to use a baud rate greater
than 9600.

The topics within this section will help you understand how your Series 9000 hardware
works as part of a PremiSys system. DIP switch charts are included to help you
configure hardware addresses.

See also the PremiSys Help Manual that installs as part of your PremiSys software for
additional information about Series 9000 hardware settings in the software.

WARNING! Never power any PremiSys component from a Series 9000
power supply. Series 9000 boards use AC power! PremiSys components
use DC power.
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PremiSys Series 9000 Four-Reader Board
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Sample PremiSys Configuration with a Series 9000 Reader Board

— ——<—R5-485
Host PC
[=] Upto & .

Serias 3000
nputs Power
] avallable Supgply

|]|]|]|]|][||] Input & Inpaut 1
—Tr— -
ongooao
Cutput 1
8 dadicated [§:
DPIs : PremiSys 3000 Upio &
: Four-Reader alibputs
Board available
Up o8
Raadars with Output B
Expansion
Card [Reader | | [Reader2| [Reader3] [Reader4]
L—Ethemet——
Sarias H000
Powear
Supply
PR
Premilys forees b ] Ui:;ijnlﬁ :
g:;::; available [§: :‘e';':;‘?;
. : 0
PremiSys — B
IP Canitraller 5
Common
. Returns
Series 9000 Boards use AC power. PremiSys
hardware uses DC power. Mever connact a I 1
Series 9000 power supply to PremiSys Upta 16
hardware or a PramiSys power supply to a aulputs
Series 9000 Reader or RI/O Board. avallable

IMPORTANT! You can configure a maximum of 64 readers per PremiSys
A controller.

Wiring a Series 9000 Reader Board to a PremiSys Controller

Note: The Series 9000™ Reader Board is connected to the PremiSys
controller via 2-wire RS-485 as shown in the diagram below. Do not
connect 9000 Reader boards so that the number of readers exceeds 64

on a single IP Controller or single Two-Reader Controller, or 16 on a
single PoE One-Door Reader Controller.

Wire your current Series 9000 Panel(s) to your new PremiSys controller(s). You must

also disconnect your current RI/O boards from your Series 9000 Panel(s) and wire them
to your new PremiSys controller(s).ks2)

You can wire any Series 9000 hardware to any PremiSys controller (or to MUX boards
connected downstream from a controller).
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However, connecting Series 9000 hardware to an IP Controller automatically changes
the baud rate used between the controller and the board(s).

Forcing the Baud Rate on IP Controllers

The 9000 Reader Board communicates only at 9600 baud with any controller. When
one or more 9000 Reader Boards are connected specifically to one or both of the ports
of an IP Controller, PremiSys detects these reader boards and automatically forces
the baud rate on that port to 9600. Even if 38,400 is selected as the baud rate in the VO
Type drop-down box on the IP Controller's configuration page, the actual baud rate on
the port to which the 9000 Reader Board is connected is 9600. An alert appears in the
configuration window as a reminder to the user. Take note of the following:

e If only 9000 Reader Boards are to be connected to both ports on an IP Controller,
you can select "9600 bps" as the baud rate setting inthe /O Baud Rate field. Or
you do not have to, since the software automatically forces the baud rate setting to
9600 on both ports when the 9000 Reader Boards are connected.

¢ If 9000 Reader Boards are to be connected to only one port on an IP Controller,
keep the baud rate setting at 38,400 bps. Inthis way, the 9000 Reader Boards can
communicate at 9600 as a result of the forcing of 9600 baud on that port, and other I/
O boards connected to the other port can continue to use 38,400 baud.

IMPORTANT! The baud rate is NOT forced on Two-Reader Controllers
A or PoE One-Door Reader Controllers when they are connected to
9000 Reader Boards. You MUST change the value in the 1/0 Baud
Rate field to "9600 bps" for both of these controllers when 9000
Reader Boards are connected to them.
You may need to readdress your 9000 Reader Boards so that they meet the PremiSys

addressing standards as explained in the topic "Understanding DIP Settings for
PremiSys Series 9000 Reader Boardslzss."

RS-485 communications are limited to 4000 cable-feet (1219 cable-meters) total
copper, including drops, to all /O boards per VO port on the controller.

IMPORTANT! You can connect up to eight 9000 Four- or Two-Reader
Boards (or other downstream RS-485 1/0 boards) to a single PoE One-
Door Reader Controller. Once that limit is reached, up to eight PoE
One-Door Reader Boards can be connected for a maximum total of 16
I/0 boards. The maximum number of possible doors (readers) that
can be available on one PoE One-Door Reader Controller is 17: 16
doors from all connected I/0 boards, plus one on-board door (reader)
on the PoE One-Door Reader Controller.

© 2012 IDenticard Systems, Inc. Rev. April 2012



286

PremiSys Hardware Installation Guide
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Understanding DIP Settings for PremiSys Series 9000 Reader Boards

You may need to readdress your Series 9000 Reader Boards to use PremiSys™
addressing. InIDentiPASS, Series 9000 Reader boards could use addresses 1
through 64. You must now use only addresses 0 through 31 for those boards. See the

alert below.

You can connect up to 32 Reader and /O boards to a port on a PremiSys controller. If
you are using either a PremiSys IP or Expandable Controller you have two ports and
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each port can support up to 32 Reader and /O boards.

A

IMPORTANT! The first five DIP switches on the 9000 Reader
Boards are used for addressing in a PremiSys system. You must
use only addresses 0 through 31 for all Series 9000 Reader
Boards you convert to a PremiSys system. Use one of the
addresses from the chart in the topic titled "DIP Settings for
Converted Series 9000 Reader Boardslsn." Switch 6 is set to the
On position to select 9600 baud communication with the
controller. Switches 7, 8 (and 9 if present) are not used in
PremiSys software and their settings on a Series 9000 Reader
Board do not matter.

You must not duplicate an address that is used by another board
that communicates to the same PremiSys controller using the
same port (termed MSP ports in PremiSys software). Remember
that your Series 9000 Panel is now a Series 9000 Reader Board
in your PremiSys system and as such must not be addressed
using the same address as any other board wired to the same
port on the controller. If your PremiSys controller (for example
the IP Controller) has two ports you can use the same address
for two boards on the same controller but they must
communicate through different ports on the controller.

Note that even though you may address a maximum of 32
reader and I/0 boards per physical port on a PremiSys
controller, each controller supports a maximum of 64 readers.
If your Series 9000 Four-Reader Board contains a Reader
Expansion Card and you are utilizing all eight readers, you can
connect a total of eight such boards to one PremiSys controller.

287

See the topic "DIP Settings for Converted Series 9000 Reader Boardsks?" for a chart
outlining specific DIP switch address settings.

DIP Settings for Converted Series 9000 Reader Boards

Switches
Address ina Address in a
9000 System 1 2 3 4 5 6 7 8 9 PremiSys System
1 (or 33) On On On On On On 31
2 (or 34) Off On On On On On 30

© 2012 IDenticard Systems, Inc.
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3 (or 35) On Off On On On On 29
4 (or 36) Off Off On On On On 28
5 (or 37) On On Off On On On 27
6 (or 38) Off On Off On On On 26
7 (or 39) On Off Off On On On 25
8 (or 40) Off Off Off On On On 24
9 (or 41) On On On Off On On 23
10 (or 42) Off On On Off On On 22
11 (or 43) On Off On Off On On 21
12 (or 44) Off Off On Off On On 20
13 (or 45) On On Off Off On On 19
14 (or 46) Off On Off Off On On 18
15 (or 47) On Off Off Off On On 17
16 (or 48) Off Off Off Off On On 16
17 (or 49) On On On On Off On 15
18 (or 50) Off On On On Off On 14
19 (or 51) On Off On On Off On 13
20 (or 52) Off Off On On Off On 12
21 (or 53) On On Off On Off On 11
22 (or 54) Off On Off On Off On 10
23 (or 55) On Off Off On Off On 9
24 (or 56) Off Off Off On Off On 8
25 (or 57) On On On Off Off On 7
26 (or 58) Off On On Off Off On 6
27 (or 59) On Off On Off Off On 5
28 (or 60) Off Off On Off Off On 4
29 (or 61) On On Off Off Off On 3
30 (or 62) Off On Off Off Off On 2
31 (or 63) On Off Off Off Off On 1
32 (or 64) Off Off Off Off Off On 0
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PremiSys Series 9000 Reader Expansion Card
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Wiring REX on Series 9000 Reader Boards

It is possible to replicate in PremiSys a request-to-exit scenario that is frequent in
IDentiPASS. In this scenario, upon an REX, the door position point is shunted without
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the door being unlocked. This wiring option is used for exits that IDentiPASS simply
monitors but does not control. One example is where a motion sensor is used as the
REX.

In this scenario, a normally open (N.O.) switch is wired in parallel with a 1K-ohm resistor.

The result is that the RTE shunts the door position input point but does not unlock the
door when the switch closes. So there are two issues to take care of to make this
happen:

e A wiring adjustment in the hardware
e A setting in the door configuration in the software

Adding a New Resistor to the REX Circuit

The wiring adjustment is diagrammed and explained below.

REQUEST TO EXIT
FOR DOOR A

_K _'ll' 1T

74 W 5%
DOOR_POSITION |
SHUNTS WHEN
SWITCH CLOSES

RELAY WILL NOT PULSE

J-‘-.tthe panel, add a

ll'{ ohm 1/4 W 5%

resistor in series
= 1 |withthe NO.

| Lﬂl[{] A switch.

Adjusting the Door Configuration

To prevent the relay from firing, open the Door Properties window for this door in
PremiSys. Click the "Control" tab and check the "Quiet Exit" check box. Checking this
box keeps the lock from activating when the motion sensor is tripped, but the door
position input point is still shunted.
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PremiSys Series 9000 RI/O Board
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Sample PremiSys Configuration with a Series 9000 RI/O Board
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hardware or a PramiSys power supply to a aulputs
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IMPORTANT! You can configure a maximum of 64 readers per PremiSys
A controller.

Wiring a Series 9000 RI/O Board to a PremiSys Controller

Disconnect your current RI/O boards from your Series 9000 Panel(s) and wire them to

your new PremiSys controller(s). You can also wire RI/O boards to MUX boards
connected downstream from a controller.

WARNINGS!

e Non-ETL listed RI/O boards cannot be used in a PremiSys
system. Disconnect all such RI/O boards and replace them
with PremiSys Input and Output boards.

e Any ETL-listed RI/O boards that are wired using the three-

wire configuration ("current loop") MUST be rewired to use
RS-485 as shown in the diagram below.

You must readdress your Series 9000 RI/O Boards so that they meet the PremiSys
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addressing standards as explained in the topic "Understanding DIP Settings for
PremiSys Series 9000 RVO Boardskoa."

RS-485 communications are limited to 4000 cable-feet (1219 cable-meters) total
copper, including drops, to all /O boards per VO port on the controller.

IMPORTANT! You can connect up to eight 9000 RI/O Boards (or other
downstream RS-485 1/0 boards) to a single PoE One-Door Reader
Controller. Once that limit is reached, up to eight PoE One-Door
Reader Boards can be connected for a maximum total of 16 1/0
boards. (The maximum number of possible doors (readers) that can
be available on one PoE One-Door Reader Controller is 17: 16 doors
from all connected I/0 boards, plus one on-board door (reader) on
the PoE One-Door Reader Controller.)
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Understanding DIP Settings for PremiSys Series 9000 RI/O Boards

You must readdress your Series 9000 RI/O Boards to use PremiSys™ addressing. In
IDentiPASS, Series 9000 RI/O boards were limited to addresses 1 through 4. You may
now use addresses 0 through 31 for those boards. See the alert below.

You can connect up to 32 Reader and /O boards to a port on a PremiSys controller. If
you are using a PremiSys controller with two ports, for example the IP Controller, each
port can support up to 32 Reader and /O boards in combination.
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IMPORTANT! The first five DIP switches on the Series 9000 RI/O

A Boards are used for addressing in a PremiSys system. You may
use addresses 0 through 31 for all Series 9000 RI/O Boards you
convert to a PremiSys system. Use one of the addresses in the
chart shown in the topic titled "DIP Settings for Converted Series
9000 RI/0 Boardshes." Switches 6 and 7 are not used in PremiSys
software and their settings on a Series 9000 RI/O Board do not
matter. However, Switch 8 MUST be ON.

You must not duplicate an address that is used by another board
that communicates to the PremiSys controller using the same
port (termed MSP ports in PremiSys software.) Remember that
your Series 9000 Panel is now a PremiSys Series 9000 Reader
Board and as such must not be addressed using the same
address as any other board wired to the same port on the
PremiSys controller. If your PremiSys controller (for example
the IP Controller) has two ports you can use the same address
for two boards on the same controller but they must
communicate through different ports on the controller.

Note that even though you may address a maximum of 32
reader and I/0 boards per physical port on a PremiSys
controller, each controller supports a maximum of 64 readers.
If your Series 9000 Four-Reader Board contains a Reader
Expansion Card and you are utilizing all eight readers, you can
connect a total of eight such boards to one PremiSys controller.

See the topic "DIP Settings for Converted Series 9000 RI/O Boardshss!" for a chart
outlining specific DIP switch address settings.

DIP Settings for Converted Series 9000 RI/O Boards

Switches
Selection 1 2 3 4 5 6 7 8
Address 0 off off Off Off off on
Address 1 on off Off Off off on
Address 2 off on Off Off off on
Address 3 on on Off Off off on
Address 4 Off Off Oon Off Off On

© 2012 IDenticard Systems, Inc. Rev. April 2012



296

PremiSys Hardware Installation Guide

Address 5 On Off On Off Off On
Address 6 Off On On Off Off On
Address 7 On On On Off Off On
Address 8 Off Off Off On Off On
Address 9 On Off Off On Off On
Address 10 Off On Off On Off On
Address 11 On On Off On Off On
Address 12 Off Off On On Off On
Address 13 On Off On On Off On
Address 14 Off On On On Off On
Address 15 On On On On Off On
Address 16 Off Off Off Off On On
Address 17 On Off Off Off On On
Address 18 Off On Off Off On On
Address 19 On On Off Off On On
Address 20 Off Off On Off On On
Address 21 On Off On Off On On
Address 22 Off On On Off On On
Address 23 On On On Off On On
Address 24 Off Off Off On On On
Address 25 On Off Off On On On
Address 26 Off On Off On On On
Address 27 On On Off On On On
Address 28 Off Off On On On On
Address 29 On Off On On On On
Address 30 Off On On On On On
Address 31 On On On On On On

Readdressing and Renaming in Series 9000 RI/O Boards

After you connect Series 9000 RI/O Boards to your controllers, be sure to take care of

the following:

e Readdress the boards using their DIP switches. as needed. kol

¢ Enter any new addresses for the boards in the software.
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¢ Adjust your numbering of the relays and inputs, if you need to in your system. In
IDentiPASS, relays and inputs on the four RI/Os connected to a single Series 9000
Panel were numbered 9-24, 25-40, 41-56 and 57-72. However, in the PremiSys
software, the points on each board are numbered 1-16 by default.

Creating Schlage Lock Interfaces

PremiSys™ can interface with Schlage® AD-400 electronic locks. All activity at the
door, including access-granted events, forced doors, card presentations, etc., is
handled by the PremiSys system.

The PremiSys system communicates with the lock via the Schlage PIM400-485 Panel
Interface Module (PIM). The PIM is used to communicate wirelessly with the installed
locks.

A single PIM can communicate to up to 16 AD-400 electronic locks. Up to 16 PIMs
connected in a multidrop fashion can be connected to the two ports of an IP Controller,
with a maximum of eight PIMs per port. Each controller supports a maximum of 64 AD-
400 electronic locks, distributed over a maximum of 16 PIMs. Systems running
PremiSys, as opposed to PremiSys Pro, handle a maximum of 40 AD-400 electronic
locks. A PIM communicates only to doors in a PremiSys system.

Each PIM must be programmed with a unique address using the Schlage Handheld
Device. Each electronic lock communicating with a PIM on a multidrop run must be
given a unique address also.

CAUTION! You must install the AD-400 locks and and fully program the
PIMs before starting to connect them to your PremiSys system. Be
certain to follow all of the manufacturer's instructions that were
shipped with the lock to ensure a complete lock installation before
beginning integration with the PremiSys system.

Requirements before integration with PremiSys system can start
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¢ The lock(s) must be completely and properly installed on the door(s) in accordance
with the manufacturer's instructions.

e The PIM must be mounted and wired for power in accordance with the
manufacturer's instructions and all applicable codes and standards.

e The PIM must be programmed using the Schlage Handheld Device in accordance
with the manufacturer's instructions.

Requirements that Schlage locks place on PremiSys installations

¢ PIMs can be connected only to PremiSys IP Controllers using Mercury firmware
version 1.11.5 or later.

e PIMs cannot be mixed with other I/O boards on one port. Once a PIM is
connected to a port, no other /O board type can be connected on the cable run
connected to that port.

e An IP Controller port used to communicate to the PIM communicates at
9600 baud. The PremiSys software detects when PIMs are connected to a port
and automatically forces the baud rate to 9600 baud on that port, if it is not already
set for that rate. Only the port to which the PIM is connected is shifted to 9600
baud. The other port can communicate at the rate selected as part of the controller
configuration in the PremiSys software. If PIMs are connected to both ports, both
ports are shifted to 9600 baud, if they are not already set for that rate.

e A maximum of 16 PIMs can be connected per IP Controller. No more than
eight PIMs can be connected per port onthe IP Controller.

Wiring a PIM to an IP Controller

WARNING! Do not begin to wire the PIM to the IP Controller until
you have disconnected power from the IP Controller and removed
its coin-cell battery. See the instructions that came with this
Schlage® product before beginning to wire the PIM.

CAUTION! You must install the AD-400 locks and fully program the PIMs
before starting to connect them to your PremiSys system. Be certain to
follow all of the manufacturer's instructions that were shipped with the
lock to ensure a complete lock installation before beginning integration
with the PremiSys system.
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Schlage® Panel Interface Module PIM400-485

Item

Code PIM400-485

T2011 Brady Worldwide, Inc. Al rights reservesd.

Power and Data Connections to the PremiSys™ IP Controller
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IMPORTANT!
RS-485 communications
must be 9600 baud. You
can connect a maximum

of 16 addressed PIMs in a
multidrop configuration
per IP Controller.
See the PremiSys Online

Help for additional details.

Installing Doors, Monitor Points and Control Points

Doors

Schlage® AD-400 electronic locks provide all the hardware the door needs, including
the lock, reader and door-position point. These components have the same function in
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the PremiSys system as would similar hardware installed individually at a door.

CAUTION! You must install the AD-400 locks and and fully program the
PIMs before starting to connect them to your PremiSys system. Be
certain to follow all of the manufacturer's instructions that were
shipped with the lock to ensure a complete lock installation before
beginning integration with the PremiSys system.

The lock, reader and door-position point that are part of the Schlage lock are configured
as part of the door setup in the software. They are not included in the inputs, outputs
and readers that appear in the software.

See the Online PremiSys Help and search for the word "Schlage" for more details.

You cannot configure elevators, alternate readers or alternate REXes on a PIM.

Monitor Points and Control Points

IMPORTANT! The terminal blocks at J8, J7, J10 and J11 on the PIM are
NOT used in the PremiSys system. Do not connect anything to them.
Their points cannot be configured or used to provide the PremiSys
system with monitor points and control points.
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